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1 Introduction

This document specifies the WS-Trust X.509v3 Token Enroliment Extensions, also known as WSTEP.
The WSTEP protocol specification defines the message formats and server behavior for the purposes
of certificate enroliment.

The communication is initiated by a requesting client who requests a new certificate, retrieval of an
issued certificate, or retrieval of a server certificate. The server processes the request and generates
a response based on the request type.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Abstract Syntax Notation One (ASN.1)
certificate

certification authority (CA)

globally unique identifier (GUID)
Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)
Public Key Cryptography Standards (PKCS)
SOAP action

SOAP body

SOAP fault

SOAP fault code

SOAP fault detail

SOAP header

SOAP header block

SOAP message

SOAP mustUnderstand attribute

Unicode

Uniform Resource Locator (URL)

Web Services Description Language (WSDL)
WSDL message

WSDL port type

WSDL operation

X.509

XML

XML namespace

XML schema (XSD)

The following terms are specific to this document:

Certificate Management Messages over CMS (CMC): An internet standard for transport
mechanisms for CMS [RFC2797].

Cryptographic Message Syntax (CMS): An internet standard for cryptographically protected
messages [RFC3852].

Security Token Service (STS): A special type of server defined in WS-Trust [WSTrust1.3].

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.
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1.2 References

References to Microsoft Open Specification documents do not include a publishing year because links
are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes".

[MS-WCCE] Microsoft Corporation, "Windows Client Certificate Enrollment Protocol Specification".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2797] Myers, M., Liu, X., Schaad, J., and Weinstein, J., "Certificate Management Messages Over
CMS", RFC 2797, April 2000, http://www.ietf.org/rfc/rfc2797.txt

[RFC2986] Nystrom, M., and Kaliski, B., "PKCS#10: Certificate Request Syntax Specification", RFC
2986, November 2000, http://www.ietf.org/rfc/rfc2986.txt

[RFC3066] Alvestrand, H., "Tags for the Identification of Language", RFC 3066, January 2001,
http://www.ietf.org/rfc/rfc3066.txt

[RFC3852] Housley, R., "Cryptographic Message Syntax (CMS)", RFC 3852, July 2004,
http://www.ietf.org/rfc/rfc3852.txt

[RFC5246] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.2",
RFC 5246, August 2008, http://www.ietf.org/rfc/rfc5246.txt

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[WSS] OASIS, "Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)", February
2006, http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf

[WSSUTP] OASIS Standard, "Web Services Security UsernameToken Profile 1.0", March 2004,
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-profile-1.0.pdf

[WSTrust] IBM, Microsoft, Nortel, VeriSign, "WS-Trust V1.0", February 2005,
http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf

[WSTrust1.3] Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-Trust 1.3", March 2007,
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-o0s.html

[WSTrust1l.3Schema] OASIS Standard, "WS-Trust 1.3", http://docs.oasis-open.org/ws-sx/ws-
trust/200512/ws-trust-1.3.xsd
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http://go.microsoft.com/fwlink/?LinkId=130733
http://go.microsoft.com/fwlink/?LinkId=90584
http://go.microsoft.com/fwlink/?LinkId=131548
http://go.microsoft.com/fwlink/?LinkId=177976
http://go.microsoft.com/fwlink/?LinkId=177976

[XMLNS] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August 2006,
http://www.w3.0rg/TR/REC-xml-names/

[XMLSCHEMA1] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures"”, W3C Recommendation, May 2001,
http://www.w3.0rg/TR/2001/REC-xmlschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MSDN-WSA] Carbera, L.F., Kurt, C., and Box, D., "An Introduction to the Web Services Architecture
and Its Specifications." Version 2.0, October 2004, http://msdn.microsoft.com/en-
us/library/ms996441.aspx

[SCEP] Nourse, A., and Vilhuber, J. Ed., "Cisco Systems' Simple Certificate Enrollment Protocol",
April 2009, http://tools.ietf.org/html/draft-nourse-scep-19

1.3 Overview

The WS-Trust X.509v3 Token Enrollment Extensions (WSTEP) defines the token enrollment profile
for WS-Trust [WSTrust1.3] to allow a client to request X.509v3 certificates.

Existing certificate authorities support ASN.1 formats such as PKCS#10 ([RFC2986]), PKCS#7
([REC3852]), or CMC ([REC2797])to encode a certificate request, and those requests are carried in
an existing protocol, such as Windows Client Certificate Enrollment Protocol [MS-WCCE] or Cisco's
SCEP ([SCEP]). WSTEP also carries those requests from the client to the issuer.

WSTEP provides for issuance, renewal, and delayed-issuance scenarios for X.509v3 digital
certificates. The server is known in WS-Trust [WSTrust1.3] terminology as a Security Token
Service (STS).

The WS-Trust protocol [WSTrust1.3] definition provides the framework for the STS and for
enrollment profile extensions. A typical client interacts with a STS with a request security token
(RST) message. The STS responds to a client request security token message with a request
security token response (RSTR) or a SOAP fault.

| Certificate
Client Server Authority
— R
Efluag tSE::urithokenf Issue,] .
--‘_'"—n—.q_‘_‘_‘_‘_
Regueg;
"-—-—-._._H_‘_h

I
anse
g————RESP

onse =
iREqueﬁtSecuﬁwT okenfesp

Figure 1: Typical sequence for certificate enroliment
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The following figure shows a scenario in which a request cannot be satisfied immediately. In this
scenario, the client makes a request, and the server reply indicates that the request is pending
some other action. The client then queries the request at a later time, presumably after any
conditions for its satisfaction have been met, and receives a reply that the request was issued,
rejected, or is still pending.

| Certificate
Client Server Authorty
- R, i
equestSecurrthnkenflssueJ —
T ——— Re
quest
_'_‘—'—-—-_._____-_
Response

R T i et e )
(Pended,

T (Quany ereeurityToken
¥ Status, Request 1D} —'—-—-—-.._____________Req

UESHR&QUESE D)
—_—

Response _____ ——— |
-
nse — .

- Respo
SecurityToken
 —— TEnues

Figure 2: Typical sequence for a pended certificate enroliment request

In some circumstances, the client request may be rejected. In these instances, the STS responds
with a SOAP fault. The following figure shows the typical sequence.

Client Server

] T TT—— 'h‘
_-_-_-_-—-—-___, REEI I.,IEStSECIJJ ftr T I::I'k 2r

[
SOAP Fault
-

Figure 3: Typical sequence for a rejected certificate renewal request

The following figure is an example of a message exchange for a renewal request. A renewal request
uses an existing certificate and requests a new lifespan. From the point of view of the WSTEP
protocol, this is the same as an issue request, as the message format is unchanged.
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. Certificate
Client Server Authority

—
Req uestSecurfankenf Issue)
B

- Response —
tSecurityToken
- PEques

Figure 4: Typical sequence for a certificate renewal request

1.4 Relationship to Other Protocols

The following figure shows the WSTEP Protocol stack diagram.
™

WSTEP

}- This Protocol

WS-Trust

e

WS-Security

S04AP

HTTPS }- Industry Standard

TCP

IP

"y

Figure 5: WSTEP Protocol stack diagram

The WSTEP protocol specification is a profile of the WS-Trust Protocol [WSTrust1.3] and makes use
of the SOAP and Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) protocols
for messaging and security.
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1.5 Prerequisites/Preconditions
The WSTEP protocol specification facilitates the issuance of X.509v3 certificates. A server

implementation of the protocol requires the functionality of a certificate authority, capable of

interpreting requests in at least one of PKCS#7, PKCS#10, or Certificate Management Messages
over CMS (CMC).

1.6 Applicability Statement

The WSTEP protocol specification is applicable only for requests for X.509v3 certificates.
1.7 Versioning and Capability Negotiation

The WSTEP protocol specification does not include versioning and capability negotiation.
1.8 Vendor-Extensible Fields

The WSTEP protocol specification does not include any vendor-extensible fields. WSTEP adheres to
the WS-Trust 1.3 [WSTrust1.3] provided extension points.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

SOAP version 1.2 MUST be used for messaging for the WSTEP protocol. HTTPS protocol MUST be
used as the transport.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses
the XML schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and the Web Services
Description Language as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces, using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows.

Prefix | Namespace URI Reference
XS http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1
wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 WSTrustl.3
auth http://schemas.xmlsoap.org/ws/2006/12/authorization XMLSCHEMA1
wsu http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd
wsse http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-

secext-1.0.xsd
wstep http://schemas.microsoft.com/windows/pki/2009/01/enrollment MS-WSTEP

2.2.2 Messages

None.

2.2.3 Elements

This specification does not define any common XML schema element definitions.

2.2.4 Complex Types

This specification does not define any common XML schema complex type definitions.

2.2.5 Simple Types

The WSTEP protocol specification does not define any common XML schema simple type definitions.
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2.2.6 Attributes

The WSTEP protocol specification does not define any common XML schema attribute definitions.

2.2.7 Groups

The WSTEP protocol specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

The WSTEP protocol specification does not define any common XML schema attribute group
definitions.
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3 Protocol Details

The client side of this protocol is a simple pass-through. No additional timers or other state is
required on the client side of this protocol. Calls made by the higher-layer protocol or application are
passed directly to the transport layer, and the results returned by the transport are passed directly
back to the higher-layer protocol or application.

This section addresses the message processing model for the protocol. It includes related
information required by an implementation to successfully send and consume protocol messages.

3.1 SecurityTokenService Server Details

The SecurityTokenService hosts a message endpoint that receives RequestSecurityToken
messages. When received, the server processes the client request and sends it to the certificate
authority. Upon receiving a response from the certificate authority, a response is generated, and the
server sends either a RequestSecurityTokenResponse message or a SOAP fault. When the
message has been sent to the client, the server returns to the waiting state.

Waiting for message

RequestSecurityToken message received

[Pru-cessing Request He.ssage]

Processing complete

Send to
Certificate Authority

Response from Certificate Authority

[Generate and send r\espunsej

Response Message sent

Waiting for message

Figure 6: Security token service state model

The items of information that are communicated between the server and the certificate authority are
specified in this section, but the method of communication used, including timeout and error
handling (local API, local remote procedure call (RPC), or some other protocol) is not specified.

The certificate authority MAY have additional requirements that MUST be met in order to issue an
X509v3 Certificate, such as manager approval, payment processing, or validation of request
information. In these instances, a certificate authority response indicating the issuance is pending.
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3.1.1 Abstract Data Model

A server supporting the WSTEP protocol maintains a relationship to an issuer which processes
messages submitted by the server. When communicating with requestors, a server can support a
variety of languages.

Issuer: An address of an certificate authority (CA).<1> The format of the address stored is specific
to the implementation and the form of communication used between the Issuer and the Server.

SupportedLanguages: A list of language identifiers supported by the server. The set of languages
are of type xml:lang and defined in [RFC3066].

DefaultLanguage: The default language for the server. DefaultLanguage is of type xml:lang, and
the set of supported languages is defined in [RFC3066].

3.1.1.1 Authentication

The WS-Trust X509v3 Enrollment Extensions use the authentication provisions in WS-Security
([WSS]) for the X509v3 Security Token issuer to authenticate the X509v3 Security Token requestor.
This section defines the schema used to express the credential descriptor for each supported
credential type.

3.1.1.1.1 Kerberos Authentication

Authentication using Kerberos is done at the transport layer.

3.1.1.1.2 X.509v3 Certificate Authentication

Authentication using X509v3 certificates is done at the transport level using Transport Level Security
(TLS) 1.2 as defined in [RFC5246].

3.1.1.1.3 Username and Password Authentication

The username and password credential is provided in a request message using the WS-Security
Username Token Profile 1.0. The username is provided as defined in section 3.1 of the Ws-Security
document [WSSUTP].

3.1.1.1.4 No (Anonymous) Authentication
If no authentication is provided at either the transport layer or the message layer, the request is
considered to be anonymous. Anonymous authentication is supported only for renewal requests,

where the signature from the existing certificate on the request object serves as authentication for
the X509v3 Security Token requestor.

3.1.2 Timers
None.

3.1.3 Initialization

The SupportedLanguages object MUST be initialized with the set of languages that the server
supports.
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The DefaultLanguage parameter MUST be initialized with the language that is to be used by the
server when a request does not define a language preference, or the preference is not in

SupportedLanguages.

3.1.4 Message Processing Events and Sequencing Rules

Operation

Description

wst:RequestSecurityToken2

The wst:RequestSecurityToken2 operation is the sole operation in the
WSTEP protocol. It provides the mechanism for certificate enroliment
requests, retrieval of pending certificate status, and the request of the

server key exchange certificate. The wst:RequestSecurityToken2 operation

is defined in WS-Trust 1.3 [WSTrust1.3].

3.1.4.1 wst:RequestSecurityToken2

The wst:RequestSecurityToken2 operation provides the mechanism for certificate enrollment
requests, retrieval of pending certificate status, and the request of the server key exchange
certificate. The wst:SecurityTokenService port and wst:RequestSecurityToken2 operation are
defined in the [WSTrust1.3] WSDL wsdl:portType definition.

<wsdl:operation name="RequestSecurityToken2">
<wsdl:input message="wst:RequestSecurityTokenMsg" />

<wsdl:output message="wst:RequestSecurityTokenResponseCollectionMsg" />

</wsdl:operation>

WSTEP makes use of the wst:RequestSecurityToken2 operation. The wst:RequestSecurityToken
operation defined in the SecurityTokenService operation is not used. The
wst:RequestSecurityTokenMsg message consists of a single object definition: the client request. The
client request is made using the acceptable SOAP actions as defined in section 3.1.4.2 and
RequestType values, as defined in section 3.1.4.1.2.7.

3.1.4.1.1 Messages

The following WSDL message definitions are specific to this operation.

3.1.4.1.1.1 wst:RequestSecurityTokenMsg

The wst:RequestSecurityTokenMsg is an incoming message, and is defined in WS-Trust 1.3

WSTrust1.3] WSDL.

wst:RequestSecurityToken: An instance of a wst:RequestSecurityTokenType complex type as
defined in section 3.1.4.1.3.3. The wst:RequestSecurityToken element defines the client request
and the required information for it to be processed.

3.1.4.1.1.2 wst:RequestSecurityTokenResponseCollectionMsg

The wst:RequestSecurityTokenResponseCollectionMsg is an outgoing message, and is defined in
WS-Trust 1.3 [WSTrust1.3] WSDL.

wst:RequestSecurityTokenResponseCollectionMsg: An instance of a
wst:RequestSecurityTokenResponseCollection element as defined in section 3.1.4.1.2.6. This
element contains the results of the client request.
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3.1.4.1.2 Elements

3.1.4.1.2.1 wstep:CertificateEnrollmentWsSDetail

The wstep:CertificateEnrolimentWSDetail element is used to convey additional information to a
client as part of the SOAP fault structure when a server returns a SOAP fault.

<xs:element name="CertificateEnrollmentWSDetail" nillable="true"
type="wstep:CertificateEnrollmentWSDetailType" />

wstep:CertificateEnrollmentWSDetail: An instance of a
<wstep:CertificateEnrollmentWSDetailType> as defined in section 3.1.4.1.3.7. If there is no
additional information, the wstep:CertificateEnrolimentWSDetail SHOULD be omitted in the
SOAP fault.

3.1.4.1.2.2 DispositionMessage

<xs:element name="DispositionMessage"
type="wstep:DispositionMessageType" nillable="true" />

DispositionMessage: An instance of a DispositionMessageType object as defined in section
3.1.4.1.3.1.

3.1.4.1.2.3 wst:KeyExchangeToken
The <wst:KeyExchangeToken> element is defined in WS-Trust 1.3 [WSTrust1.3] section 8.4.

wst:KeyExchangeToken: The wst:KeyExchangeToken element provides a key exchange token
that can be used in certificate enrollment requests that include the private key.

3.1.4.1.2.4 RequestID

<xs:element name="RequestID"
type="xs:string" nillable="true"/>

RequestID: A string identifier used to identify a request.

3.1.4.1.2.5 wst:RequestSecurityToken
The <wst:RequestSecurityToken> element is defined in WS-Trust 1.3 [WSTrust1.3], section 3.1.

wst:RequestSecurityToken: An instance of a wst:RequestSecurityTokenType object as
specified in section 3.1.4.1.3.3.

3.1.4.1.2.6 RequestSecurityTokenResponseCollection
The RequestSecurityTokenResponseCollection is defined in WS-Trust 1.3 [WSTrust1.3], section 3.2.

RequestSecurityTokenResponseCollection: An instance of a
wst:RequestSecurityTokenResponseCollectionType object as specified in section 3.1.4.1.3.5.
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3.1.4.1.2.7 wst:RequestType
The <wst:RequestType> element is defined in [WSTrust1.3] section 3.1.

wst:RequestType: An instance of a <wst:RequestTypeOpenEnum> object as defined in
WSTrust1.3] XML schema definition(XSD).

The <wst:RequestType> MUST have one of the following values:

"http://docs.oasis-open.org/ws-sx/ws—-trust/200512/Issue"
"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus"
"http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET"

If the <wst:RequestType> has any other value, the server MUST respond with a SOAP fault.

3.1.4.1.2.8 wst:TokenType
The <TokenType> element is defined in [WSTrust1.3], section 3.1.

wst:TokenType: For the X.509 enrollment extension to WS-Trust, the <wst:tokentype> element
MUST be http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3.

3.1.4.1.3 Complex Types

The following XML schema complex type definitions are specific to this operation.

3.1.4.1.3.1 DispositionMessageType

The DispositionMessageType is an extension to the string type that allows an attribute definition of
the language for the string. The DispositionMessageType is used to provide additional information
about the server processing.

<xs:complexType name="DispositionMessageType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang" use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>

xs:string: The string element contains the literal string disposition message returned from the
server. The string element contains an xml:lang attribute that defines the language for the string.
The language SHOULD be provided for each string element instance.

xml:lang: The language reference xml:lang, indicating the natural or formal language the string
element content is written in.

3.1.4.1.3.2 wst:RequestedSecurityTokenType

The wst:RequestedSecurityTokenType is defined in WS-Trust XML schema definition (XSD)
[WSTrustl.3Schemal].
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<xs:complexType name="RequestedSecurityTokenType">
<xs:sequence>
<xs:any namespace="##any" processContents="lax" />
</xs:sequence>
</xs:complexType>

The WSTEP extends wst: RequestedSecurityTokenType with two additional elements.

<xs:element ref="wsse:BinarySecurityToken" />
<xs:element ref="wsse:SecurityTokenReference" />

wsse:BinarySecurityToken: The wsse:BinarySecurityToken element contains the issued
certificate. The issued certificate follows the encoding and data structure defined in [MS-WCCE
section 2.2.2.6.

wsse:SecurityTokenReference: A URI reference used to indicate where a pended Certificate
Request can be retrieved. The server MUST provide its own URI as the value of the
<wsse:BinarySecurityTokenReference:Reference> element as specified in [WS-Trust1.3] section
4.2.

3.1.4.1.3.3 wst:RequestSecurityTokenType

The wst:RequestSecurityTokenType complex type contains the elements for the security token
request in the RequestSecurityTokenMsg message. It is the client-provided object for a certificate
enrollment request. wst:RequestSecurityTokenType is defined in the WS-Trust [WSTrust1.3
XML schema definition (XSD).

<xs:complexType name="RequestSecurityTokenType">
<xs:annotation>
<xs:documentation>
Actual content model is non-deterministic, hence wildcard. The following shows intended
content model:
<xs:element ref='wst:TokenType' minOccurs='0"' />
<xs:element ref='wst:RequestType' />
<xs:element ref='wsp:AppliesTo' minOccurs='0"' />
<xs:element ref='wst:Claims' minOccurs='0"' />
<xs:element ref='wst:Entropy' minOccurs='0"' />
<xs:element ref='wst:Lifetime' minOccurs='0"' />
<xs:element ref='wst:AllowPostdating' minOccurs='0"' />
<xs:element ref='wst:Renewing' minOccurs='0"' />
<xs:element ref='wst:0nBehalfOf' minOccurs='0"' />
<xs:element ref='wst:Issuer' minOccurs='0' />
<xs:element ref='wst:AuthenticationType' minOccurs='0"' />
<xs:element ref='wst:KeyType' minOccurs='0"' />
<xs:element ref='wst:KeySize' minOccurs='0"' />
<xs:element ref='wst:SignatureAlgorithm' minOccurs='0"' />
<xs:element ref='wst:Encryption' minOccurs='0"' />
<xs:element ref='wst:EncryptionAlgorithm' minOccurs='0"' />
<xs:element ref='wst:CanonicalizationAlgorithm' minOccurs='0"' />
<xs:element ref='wst:ProofEncryption' minOccurs='0"' />
<xs:element ref='wst:UseKey' minOccurs='0"' />
<xs:element ref='wst:SignWith' minOccurs='0"' />
<xs:element ref='wst:EncryptWith' minOccurs='0"' />
<xs:element ref='wst:DelegateTo' minOccurs='0' />
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<xs:element ref='wst:Forwardable' minOccurs='0"' />
<xs:element ref='wst:Delegatable' minOccurs='0"' />
<xs:element ref='wsp:Policy' minOccurs='0"' />
<xs:element ref='wsp:PolicyReference' minOccurs='0"' />
<xs:any namespace='##other' processContents='lax' minOccurs='0' maxOccurs='unbounded'
/>
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="Context" type="xs:anyURI" use="optional" />
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

WSTEP extends <wst:RequestSecurityTokenType> with the following elements:

<xs:element ref="wsse:BinarySecurityToken" minOccurs="0"
maxOccurs="1" />

<xs:element ref="auth:AdditionalContext" minOccurs="0"
maxOccurs="1" />

<xs:element ref="wstep:RequestKET" minOccurs="0" maxOccurs="1"
<xs:element ref="wstep:RequestID" minOccurs="0" maxOccurs="1" />

Only the elements specified below are used in WSTEP. Any element received that is not specified
below SHOULD be ignored.

wst:TokenType: Refers to the wst:TokenType definition in section 3.1.4.1.2.8.

wst:RequestType: Refers to the wst:RequestType definition in section 3.1.4.1.2.7. The
wst:RequestType is used to identify the type of the security token request.

wst:RequestKET: Used when requesting a key exchange token as defined in [WSTrust1.3] section
8.4.

wsse:BinarySecurityToken: Provides the DER ASN.1 representation of the certificate request. The
type of token is defined by the wst:TokenType element. For the X.509 enrollment extension the
wst:TokenType MUST be specified as in section 3.1.4.1.2.8.The certificate request follows the
formatting from [MS-WCCE] section 2.2.2.4. The encoding type MUST be specified using the
wsse:BinarySecurityToken’s EncodingType attribute.<2>

auth:AdditionalContext: The auth:AdditionalContext element is used to provide extra information
in a wst:RequestSecurityToken message. It is an optional element, and SHOULD be omitted if there
is no extra information to be passed.

wstep:RequestID: An instance of wstep:RequestID as specified in section 3.1.4.1.2.4.

WSTEP extends <wst:RequestSecurityTokenType> with an additional attribute:

<xs:attribute name="PreferedLanguage" type="xs:language"
use="optional" />

Only the attribute specified below is used in WSTEP. Any attribute received that is not specified
below SHOULD be ignored.
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wstep:PreferredLanguage: The wstep:PreferredLanguage attribute defines the preferred
language to be used in a server response.

3.1.4.1.3.4 wst:RequestSecurityTokenResponseType

The wst:RequestSecurityTokenResponseType contains the elements that are part of a server
response to a wst:RequestSecurityToken message. wst:RequestSecurityTokenResponseType is
defined in the WS-Trust [WSTrust1.3] XML schema definition (XSD).

<xs:complexType name="RequestSecurityTokenResponseType">
<xs:annotation>
<xs:documentation>
Actual content model is non-deterministic, hence wildcard. The following shows intended
content model:
<xs:element ref='wst:TokenType' minOccurs='0"' />
<xs:element ref='wst:RequestType' />
<xs:element ref='wst:RequestedSecurityToken' minOccurs='0"' />
<xs:element ref='wsp:AppliesTo' minOccurs='0"' />
<xs:element ref='wst:RequestedAttachedReference' minOccurs='0"' />
<xs:element ref='wst:RequestedUnattachedReference' minOccurs='0"' />
<xs:element ref='wst:RequestedProofToken' minOccurs='0"' />
<xs:element ref='wst:Entropy' minOccurs='0"' />
<xs:element ref='wst:Lifetime' minOccurs='0"' />
<xs:element ref='wst:Status' minOccurs='0' />
<xs:element ref='wst:AllowPostdating' minOccurs='0"' />
<xs:element ref='wst:Renewing' minOccurs='0"' />
<xs:element ref='wst:0nBehalfOf' minOccurs='0"' />
<xs:element ref='wst:Issuer' minOccurs='0"' />
<xs:element ref='wst:AuthenticationType' minOccurs='0"' />
<xs:element ref='wst:Authenticator' minOccurs='0"' />
<xs:element ref='wst:KeyType' minOccurs='0"' />
<xs:element ref='wst:KeySize' minOccurs='0"' />
<xs:element ref='wst:SignatureAlgorithm' minOccurs='0"' />
<xs:element ref='wst:Encryption' minOccurs='0"' />
<xs:element ref='wst:EncryptionAlgorithm' minOccurs='0"' />
<xs:element ref='wst:CanonicalizationAlgorithm' minOccurs='0"' />
<xs:element ref='wst:ProofEncryption' minOccurs='0"' />
<xs:element ref='wst:UseKey' minOccurs='0"' />
<xs:element ref='wst:SignWith' minOccurs='0"' />
<xs:element ref='wst:EncryptWith' minOccurs='0"' />
<xs:element ref='wst:DelegateTo' minOccurs='0"' />
<xs:element ref='wst:Forwardable' minOccurs='0"' />
<xs:element ref='wst:Delegatable' minOccurs='0"' />
<xs:element ref='wsp:Policy' minOccurs='0' />
<xs:element ref='wsp:PolicyReference' minOccurs='0"' />
<xs:any namespace='##other' processContents='lax' minOccurs='0' maxOccurs='unbounded'’
/>
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="Context" type="xs:anyURI" use="optional" />
<xs:anyAttribute namespace="#f#other" processContents="lax" />
</xs:complexType>

WSTEP extends the wst:RequestSecurityTokenResponseType with the following elements:
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<xs:element ref="wstep:DispositionMessage" />
<xs:element ref="wsse:BinarySecurityToken" minOccurs="0" maxOccurs="1" />
<xs:element ref="wstep:RequestID" minOccurs="0" maxOccurs="1"

<xs:element ref="wst:KeyExchangeToken" minOccurs="0" maxOccurs="1" />

/>

Only the elements documented as follows are used by WSTEP. Any element received that is not
documented as follows SHOULD be ignored.

wst:TokenType: Refers to the TokenType definition in section 3.1.4.1.2.8.

wstep:DispositionMessage: Refers to the definition in section 3.1.4.1.2.2. The
wstep:DispositionMessage element is used to convey any additional server disposition information
as part of the response message.

wsse:BinarySecurityToken: Refers to the wsse:BinarySecurityToken definition in section
3.1.4.1.3.2.

wst: KeyExchangeToken: Refers to the wst:KeyExchangeToken definition in section 3.1.4.1.2.3.

wst:RequestedSecurityToken: An instance of a wst:RequestedSecurityTokenType object as
defined in section 3.1.4.1.3.2.

wstep:RequestID: An instance of a wstep:RequestID as defined in section 3.1.4.1.2.4 that
conveys the request identifier of the originating request.

3.1.4.1.3.5 wst:RequestSecurityTokenResponseCollectionType

The <wst:RequestSecurityTokenResponseCollectionType> is defined in the [WSTrust1.3] XML
schema definition (XSD) as a collection of one or more <wst:RequestSecurityTokenResponse>
elements. The WS-Trust X.509v3 Token Enroliment Extensions further constrain the [WSTrust1.3
definition and the <wst:RequestSecurityTokenResponseCollection> collection MUST contain at most
one <wst:RequestSecurityTokenResponse> element.

<xs:complexType name="RequestSecurityTokenResponseCollectionType">

<xs:annotation>

<xs:documentation>
The <wst:RequestSecurityTokenResponseCollection> element (RSTRC) MUST be used to return a
security token or response to a security token request on the final
response.</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element ref="wst:RequestSecurityTokenResponse" minOccurs="1" maxOccurs="unbounded" />

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />

</xs:complexType>

wst:RequestSecurityTokenResponse: An instance of a wst:RequestSecurityTokenResponseType
object. The <wst:RequestSecurityTokenResponseCollectionType> MUST contain only one
<RequestSecurityTokenResponse> element.

22 /45

[MS-WSTEP] — v20110610
WS-Trust X.509v3 Token Enrollment Extensions

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011


http://go.microsoft.com/fwlink/?LinkId=131548
http://go.microsoft.com/fwlink/?LinkId=131548

3.1.4.1.3.6 wst:RequestTypeEnum

The <wst:RequestTypeEnum> is defined in WS-Trust [WSTrust1.3] XML schema definition (XSD).
WSTEP defines the following values for <wst:RequestTypeEnum>.

"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus"

WSTEP makes use of the Key Exchange Token request type defined in [WS-Trust1.3] section 10:

"http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET"

and the issue request type defined in [WS-Trust1.3] XML Schema Definition (XSD)] :

"http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue"

3.1.4.1.3.7 wstep:CertificateEnrollmentWSDetailType

The <wstep:CertificateEnrollmentWSDetailType> contains additional information pertaining to error
conditions.

<xs:complexType name="CertificateEnrollmentWSDetailType">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="BinaryResponse" nillable="true"
type="xs:string" />
<xs:element minOccurs="0" maxOccurs="1" name="ErrorCode" nillable="true" type="xs:int"
/>
<xs:element minOccurs="0" maxOccurs="1" name="InvalidRequest" nillable="true"
type="xs:boolean" />
<xs:element minOccurs="0" maxOccurs="1" name="RequestID" type="xs:string"
nillable="true" />
</xs:sequence>
</xs:complexType>

wstep:BinaryResponse: The wstep:BinaryResponse element is used to provide a response if the
Issuer generates one. If there is no response to provide, the wstep:BinaryResponse element MUST
be nil.

wstep:ErrorCode: An integer value representing a server error <3>. If there is no error to
provide, wstep:ErrorCode MUST be specified as nil.

wstep:InvalidRequest: If the request is denied by the Issuer the server MUST return true. For
other errors the wstep:InvalidRequest SHOULD be false.

wstep:RequestID: If the Issuer provides a wstep:RequestID to the server, it MUST be provided to
a client. If no wstep:RequestID is provided by the Issuer, the wstep:RequestID element should be
specified as nil.

3.1.4.1.4 Attributes

There are no attributes that are specific to this operation.
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3.1.4.2 Processing Rules

An incoming SOAP message MUST be processed to evaluate the SOAP actions and authentication
information.

If the user is authenticated successfully using the provided authentication information, message
processing MUST continue, and the authentication information SHOULD be provided to the Issuer. If
the authentication fails, the server MUST respond with a SOAP fault.

If the SOAP action is "http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep"
the server must follow the Request Security Token Processing Rules per section 3.1.4.2.1.

If the SOAP action is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/KET" the server must
follow the Key Exchange Token Processing Rules per section 3.1.4.2.2.

If any other SOAP action is defined, the server SHOULD respond with a SOAP fault.

3.1.4.2.1 WSTEP Action: Request Security Token Processing Rules

A <wst:RequestSecurityTokenMsg> MUST contain a <wst:RequestType> element as defined in
section 3.1.4.1.2.7. If the <wst:RequestType> element is absent, nil, or undefined, the server
MUST respond with a SOAP fault.

If a wstep:PrefferedLanguage attribute is not present in a <RequestSecurityTokenType> object,
or the value is not in SupportedLanguages, the server SHOULD use DefaultLanguage.<4>

If the <wst:RequestType> is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue", the server
MUST process the request per section 3.1.4.2.1.1.

If the <wst:RequestType> is
"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus" the server
MUST process the request per section 3.1.4.2.1.2.

If the <wst:RequestType> is any other value, the server MUST respond with a SOAP fault.

3.1.4.2.1.1 New and Renewal Request Processing

A wst:RequestSecurityToken message with a wst:RequestType value of "http://docs.oasis-
open.org/ws-sx/ws-trust/200512/Issue" is used for the purposes of issuing an X.509v3 certificate or
for renewal of an existing X.509v3 certificate.

For this type of message, a server has additional syntax constraints on the request message.

wsse:BinarySecurityToken: If the wsse:BinarySecurityToken element is absent or undefined, the
server MUST respond with a SOAP fault.

wstep:RequestID: If the wstep:RequestID element is present and defined, the server SHOULD
ignore it.

The server MUST provide the wsse:BinarySecurityToken to the Issuer and SHOULD provide the
auth:AdditionalContext (see section 3.1.4.1.3.3) to the Issuer.

If the Issuer responds with an error, the server MUST respond with a SOAP fault. If the Issuer
indicates the issuance is pending, the server MUST use the Issuer response to generate a pending
wst:RequestSecurityTokenResponseCollectionMsg message. If the Issuer responds with an
issued certificate, the server MUST respond with a
wst:RequestSecurityTokenResponseCollectionMsg message providing the issued certificate.
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3.1.4.2.1.2 QueryTokenStatus Request Processing

A wst:RequestSecurityToken message with a <wst:RequestType> of
"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus" is used to
retrieve an issued certificate or check the status of a certificate request that was pending.

For this type of message, the server has additional syntax constraints on the request message.

The wstep:RequestID element is a null-terminated Unicode string that contains a certificate
request identifier (as defined in section 3.1.4.1.2.4). If the <wstep:RequestID> element is absent,
defined as nil, or contains no value the server MUST return a SOAP fault.

The server MUST provide the wstep:RequestID to the Issuer.

If the Issuer responds with an error, the server MUST respond with a SOAP fault. If the Issuer
indicates the issuance is pending, the server MUST use the Issuer response to generate a pending
wst:RequestSecurityTokenResponseCollectionMsg message. If the Issuer responds with an
issued certificate, the server MUST respond with a
wst:RequestSecurityTokenResponseCollectionMsg message providing the issued certificate.

3.1.4.2.2 KET Action: Request Security Token Processing Rules

A wst:RequestSecurityTokenMsg MUST contain a <wst:RequestType> element as defined in
section 3.1.4.1.2.7. If the <wst:RequestType> element is absent, nil, or undefined, the server
MUST respond with a SOAP fault.

If the <wst:RequestType> is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET" the server
MUST process the request per section 3.1.4.2.2.1.

If the <wst:RequestType> is any other value, the server MUST respond with a SOAP fault.

3.1.4.2.2.1 Key Exchange Token Request Processing

A RequestSecurityToken message of wst:RequestType of "http://docs.oasis-open.org/ws-sx/ws-
trust/200512/KET" is used to retrieve the Key Exchange Token.

For this type of message, a server has additional syntax constraints on the
wst:RequestSecurityTokenMsg message.

If the <wst:RequestKET> element is absent, the server MUST return a SOAP fault.

The server requests the Key Exchange Token from the issuer. If the issuer responds with an error,
the server MUST respond with a SOAP fault. Otherwise, the server uses the Issuer response to
generate a wst:RequestSecurityTokenResponseCollectionMsg message.

The <wst:RequestSecurityTokenResponse> element in the server response follows the
WSTrust1.3] definition in section 8, but for key exchange in the WSTEP protocol, the
<wst:KeyExchangeToken> element MUST be present, and provides the key exchange token
provided from the Issuer.

3.1.5 Timer Events

None.
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3.1.6 Other Local Events

None.
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4 Protocol Examples

4.1 RequestSecurityToken Request/Response Message Sequence

In the following message sequence, the username/password authentication headers have been
included in the message sequences for clarity.

4.1.1 Standard Certificate Request

4.1.1.1

RequestSecurityToken Message (Issue Request)

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep</a:Action>
<a:MessageID>urn:uuid:b5d1a601-5091-4a7d-b34b-5204c18b5919</a:MessageID>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-

1.0#X509v3</TokenType>

<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</RequestType>
<BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/

0asis-200401-wss-wssecurity-secext-1.0.xsd#baseb64binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"

xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">MITEDDCCAVQCAQAWADCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANPk

/1AOEvYikbMJIvabzapKyJkgLnaXWm2FvnO6UNCEXWE 9WchbbumLgkIas9BUcMiSE
Eh4tVZNFugi3bahnjUjTGIMIVAZA3/COYfulX8ylImcIVWZhyYZVwUeMh4GYS5ht
90NFZPOvXb7cObrSRyvhvizg+kG7om24gMTZBgSIRsajcDVY+uGLdhixy4AtXNw5S
pzzRdAS/1Q0BF1wsDT3C0bceWy2uej2hsLYolyGdd0fHkly/tOusoyjc3itw203P9]
k+bP4eDG2ukRIMMcjgxQ500Bze 7hXQf 2hrNEJRTd6pPI0OdAUb8Hz/DiPYaEY 75XN
EQepcllnlmg2GQ9YghcCAWEARaCCACUWGgYKKwYBBAGCNWOCAZEMFgo2LjEuNzAL
My 4 yMGQGCSsGAQQOBgj cVEDEFXMFUCAQUMLzktMTM1IMUMwWNDALQS5k0S0xMzUxQzA0D
MDZBLm50dGVzdC5taWNyb3NvZnQuY29tDBJEOSO0xMzUxQzAOMDZBXGEF1YnkMCON1
c1R1c3QuzxXh1MHOGC1SGAQQBgjcNAgIxZjBkAGEBHIWATOBPAGMACGBVAHMAbWRM
AHQAIABFAG4AaABhAG4AYWB1AGQAIABDAHIAeQBWAHOALWBNAHIAYOBWAGgAAQR]
ACAAUABYAGS8AdgBpAGQAZQOBYACAAdgAXACAAMAMBADCByYgY JKoZ ThvecNAQkKOMYGS
MIG5MBcGCSsGAQQOBgjcUAgGQKHggAVQOBzZAGUACJAPBgNVHSUEI JAgBgorBgEEAYI3
CgMEBggrBgEFBQCDBAY IKwYBBQUHAWIwDgYDVROPAQH/BAQDAGWGMEQGCSGGSIb3
DQEJDwQ3MDUwDgYIKoZIhvcNAwWICAgCAMA4GCCgGSIb3DOMEAGIAGDAHBgUrDgMC
BzAKBggghkiGOwODBzAdBgNVHQ4EFgQUavblZB2QWG6vt+agd4T4jZMPFe30owDQYJ
KoZIhvcNAQEFBQADggEBAGIA8DvIgvCVNgnSHkNUuTiErtwlacv609MnMt2WxhnAj
zGQZZS4bZ9INH+CR49yswieFCS3zFiP5PxGL5CCogn2XHGs 7LCCzHtr 1tAZBACTC
tzLF5Qcj0Ki/H5GRa4Q+2e1lUrcM1cSnD52zY+V1vEXX1Xc2P5hTBObg8GbZME /MW
84XE1sz75NgZeQ2vh0660zAMywMtC26Q+7DOfBaPMxXrWgMOBm6q0O/Yjj3vDY /U8
T9rpJgGHHTG7E7E+/3EcgPeKNExx f0n+VXRwLO9C5w0S6Xy/INGfuipw+SzaRbPs
H5/6UiS+ugtSVzadmAOa9vzxJIQfgARCucr49wM3YUek=</BinarySecurityToken>
<RequestID xsi:nil="true"

xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>
</s:Body>
</s:Envelope>
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4.1.1.2 Server RequestSecurityToken Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep</a:Action>

<ActivityId CorrelationId="a0f23la3-ccf2-4b9c-99%9a6-bc353a59b5d0"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
95427¢83-902c-48db-9529-f61ccld8c035</ActivityId>

<a:RelatesTo>urn:uuid:b5d1a601-5091-4a7d-b34b-5204c18b5919</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws—-trust/200512">

<RequestSecurityTokenResponse>

<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<DispositionMessage xml:lang="en-US"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">
Issued</DispositionMessage>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MITIRIAYJK0ZIhvcNAQcCoITRhTCCEYECAQMxCzAJBgUrDgMCGgUAMHOGCCsGAQUF
BwwDOHEEbzBtMGcwIQIBAQY IKwYBBQUHBWEXEJAQAGEAMAMCAQEMBk1zc3V1ZDBC
AgECBgorBgEEAYI3CgoBMTEwWLWIBADADAGEBMSUWIwYJKwYBBAGCNXURMRYEFFis
145+YbEalzssa0G63KkQD6+OMAAWAKCCDOEWggNbMI ICQ6ADAGECAhAeqF9153Dz
n0o0G27H8w6RMAOGCSgGSIb3DOEBBQUAMDOxGZzAZBgNVBAsSTEk1pY3Jvc2 9mdCBQ
S0kgVGVhbTEVMBMGA1UEAWWMRkJfRW50UmM9vdENBMB4XDTASMDMwMzAzZMj QxM1oX
DTEOMDMwMzAzMzQOxMFowNDEbMBkGALIUECxMSTW1jcm9zb2Z0IFBLSSBUZWFtMRUwW
EwYDVQQDDAXGQ1 9FbnRSb290Q0EwggEiMAOGCSGGS Ib3DOEBAQUAAAL IBDWAWGYEK
AOIBAQCINE1540d1KuJPZ8BoagVIsuE4BX9dXTskOBmBVb1P1YZzI1RWmONE1Zr40
TdggZ/Nv69kwCOzi0DOE0S58fHYz3FAh6rw4o+ABpxInFJ1Jj69DIHTIIQWSWATOe
nOxvW59vzotQfMz00T//1NCilX3aBMj6VjArX51fYLCgBr2Qgw9BmEkaivntwovd
1gvJTPNoyG79c2V2Mux+4M9dzIR1 7xw8Mx4LhJrXXKQPZ1YgwVeWdAXelS5aeo0XG
LI2GIx15LtsUQzYxcelSVotVcfR4NM31Xkis5x679DtxMoB2gYqjUhkB1hTLIQwWK
8V5v53jisuy7tXP5qIEpOq7B6NCzZAgMBAAG]aTBNnMBMGCSsGAQQOBgj cUAgQGHgQA
QwBBMA4GA1UdDWEB/wQEAwWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBS 9
oNbJuWz 92vLuQSIJ1lDzamg3dVTAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGIw0OB
AQUFAAOCAQEAVr8MMHZHcnUUyKGEFNBESgNPKIHI90DEee3jnChqO9wmKbEZV4701
+ejdiDjiCIFQIHHbUWXhKPjOnAtgXN48E9XLPzS/ezx/LwsEv5L1roioRBym8NbA
1dLINFgskrCOFAhefg9Jc4c91Q3uyGUjMb4Hoa9b2cgNIeMeRzV+L1oHOWVZpg90o
i800CIFX/WwoETKBryiLnXPLybdQuOE7brTkyYmXJsGuFPgLzj6DVFOdbl ZMmEJINy
60pr98dFJYwcwnhjdVxOFtRTsXnU8epeAYOEHWJICUUOlbWpcRPF6C6sJY0wmRaP7
i0COGXhoF061cbLO8fztvGpUkyZFfDoHg3DCCBUWWggQOOAMCAQICCMEMENWAAAAA
AATIWDQYJK0ZIhvcNAQEFBOQAWNDEDLMBKkGAIUECKMSTW1 jcm9zb2Z0IFBLSSBUZWE L
MRUWEWYDVQQODDAxGQ19FbnRSb290Q00EwHhcNMDkwMzAzZMDMyNjE2WhcNMTEWMzAzZ
MDMzNJE2WjAzMRswGQYDVQQLExIJNaWNyb3NvZnQgUEtJIFR1IYWOxXxFDASBgNVBAMM
COZCXOVudFN1YkNBMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAZgtL
8VMe3t1durXs81ORjWBWoxDQtTPJALYNQdAgvS+H2HuUtrUNJvIW/+vKOAMOib8GR3u
D8IT+Kk8TJvzSGOuQAKxYtzaqgjDt7Alc7UtsnelSiKDT5ZSf1pmfUVASKA285J4Y
B1SDJSiJmOyWqUZCnwwAWWOVXCrMk1QnyGjr3Akg+p6eMgo/ZgaeFujd4o7jJjI/em
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 93 ZXJ0aWzZpY2F02VJI1dm97 YXRpb25MaxXN0OP2Jhc2U/b2JqZWN0Q2xh
c3M9Y1JIMRG1zdHIpYnV0aWouUG9pbnQwgdsGCCsGAQUFBWEBBIHOMIHLMIHIBggr
BgEFBQcwA0aBu2xkYXA6Ly8vQ049RkIJEfRW50UMOVAENBLENOPUFJQSxDTj1Q0dWIs
aWMIMIBLZXk1IMIBTZXJ2aWN1lcyxDTj1TZXJ2aWN1cyxDTj1Db25maWdlcmF0aw9ou
LERDPWQ5LTEzNTFDMDQWNKESREM9bnROZXNOLERDPW1pY3Jvc29mdCxEQz1ib20/
YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENsSYXNzPWN1cnRpZmljYXRpb25BdXRo
b3JpdHkwDQYJK0ZIhveNAQEFBOADGGEBACUFJ£5b34y2bob4+rmjcJ2F4MRRG8C3
v91ltkpaib8neRyC2tNUOC+hav5QZ2DjW8KWns+rRb1UW/5iRa/7uKhnHYyS14YvO0
I/LddT1v5Pf5uv5CK0YbmQiGx37aLLHjDngerh346N+z75kJZ2J18eEVnUPZUQ/ZB
btgb7GAKcIRViJJI+9rspGRJIOIFJFIAUI7jThssGlzobaljyw4 IvMX0+VpGpr8zxM
ZfKOP4kr30u+TSVK1IHOCBSFy4SgkcSdxVEFkoyCEm7Pr4osxVHcFkC9JgiihYldil
xgt4U54nFAgUrTobHIB+JYJHLgQYafPGCYfBO9bR4M1/1jhV05F1V612zIwggaOMIIF
dgADAGECAGOY2dXTAAAAAAAIMAOGCSGGS Ib3DQEBBQUAMDMRGZAZBGNVBASTEK LD
Y3Jvc29mdCBOSO0kgVGVhbTEUMBIGALUEAWWLRKIJERW50U3ViQOEwHhcNMDkwMzAl
MTgyNTQ1WhcNMTAWMZzA1MTgyNTQ1WCBvjETMBEGCgmMSJomT 81 xkARKWA2NVDLTEZ
MBcGCgmSJomT81ixkARKWCW1pY3Jvc29mdDEWMBQGCgmSJomT 8 1 xkARKWBmM50dGVz
dDEdMBsGCgmSJomT81ixkARKWDWQS5LTEZNTFDMDOWNKExDjAMBgNVBAMTBVV ZZXJz
MQOOWCWYDVQODEWRhYmISMTYWNAYJKoZIThveNAQkBF1idhYmJISQEQS5LTE zNTEFDMDQwW
NkEuT1RURVNULk1JQ1JPUO9GVCS5DTO0wggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAW
ggEKAOIBAQDTS5P50DhL2IpGzChb2m82gSsiZKi5211pthb5zulDQrvVin/VnIW27pi
6pCGrPQVHDIKhBIeLVWTRboIt220241I0xvTCLWGXd/WtGH711/MpfZnCFVmYcmG
VcFHjIeBmEuUYbfdDRWTIL12+3NG60kcrdblsb6vpBu6JtuKjE2QYEiEDGO3A1WPrh
13YYscuALVzcOac80XUvIUARAcLAOIWtG3Hlstrno9obC2KJIchnXdHx5Ncv7TrrK
Mo3N4rcNgNz/Y5Pmz+HgxtrpEYzDHI6sUOdDgc3u4VOH90azRCUU3eqTyDnQLm/B
8/w432GhGO+VzZREHgXNAZy5qthkPWI IXAGMBAAG] ggMWMI IDEJBEBgkqhkiGIw0OB
CQ8ENZzAIMA4GCCUGSIb3DOMCAGIAGDAOBggghkiGOwODBAICAIAWBWY FKw4DAgCwW
CgYIKoZIhvcNAwcCwEwYJKwYBBAGCNxXQCBAoeCABVAHMAZQBYMIHaBggrBgEFBQCB
AQSBzTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVuUdEN1YkKkNBLENO
PUFJQSxDTJ1QdWJIsaWMIMiBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1lcyxDTj1D
b25maWdlcmFO0aWOuLERDPWQSLTEZNTFDMDOWNKESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRp
ZmljYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFGr25WQdkFhur7fmoOE+I2TDxXt6
MA4GA1UdDWEB/wQEAWIFoDBrBgNVHREEZDBi0oDcGCisGAQQBg)cUAgGOgKQwWnYWJ1
eUBkOS0xMzUxQzAOMDZBLmM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJIS5QEQSLTEZ
NTEDMDOwWNKEUT1RURVNULk1JQ1JPUO9GVC5DT00wgesGALUdHwWSB4zCB4DCB3aCB
2gCB14aBl1GxkYXA6Ly8vQ049RkJEfRW50U3ViQOEsQ0490S0xMzUxQzAOMDABLENO
PUNEUCxDTJ1QdWJIsaWM1MjBLZXk1MJBTZXJ2aWN1cyxDTJ1TZXJ2aWNlcyxDTj1D
b25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDOQWNKkESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdD9iYXN1P29iamVj
dENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MB8GALUdIwQYMBaAFJ+332GC0QUd
0ODHiPfaXeoF15VzIMCkGALUdJQQiMCAGCisGAQOBg ) cKAWQGCCsGAQUFBWMEBggr
BgEFBQcDAjJANBgkghkiGO9wOBAQUFAAOCAQEAWLNdycUwoaalU8itsOhThdSiImen
Izf4Gz4f0IcwKuclORaHbeKDBp5e91x1Z6My+4£fbGn2058vB05wRMEYa31HIngO/</BinarySecurityToken>
<RequestedSecurityToken>
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<BinarySecurityToken ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIG]jCCBXagAwIBAgIKGNNnVOWAAAAAAPTANBgkghkiGI9wOBAQUFADAZMRsWGQYD
VQOLExJNaWNyb3NvZnQgUEtJIFR1IYWOxXxFDASBgNVBAMMCOZCX0VudFN1YkNBMB4X
DTA5MDMwNTE4MjUONVoXDTEWMDMwNTE4MJUONVowgb4xEzARBgoJkiadk/IsZAEZ
FgNjb20xGTAXBgoJdkiaJdk/IsZAEZFgltaWNyb3NvZnQxFjAUBgoJkiadk/ISZAEZ
FgZudHR1c3QxHTAbBgoJkiaJk/IsZAEZFglk0S0xMzUxQzAOMDZBMQ4wDAYDVQQD
EwVVc2VyczENMASGAIUEAXMEYWJ1ieTE2MDQGCSqGSIb3DQEJARYNYWJI1ieUBEOSOx
MzUxQzAOMDZBLk5UVEVTVC5NSUNSTINPRIQUQOONMIIBI JANBgkghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEAO+T+UA4S91KRswmOpvNgkrImSoudpdabYW+c7pQ0K1dZ
/1ZyFtu6YuqQhgz0FRwyJIQSH11VkOW6CLAtqGeNSNMbOwi8B13f8LRh+4t fzKX2
ZwhVZmHJIh1XBR4yHgZhLmG33Q0Vk/S9dvt zRut JHK+G9bO0r6QbuibbioxNkGBIhG
xgNwNVJj64Yt2GLHLgClc3DmnPNF1L/VAEXXCWNPcLRtx5bLa56PaGwtiiXIZ13R8
eTXL+066yjKNzeK3Dajc/20T5s/h4Mba6RGMwxyOr FDNQ4HN7uFdB/aGs0Q1FN3g
k8g50C5vwfP80I9hoRjv1cORB61zXWcuarYZD1iCFwIDAQARO4IDFjCCAXIWRAYJ
KoZTIhvcNAQkPBDcwNTAOBggghkiGOwODAgGICAIAWDgYIKoZ IhveNAWQCAGCAMACG
BSsOAwWIHMAOGCCGSIb3DOMHMBCGCSsGAQOBg ) cUAGOKHggAVOBZAGUAC)CB2gY T
KwYBBQUHAQEEgcOwgcowgccGCCsGAQUFBzZAChoG6bGRhcDovLy9DTj1GQ19FbnRT
dWJDQSxDTJ1BSUESQ049UHVibG1ljITIwS2V5JTIwU2VydmljZXMsQ049U2Vydml j
ZXMsQ049029uZmlndXJhdGlvbixEQz1kOS0xMzUxQzAOMDZBLERDPW50dGVzdCxXE
Qz1taWNyb3NvZnQsREMIY29tP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFz
cz1jZXJ0aWZpY2F0awouQxXv0aG9yaXR5MBOGAL1UADgOWBBRgOUVkHZBYbg+35gDh
PiNkw8V7ejAOBgNVHQ8BAf8EBAMCBaAwawYDVRORBGOWYgA3BgorBgEEAYI3FAID
oCkMJ2F1Y¥YnlAZDktMTMIMUMWNDA2QS5udHR1c3QubWljcm9zb2Z0LmNvhbYENYWJ i
eUBEOS0xMzUxQzAOMDZBLk5SUVEVTVCS5NSUNSTINPR1IQuUQOOSNMIHrBgNVHR8EgeMw
geAwgd299dgqggdeGgdRs ZGFw0O18vLONOPUZCX0OVudFN1YKkNBLENOPTktMTM1MUMw
NDA3QSxDTj1DRFAsQ049UHVibGljIJTIwS2V5JITIwU2VydmljZXMsQ049U2Vydml
ZXMsQ049029uZmlndXJhdGlvbixEQz1k0S0xMzUxQzAOMDZBLERDPW50dGVzdCxE
0z1taWNyb3NvZnQsREMIY29tP2N1lcnRpzZmljYXR1UmV2b2NhdGlvbkxpc3Q/YmFz
ZT9vYmplY3RDbGFzcz1jUkxEaXNOcml idXRpb250b21udDAfBgNVHSMEGDAWGBS £
t42RgtEFHdAXx473213gBdeVcyDAPpBgNVHSUEI JAgBgorBgEEAYI3CgMERggrBgEF
BOcDBAYIKwYBBQUHAWIWDQYJK0oZIhveNAQEFBOADggEBAMCS53cnFMKGmiFPIrbDo
U4XUoiJdnpyM3+Bs+HziHMCrnJdEWh23igwaeXvZcdWe jMvuH2xp9gOfLwdOcETH2
Gt9RyJ4Dv/gtlvvaTsbDx10n0fKsHAmAQS6LummQuNBt tUOpHJIaWb7ggnDhA9g72
h6HFvX97hWfDkMovsxbTRWNOAeUx 9ovbMggDlorxeBLG2pkyy26k0XTywSdlc/gQ
f58E3pmc9b3e2QcPPQvanmyOkFW/LnUYtpceTi6kGVLScolgb/984alUeni/Q6G7M

SK4X0Dae637doX6KZx7pWS4cBUZNhlxkWagWmwzdOpAntalel 9oMIb+jWw0OV3Pzn xTk=</BinarySecurityToken>

</RequestedSecurityToken>

<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">61</RequestID>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>

4.1.2 Key Exchange Token Request

4.1.2.1 Client Exchange Token Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">
http://docs.oasis-open.org/ws-sx/ws—trust/200512/RST/KET</a:Action>

<a:MessageID>urn:uuid:c2884a79-b943-45c6-ac02-7256071de309</a:MessageID>
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<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3</TokenType>

<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET</RequestType>

<RequestKET />

<RequestID xsi:nil="true"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>

</s:Body>

</s:Envelope>

4.1.2.2 Server Key Exchange Token Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://docs.oasis-open.org/ws-sx/ws—-trust/200512/RSTR/KETFinal</a:Action>

<ActivityId CorrelationId="45f6782a-fb93-4a48-b0bb-a21496balf3c"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
17£6073c-c108-4268-9ced-713ed86894b6</ActivityId>

<a:RelatesTo>urn:uuid:c2884a79-b943-45c6-ac02-7256071de309</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<RequestSecurityTokenResponse>

<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<RequestedSecurityToken>

<KeyExchangeToken>

<BinarySecurityToken ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">MIIFojCCBIggAWIBAGIKGNNn1JQAAAAAAQDANBgkghkiGOwOBAQUFADAZMRsSWGQYD
VOOLExJINaWNyb3NvZnQgUEtJIFR1IYWOxFDASBgNVBAMMCOZCX0VudFN1YkNBMB4X
DTAS5MDMwNTE4M]jYyM1oXDTASMDMxMJE4MzYyM1owODEDbMBkGALIUECXMSTW1jcm9z
b2Z0IFBLSSBUZWFtMRkwEwYDVQQODDBBGQ1 SFbnRTAWIDQS1YY2hnMIIBIjANBgkg
hkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAWaBSajsw24Kk106+39WQT87+hxaHSizX
BXOgJC1lcZOLjgrSkdc4KnUHV+XXohDOGETCIS5vkXwIOThT6YWDgpno6GOPJ+h9S3
rmyzlEvXaXg4/eTnDygRVji5QgyXUWK5/BSJFDf160yG21LlueeS7Eux13Rnl2m2
TuvL40ExvhM08XVobhAQmYilYGkJIYImeT2UglmVJIOhxjAPi4SY56z2rHdsLFt1Pf
tpQIrHPJfwSa3ILMoaW5JODCY£71ixL4IyTadQJ4+vSTtcz0JyezjeOm7/mNS8k6aw
PO0bzJInGMZkig50g9TYNOZEfBYGEOCQRLLYPCITIoaVeonpOlZEkvCsCQIDAQABO4IC
sTCCAgOWHQYDVROOBBYEFDO96yx8TPm5SxHhJkxqrsGmokCeJMB8GALUdIwQYMBaA
FJ+33ZGCO0QUAODHiPfaXeoF15VzIMIHrBgNVHR8EgeMwgeAwgd2ggdgggdeGgdRs
ZGFwOi8vLONOPUZCX0OVUdFN1YkKkNBLENOPTktMTMIMUMWNDA3QSxDTj1DRFAsQ049
UHVibGljJTIwS2V5JTIwU2VydmljZXMsQ049U2VydmljZXMsQ049029uZmlndXJh
dGlvbixEQz1k0S0xMzUxQzAOMDZBLERDPW50dGVzdCxEQz1taWNyb3NvZnQsREM9
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Y29tP2N1lcnRpZmljYXR1UmMV2b2NhdGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1l]
UkxEaXNOcmlidXRpb250b21udDCB2gYIKwYBBQUHAQEEgcOwgcowgccGCCsGAQUE
BzAChoG6bGRhcDovLy9IDTJ1GQ19FbnRTAWIDQSxDTS 1BSUESQ049UHVibG1jITIw
S2V5JTIwU2VydmljZXMsQ049U2VydmljzxXMsQ049029uzZmlndXJhdGlvbixEQzlk
0S0xMzUxQzAOMDZBLERDPW50dGVzdCxEQz1taWNyb3NvZnQsREMIY29tP2NBQ2Vy
dG1lmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWouQXv0aG9yaXR5
MCMGCSsGAQQOBgj cUAGOWHhQAQWBBAEUAeARJAGGAYQBUAGCAZTA3BgkrBgEEAY I3
FQCEKJAOBiArBgEEAYI3FQiDpLIy7eQShOGZGYGtn3+D2dR4gUYBGGIBagIBADAU
BgNVHSUEDTALBgkrBgEEAYI3FQUwDgYDVROPAQH/BAQDAgUgMBWGCSSGAQOBgjcV
CgQPMAOWCWYJKWYBBAGCNXUFMAOGCSgGSIb3DQERBQUAAATIBAQDESVEY3wALiBjJ
PCWYC736HTLsu+90215XQviFvgswiayHQy6aRGvkoWEf6gQcm8IJFp2fM/K29%0ovl1o
KEdR1U/zC36TEL2jCxtJAWY/bWwASXEMIPh+TFBHIfocXFCS9FisFuudzdal357el
WXBUkYDgzQXJcl+naKjC+74dKft/T7URUOe/8TRXOLFLxJG+7tECNEtSES/0BMMo
yF+HNUMSj yoXMvZoHWB3J7/9ULMpI61c0BrLVIKghMmCuIDkIuv6e7WQj/6NEG7uR
shiWg/QbRwuEQk21s9D9dt ZwrN7XWgBbNAF6FnwZg7X9GqIDQ%erb6sZPYWg5Gbiz
XVTXYIKj</BinarySecurityToken>

</KeyExchangeToken>

</RequestedSecurityToken>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>

4.1.3 Retrieval of a previously pended certificate request with Query Token

Status

4.1.3.1 Client Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep</a:Action>
<a:MessageID>urn:uuid:ce330bb2-0ca2-473b-a29%9a-19e9264666ff</a:MessageID>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-

1.0#X509v3</TokenType>

<RequestType>http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus</

RequestType>
<RequestID

xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">65</RequestID>

</RequestSecurityToken>
</s:Body>
</s:Envelope>
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4.1.4 Message exchange with a server fault

4.1.4.1 Client Request

See section 4.1.1.1 for an example of a client request.

4.1.4.2 Server Fault Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">http://schemas.microsoft.com/net/2005/12/
windowscommunicationfoundation/dispatcher/fault</a:Action>

<a:RelatesTo>urn:uuid:ce330bb2-0ca2-473b-a29%9a-19e9264666ff</a:RelatesTo>

<ActivityId CorrelationId="4f0e4425-4883-41cl-b704-771135d418£84"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
eda7e63d-0c42-455d-9c4£f-47ab85803a50</ActivityId>

</s:Header>

<s:Body>

<s:Fault>

<s:Code>

<s:Value>s:Receiver</s:Value>

<s:Subcode>

<s:Value xmlns:a="http://schemas.microsoft.com/net/2005/12/windowscommunicationfoundation/
dispatcher">a:InternalServiceFault</s:Value>

</s:Subcode>

</s:Code>

<s:Reason>

<s:Text xml:lang="en-US">The server was unable to process the request
due to an internal error. For more information about the error, either turn
on IncludeExceptionDetailInFaults (either from ServiceBehaviorAttribute or
from the &lt;<serviceDebug>&gt; configuration behavior) on the server in order to
send the exception information back to the client, or turn on tracing as per

the Microsoft .NET Framework 3.0 SDK documentation and inspect the server
trace logs.</s:Text>

</s:Reason>

</s:Fault>

</s:Body>

</s:Envelope>

4.1.5 Certificate Renewal

4.1.5.1 Client Renewal Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/socap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">http://schemas.microsoft.com/windows/pki/2009/
0l/enrollment/RST/wstep</a:Action>

<a:MessageID>urn:uuid:b0a9%p388-2581-451d-8c03-270d4£fe2928</a:MessagelD>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>
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<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>
<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</RequestType>
<BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
ValueType="http://docs.ocasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"
xmlns="http://docs.oasis-open.org/wss/2004/01/
0oasis-200401-wss-wssecurity-secext-1.0.xsd">
MITIUIAYJKOZIhvcNAQcCoITIUETCCFAOCAQExCzAJBgUrDgMCGgUAMIILIOwYJK0OZI
hvcNAQCcBOIIL6ASCC+OwggvgMI IKyAIBADCBVIETMBEGCgmSJomT 8 1 xkARKWA2NY
PTEZMBcGCgmSJomT81xkARKWCW1pY3Jvc2 9ImdDEWMBQOGCgmSJomT 81 xkARKWBmMS50
dGVzdDEdMBsGCgmSJomT81ixkARKWDWQSLTE zNTFDMDQwNkExDjAMBgNVBAMTBVV z
ZXJzMQOwWCwYDVQODEWRhYmJISMTYWNAYJK0ZIThvcNAQkBFidhYmJISQEQSLTEZNTED
MDQWNkKkEuUT1RURVNULk1JQ1JPUOSGVC5DT00wggEiMAOGCSgGSIb3DQERAQUAAATR
DwAWGGEKAOGIBAQDGTWYEMB)jr1iF0S4zEY2J2G7yTThp8cXI50LdYS0bwXILZWI3
fmTD646r/0CeGKi00gMJO7JUeMgb0F70fqmJIH7GaXe61+QGPY7DaTYYCtn94wPZQ
QGK6Mrnr1iPQyUU/1T0VQxukjzZnzT11y9E/XfPLogqTm6p3F6GksLe0kTOMIq0xgX
V181Hh5mzR7ddrz4YUjyQf200n1gNe233vHmiJbLTRIWFn4a+onBSFAUINTyJXqu
NdDgza8eyNWeleJlJzxWbGtGjPhXrjL8wgpgxOCS1VgOvdDEDU3mCoCaOLw4 i5pU
RRnj6RN8VemOIVQShb/XR7s13Xfi5waukKNC6rAgMBAAGgggjaMBoGC1sGAQQBgjcN
AgMxDBYKNi4xLjcwNTMuMjBkBgkrBgEEAYI3FROxVzZBVAGEFDC85LTEZNTFDMDOwW
NUEuZDktMTMIMUMwWNDA2QS5udHR1c3QubWljcm9zb2Z0LmNvbQwSRDktMTM1 MUMW
NDA2QVxhYmJ5DAtDZXNUZXNOLmV4ZTBOBgorBgEEAYI3DQICMWYWZAIBARSCAEQOA
aQBjAHIAbwBzZAG8AZgBOACAARQBUAGGAYQOBUAGMAZQOBkKACAAQWBYAHKACABOAGSA
7wByAGEACABOAGKAYWAGAFAACGBVAHYAaQBKAGUACGAGAHYAMQAUADADAQAWGGES
BgkghkiG9w0BCQ4xggEgqMIIBJIJBEBgkghkiGO9wOBCQ8ENZAIMA4GCCagGSIb3DOMC
AgIAgDAOBggghkiGI9wODBAICATIAWBWYFKwADAgcwCgYIKoZIhveNAwcwawYDVROR
BGOWYgA3BgorBgEEAYI3FAIDOCkKkMJI2FiYnl1AZDktMTMIMUMWNDA2QS5udHR1c30Qu
PWljcm9zb2Z0LmNvbYENYWJ1ieUBEOSO0xMzUxQzAOMDZBLk5UVEVTVCS5NSUNST1INP
R1QuUQO9NMBcGCSsGAQQOBg]j cUAGQKHggAVQBZAGUAC)APBgNVHSUEI jJAgBgorBgEE
AYI3CgMEBggrBgEFBQCDBAY IKwYBBQUHAWIwDgYDVROPAQH/BAQDAGWGMBOGA1Ud
DgQWBBT2hT3VPgSMOvE7763YZREhPYEZO0zCCBOEGCSsGAQQBg]cNATGCRpIwggaO
MITIFdgADAGECAgOY2d8GAAAAAAA+MAOGCSgGSIb3DOEBBQUAMDMxGZAZBgNVBAST
Ek1lpY3Jvc29mdCBOS0kgVGVhbTEUMBIGAIUEAWWLRkJfRW50U3ViQOEwWHhcNMDkw
MzA1MTgyNjE3WhcNMTAWMzAIMTgyNJE3WjCBviETMBEGCgMSJomT81xkARKWA2NY
bTEZMBcGCgmSJomT8ixkARKWCW1lpY3Jvc2 9mdDEWMBOGCgmSJomT 81ixkARKWBmMS0
dGVzdDEdMBsGCgmSJomT 81ixkARKWDWQSLTEzZNTFDMDOwWNkExDjAMBgNVBAMTRBVV z
ZXJzMQOWCWYDVQODEWRhYmJISMTYWNAYJK0ZIhvcNAQkBFidhYmISQEQSLTEZNTED
MDQOwWNKEUT1RURVNULk1JQ1JPUO9GVC5DTO00wggEiMAOGCSgGSIb3DQEBAQUAA4IR
DwAWgGEKAOIBAQCUIUF1eKRIXgCHIO0u0lmiL+GqluG85wgfsz2th+w0jM+BA+1KL
e57dbCc+FgzpZqJruPgGDSAfMP406Kk8roM/4kPEVSJYIBidnC3hRx2txSR7HrcS
Lo8/xhnxWY7m8WjpCEfro2mBV/JbOnTTS5KEfU0Z+YSSCGZEVahJgN2Wj11z3VBZ8YC
J3BEUWY1UDYp33zDnPAMULKDPUPJ1MXUm1X+pUL4vycfnmlon4iGwOkHHCgfM77L
NPYJFkDZSgeTFrD2gSPDfUeOurwoS8whyFvPe2 LEFTS5BRcAOF4dIaRK5DYSCP8yvl
xQ+62z/ygD+t ZIWpROTC7gFi1xeHPrU3TpBgq5AgMBAAG]ggMWMIIDEjBEBgkghkiG
9wOBCQ8ENZzAIMA4GCCagGSIb3DOMCAGIAGDAOBggghkiGOwODBAICAIAWBWYFKw4D
AgcwCgYIKoZIhveNAwcwEwYJKwYBBAGCNxQCBAOeCABVAHMAZQOBYMIHaBggrBgEF
BQcBAQSBzTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwO18vLONOPUZCX0OVUdFN1YkNB
LENOPUFJQSxDTJ10dWJIsaWMIMIBLZXk1MJBTZXJ2aWN1lcyxDTJ1TZXJ2aWNlcyxD
T31Db25maWdlcmF0aWIuLERDPWQSLTEZNTEFDMDOWNKESREMI9bnROZXNOLERDPW1p
Y3Jvc29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P291iamVjdENsSYXNzPWN1
cnRpZmljYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFA1BMz PGORKGPoPN1ZHy7InY
I1G+MA4GA1UdDWEB/wQEAWIFOoDBrBgNVHREEZDB10DcGCisGAQOBg] cUAGOgKQwWN
YWJieUBkOSO0xMzUxQzAOMDZBLmM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJI50QEQS
LTEzNTEFDMDQWNKEuT1RURVNULk1JQ1JPUOSGVC5DT00wgesGA1UdHWSB4zCB4DCB
3aCB2gCB14aBlGxkYXA6Ly8vQ049RkJFRW50U3ViQ0EsQ0490S0xMzUxQzAOMDAB
LENOPUNEUCxDTJ1QdWJsaWM1MjBLZXk1MIBTZXJ2aWNlcyxDTJ1TZXJ2aWN1cyxD
T351Db25maWdlcmF0aWIuLERDPWQSLTEZNTEFDMDOWNKESREMO9bnROZXNOLERDPW1p
Y3Jvc29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTG1lzdD9iYXN1P291
amVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaWS0MB8GA1UAIwQYMBaAFJ+3jZGC
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0QUAODHiPfaXeoF15VzIMCkGAL1UdJQQiMCAGCisGAQQOBg ] cKAWQGCCsGAQUFBWME
BggrBgEFBQcDAjANBgkghkiGIwOBAQUFAAOCAQEAge5SW3XJI3766gGE8Y+r2YulGm
Q0cskpa7tgeZXwZW51lskiv6i0S1INPo67HNpO8+UFlyRpdghF+ZwtpnhCdTPieAVn
0Hmd1LvO+LxTGAl60VCixa3gqRG1x2NUQLH7VzH34ugf/YEaJDpJ/9818TJIhQQ7iP
Ti3j1u9e52rYmNLb450egdmVIhbKIIftpcQgbwZY7HP3tz1z£50dXhhzg3CGkOJT
WgSQPQQrKnUkvxCIvFIIOVrvNM3I1uGDjIu9Ejj1gE1ZSgA4Lixjko2M/hzhiWpe]
KnVAEV9eb+ppWh25jbIevk6WrYMgnwPgS9gRBB150g01ahPi6V]j5EOFx0e 99KTAN
BgkghkiGOwOBAQUFAAOCAQEALSIMIFAULABi2e/8KvIXY6r8CLESXVVUsNNv16rd
wPdkWeuGNteclvyufhxr3jNAEVwaechKQcIGKNz5cyd6fBEALDPP+fiTI4YwblbPU
gJVozQpJV532+dSux5TiJQYYeX1grQfG3ioz7m7WSOvoF1lmBomGp fUmMHZMMdsVS]
xFvJ7DShQe0JOmRKc5G1Xp705/W5X1i6bndTORTIGd6vtsbvAtalDJ/jais6urlv8
yaedfAJIE62BbbEWOVIOabwgdhCL1UX11Pv3eZy5SsyZdDBwkbJIsVEEhrOyivg6g
OErEOfcDm/WBgOwHi fUgJwIUF9DtE7vykt7n043VZYQLTaCCBpIwggaOMIIFdgAD
AgECAgOY2d8GAAAAAAA+MAOGCSGSIb3DQEBBQUAMDMxGzAZBgNVBASTEkKk1pY3Jv
c29mdCBQS0kgVGVhbTEUMBIGALUEAWWLRkJfRW50U3ViQOEwWHhcNMDkwMzA1MTqgy
NJE3WhcNMTAWMzAIMTgyNSE3WjCBvjETMBEGCgmMS JomT 81 xkARKWA2NVbTEZMBCG
CogmSJomT8ixkARKWCW1pY3Jvc29mdDEWMBOGComSJomT 81 xkARKWBmM50dGVzdDEd
MBsGCgmSJomT 81ixkARKWDWQSLTEzZNTFDMDQOWNKExDJAMBgNVBAMTRBVVZZXJzMQOwW
CwYDVQQODEWRhYmJI5MTYWNAYJKoZIThvcNAQkBFidhYmJI5QEQSLTEZNTFDMDQwWNKEU
T1RURVNULk1JQ1JPUO9GVC5DT00wggEiMAOGCSQGSIb3DOEBAQUAAAL IBDWAWGGEK
AOIBAQCUIUF1eKRjXgCHJ0uOlmiL+GgluG85wgfsz2th+w0jM+BA+1KLe57dbCc+
FqzpZgJruPgGDSAfMP406Kk8roM/4kPEVSJYIBidnC3hRx2txSR7HrcSLo8/xhnx
WY7m8WjpCEfro2mBV/JIJbOnTT5KfU0Z+YSSCGzEVahJgN2Wj1l1z3VBZ8YCI3BEUWY 1
UDYp33zDnPAMULKDPUPJIMXUmlX+pUL4vycfnmlon4iGwOkHHCgEfM7 7LNPYJFkDZ
SgeTFrD2gSPDfUeOurwoS8whyFvPe2LFT5BRCAOF4dIaRK5DYSCP8yv1xQ+62z/yqg
D+tZ9WpROTC7gFilxeHPrU3TpBg5AgMBAAG])ggMWMI IDEJBEBgkghkiGO9wORBCQS8E
NzAIMA4GCCgGSIb3DOMCAGIAGDAOBggaghkiGOwODBAICAIAWBWYFKw4DAgcwCgY T
KoZIhvcNAwcwFwYJKwYBBAGCNxQCBA0oeCABVAHMAZQBYMIHaBggrBgEFBQCBAQSB
zTCByJjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVudEN1YkKkNBLENOPUEFJ
0SxDTj10dWJIsaWMIMBLZXk1IMIBTZXJ2aWN1lcyxDTj1TZXJ2aWN1cyxDTj1Db25m
aWdlcmF0aWOuLERDPWQSLTEzZNTFDMDOWNKESREMObnNROZXNOLERDPW1pY3Jve29m
dCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91iYXN1P29iamVjdENsSYXNzPWNlcnRpZml j) cKAWQGCCsGAQUFBWMEBggrBgEF
BQcDAjANBgkghkiGIOwOBAQUFAAOCAQEAge5W3XJ37669gGE8Y+r2YulGmQO0cskpa’
tgeZXwZW51skiv6i0S1INPo67HNpO8+UF1lyRpdghF+ZwtpnhCdTPieAVNOHMd1LvO
+LxTGA160VCixa3gRG1x2NUQLH7VzH34ugf/YEadDpJ/9818TJhQQ7iPTi3j1lu9%e
52rYmNLb450egdmVIhbKJIIftpcQgbwZY7HP3tzizf50dXhhzg3CGkOJIIWgSQPQQOr
KnUkvxCjvFIIOVrvNM3I1uGDjIu9EjjlgE1ZSqA4Lixjko2M/hzhiWpejKnVAEV9e
b+ppWh25jbIevk6WrYMgnwPgS9gRBB150g01ahPi6Vyj5EOFx0e 99KTGCAWgwggFk
AgEBMEEWMzEbMBkGALIUECxMSTW1jcm9zb2Z0IFBLSSBUZWFtMROWEgYDVQQDDALG
Q019FbnRTAWIDQQIKGNnfBgAAAAAAPFAIBgUrDgMCGgUAMAOGCSgGSIb3DOEBAQUA
BIIBAFO6/80HTk6v4AfX5rYijOEpz43tvLOQk/0SfXegd4N1m47SAzgDzNSZ3Q1jLJ
vZoBnz4E2vclITZsLYpMNOo4rxflZwc+2X7MtoYbnbmV11ZnTnQINDfbmIiXyi+L
zkjw+Z20TZUxgNYIXhevKru3P3nDhFENhhSm/gqC5Wovg7igCsDh9XJ/G6ZkQ8SEbL
vkBU21RjpOyKYaEUXz/Y0yViIxpYCPFrByDU50ngXhwOhBcbAc5RIMhI8O7xE04W
YQ13sBxWIlsFuxMsmzwQlTJrFauvjoPt96Hf10G96p9w8D1lzKxt1lhgqCI+XgIIqur
30aWtKmxTQTxG8uBCrczYAgfWGk=</BinarySecurityToken>

<RequestID xsi:nil="true"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>

</s:Body>

</s:Envelope>
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4.1.5.2 Server Request Security Token Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep</a:Action>

<ActivityId CorrelationId="bl7bfb40-747b-477a-a83c-175624e401laa"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
0a9f1849-8211-489c-a2b7-6a07edle6832</ActivityId>

<a:RelatesTo>urn:uuid:b0a9b388-2581-451d-8c03-270d4£fe2928</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<RequestSecurityTokenResponse>

<TokenType>
http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<DispositionMessage xml:lang="en-US"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/
enrollment">Issued</DispositionMessage>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIR1IAYJK0OZIhvcNAQcCoIIRhTCCEYECAQMxCzAJBgUrDgMCGgUAMHOGCCsGAQUF
BwwDOHEEbzBtMGcwIQIBAQYIKwYBBQUHBWEXEjAQAGEAMAMCAQEMBk1zc3V1ZDBC
AgECBgorBgEEAYI3CgoBMTEWLwIBADADAGEBMSUwIwYJKwYBBAGCNXURMRYEFIog
XmwOBOUM1DF7AGxjuxgurDsiMAAWAKCCDOEwWggNbMIICQ6ADAGECAhAeqgF9153Dz
n000G27H8wW6RMAOGCSgGSIb3DQEBBQUAMDOxXGZzAZBgNVBASTEk1pY3Jve2 9mdCBO
S0kgVGVhbTEVMBMGA1UEAWWMRkJfRW50UmM9vdENBMB4XDTASMDMwMzAzZM ) QxM1oX
DTEOMDMwMzAzMzQOxMFowNDEbMBkGAIUECxMSTW1jcm9zb2Z0IFBLSSBUZWF tMRUW
EwYDVQQDDAXGQ1 9FbnRSb290Q0EwggEiMAOGCSGGS Ib3DQEBAQUAAAL IBDWAWGYEK
AoIBAQCINE1540d1KuJPZ8BoaqVIsuE4BX9dXTsk0BmBVb1P1YzI1RWMONE1Zr40
TdggZ/Nv69kwCOzi0DOE0S58fHYz3FAh6rw4o+ABpxINFJ1Jj69DIHTIIQWSWATOe
nQxviW59vzotQfMz00T//1NCilX3aBMj6VjArx51fYLCgBr2Qgw9BmEkaivntwovd
1gvJTPNoyG79c2V2Mux+4M9dzIR1 7xw8Mx4LhJrXXKQPZ1YgwVeWdAXelS5aeo0XG
LI2GIx15LtsUQzY¥xcelSVotVcfR4ANM31Xkis5x679DtxMoB2gYqjUhkB1hTLIQwWK
8V5v53jisuy7tXP5qIEpOq7B6NCZAgMBAAG]aTBNnMBMGCSsGAQQOBgj cUAgQGHgQA
QwWBBMA4GA1UdADWEB/wQEAWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UdADgQWRBBS 9
oNbJuWz 92vLuQSIJ1lDzamg3dVTAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGIw0OB
AQUFAAOCAQEAVIr8MMHZHcnUUYKGEFNBESgNPKIHI 90DEee3jnChgO9wmKbEZV4701
+ejdiDjiCI9FQIHHbuWxhKPjOnAtgXN48EIXLPzS/ezx/LwsEv5L1roioRBym8NbA
1dLJINFgskrCOFAhefg9Jc4c91Q3uyGUijMb4Hoa9%2cgNIeMeRzV+L1oHOWVZpg9o
i800CIFX/woETKBryiLnXPLybdQuOE7brTkyYmXJsGuFPgLzj6DVFOdbl ZMmEJINy
60pr98dFJY¥YwcwnhjdVxOFtRTsXnU8epeAYOEHWICuUO1bWpcRPF6C6sJYOwmRaP7] cUAGOMHGOAUWB1
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AGIAQWBBMA4GA1UdDWEB/wWQEAWIBhJAPBgNVHRMBAf8EBTADAQH/MB8GAL1UAIWQY
MBaAFL2glsmbbP3a8u5BIgmUPNgaDd1VMIHsBgNVHR8EgeQwgeEwgdoeggduggdiG
gdVsZGFw0Oi8vLONOPUZCXOVudFJvb3RDQSxDTjO5LTEzZNTFDMDOWNkKkEsQO049Q0RQ
LENOPVB1YmxpYyUyMEt1eSUyMFN1cnZpY2VzLENOPVNLcnZpY2VzLENOPUNvbmZp
Z3VyYXRpb24sREMOZDktMTM1IMUMWNDA2QSxEQz1udHR1c3QsREMObW1jcm9zb220
LERDPWNVDLT 93 ZXJ0aWzZpY2F02VJI1dm97 YXRpb25MaxXN0OP2Jhc2U/b2JqZWN0Q2xh
c3M9Y1JIMRG1zdHIpYnV0aWouUGI9pbnQwgdsGCCsGAQUFBWEBBIHOMIHLMIHIBggr
BgEFBQcwA0aBu2xkYXA6Ly8vQ049RkJEfRW50UMOVAENBLENOPUFJQSxDTj1Q0dWIs
aWMIMIBLZXk1IMIBTZXJ2aWN1lcyxDTj1TZXJ2aWN1cyxDTj1Db25maWdlcmF0aWw9ou
LERDPWQ5LTEzNTFDMDQWNKESREM9bnROZXNOLERDPW1pY3Jvc29mdCxEQz13b20/
YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRpZmljYXRpb25BdXRo
b3JpdHkwDQYJK0Z IThveNAQEFBQADGGEBACUFJI£5b34y2bob4+rmjcIJ2F4MRRG8C3
v91ltkpaib8neRyC2tNUOC+hav5QZ2DjW8KWns+rRb1UW/5iRa/7uKhnHYyS14YvO0
I/LddT1v5Pf5uv5CK0YbmQiGx37aLLHjDngerh346N+z75kJZ2J18eEVnUPZUQ/ZB
btgb7GAKcIRViJJI+9rspGRJIOIFJFIAUI7jThssGlzobaljyw4 IvMX0+VpGpr8zxM
ZfKOP4kr30u+TSVK1IHOCBSFy4SgkcSdxVEFkoyCEm7Pr4osxVHcFkC9JgiihYldil
xgt4U54nFAQUrTobHIB+JYJHLQYafPGCYfBO9bR4M1/1jhV05F1V612zIwggaOMIIF
dgADAGECAgoY2eyOAAAAAAA/MAOGCSqGSIb3DQEBBQUAMDMXGZAZBgNVBASTEKLD
Y3Jvc29mdCBQS0kgVGVhbTEUMBIGAlIUEAWWLRkIJfRW50U3ViQOEwWHhcNMDkwMzAl
MTgyNjIxWhcNMTAWMZzA1MTgyN] IxWjCBviETMBEGCgmMS JomT 81 xkARKWA2NVLTEZ
MBcGCgmSJomT 81ixkARKWCW1pY3Jvc2 9mdDEWMBOGComSJomT 81ixkARKWBmM50dGVz
dDEdMBsGCgmSJomT 81 xkARKWDWQS5LTEZNTFDMDOWNKExDjAMBgNVBAMTBVV ZZXJz
MQOWCwWYDVQQODEWRhYmJISMTYWNAYJKoZ IThveNAQkBFidhYmJI5QEQSLTE zZNTFDMDQw
NkEuT1RURVNULk1JQ1JPUO9GVCS5DTO0wggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAW
ggEKAOTBAQDGTWYEMBI jr1iF0S4zEY2J2G7yTThp8cXI50LAYS0bwXILZWI3 fmTD
646r/0CeGKi0ogMJO7JUeMgb0F70fgqmIH7GaXe6i+QGPY7DaTYYCtn94wPZQQGK6
MrnrljPQyUU/1I0VQxukjZnzTl1ly9E/XfPLogqTm6p3F6GksLe0kTOMIgOxgXV18l
Hh5mzR7ddrZz4YUjyQf200n1gNe233vHmiJbLTR1IWFn4a+onBSFAUiINTyJXquNdDg
za8eyNWeleJlJzxWbGtG)PhXrjL8wapgxOCS1VgOvdDEDU3mCoCaOLw4i5pURRN]J
6RN8VemOIVQSb/XR7si3Xfi5waukNC6rAgMBAAGIggMWMIIDE JBEBgkghkiG9w0B
CQ8ENZzAIMA4GCCUGSIb3DOMCAGIAGDAOBggghkiGOwODBAICAIAWBWY FKw4DAgCwW
CgYIKoZIhvcNAwcCwEwYJKwYBBAGCNxXQCBAoeCABVAHMAZQBYMIHaBggrBgEFBQCB
AQSBzTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVudEN1YkKkNBLENO
PUFJQSxDT31QdWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDT1D
b25maWdlcmFO0aWOuLERDPWQSLTEZNTFDMDOQWNKESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRp
ZmljYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFPaFPAU+BIw69/vvrdhlF+E9gRnT
MA4GA1UJDWEB/wQEAWIFoDBrBgNVHREEZDBioDcGCisGAQQOBg]cUAgGOgKQWnYWJ 1
eUBkOS0xMzUxQzAOMDZBLmM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJI5QEQSLTEZ
NTEDMDOwWNKEUT1RURVNULk1JQ1JPUO9GVC5DT00wgesGALUdHwSB4zCB4DCB3aCB
2gCB14aBl1GxkYXA6Ly8vQ049RkJEfRW50U3ViQOEsQ0490S0xMzUxQzAOMDABLENO
PUNEUCxDT1QdWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDT31D
b25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDQWNKkESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdD91iYXN1P29iamVj
dENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MB8GALUdIwQYMBaAFJ+332GC0QUd
ODHiPfaXeoF15VzIMCkGAL1UAJQQiMCAGC1isGAQQBg ) cKAWQGCCsGAQUFBWMERBggr
BgEFBQcDAJANBgkghkiGIwOBAQUFAAOCAQEAOCZEiIMPDULBVaA9GIOi/Y4S4ENIx6C
MpbZ6krcUPEL2bRy1J7XJIxxmg5VD6FdS90jdTHkLNng4USTtW6B1cjC55J1aUsQM]
Etyr8/b08Xvbg4pRE6MDLHIOShxQSCxNOubX4hjKyG9gudbTau9zLVVziHO7YXzYE
AJ95N1iQKwG+bIks /uLnFOHIOGgINE2g6CEDPduP3X4N3X6WjDuzL8aj42GipNIPW
9emOn2fwhQzO5VT4KIM6y+PJc93B8k3wayStolsGKHChb80Trj6jFLUR7TRENSLUN
TMnnUA1B/xsEP/T4iaFSYaPmpLikarJEwqJAvkQ/g7pmGrYNJ2I0Xww/4jGCAakw
ggGlAgEBMEIWNDEDMBkGAIUECXMSTW1jcm9zb2Z0IFBLSSBUZWFtMRUWEWYDVQQD
DAXGQ19FbnRSb290Q0ECCMEMENWAAAAAAATIWCQYFKw4DAhoFAKA+MBCGCSgGSIb3
DQEJAZzEKBggrBgEFBQcMAZA BgkghkiGIw0OBCQOxFgQUoOWV5P4v001TW1 71 ZHHO
acJ3I2QwDQYJKoZ IhvcNAQERBBQAEgGgEANOUXGUWC1ZM9zOIFJt50AkKkL82/DHk43t
PE1lklvP4s3s/7EtKn04gbfVvVv4//HYWpcXz24dJ/SWZSTAPWIKEfKIY6Y67nL/dsn
swYSeBWxhzp6ZIYk8klepCR+ebR8Nr1G9ZTow7yE0e9ONZW/ORII1fwvPE8EMIBO/
6kXZaY/Ppz30N1jXfVmuAipYHNn033A8PgR21i2/fjO+z2MC5grmkFOHxd4Sg901inQ
deT0818ksQ+a0/LsbEShmK/gWmHNnQ4528bWxkpvt 7TEtxpYGwQiZt61U20Qt /UYL
hZBPEYQC1KpgCTMmVuzk6NdEim2z 7RXUMIFBm)DTAh6MIFALMMKQDw==</BinarySecurityToken>

<RequestedSecurityToken>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
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EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIG]jCCBXagAwIBAgGIKGNnsjgAAAAAAPZANBgkghkiGOwOBAQUFADAZMRSWGQYD
VQOLExJNaWNyb3NvZnQgUEtJIFR1IYWOxXxFDASBgNVBAMMCOZCX0VudFN1YkNBMB4X
DTASMDMwNTE4MJ Y yMVoXDTEWMDMwNTE4Mj Y yMVowgb4xEzARBgoJkiaJk/IsZAEZ
FgNjb20xGTAXBgoJdkiaJdk/IsZAEZFgltaWNyb3NvZnQxFjAUBgoJkiadk/ISZAEZ
FgZudHR1c3QxHTAbBgoJkiaJk/IsZAEZFglkOS0xMzUxQzAOMDZBMQ4wDAYDVQQD
EwVVc2VyczENMASGAIUEAXMEYWJ1ieTE2MDQGCSqGSIb3DQEJARYNYWJI1ieUBEOSOx
MzUxQzAOMDZBLk5UVEVTVCS5NSUNSTINPRIQuUQOIONMIIBI JANBgkghkiGIO9wOBAQEF
AAOCAQ8AMIIBCgKCAQEAxUlshJgY469YhdEUMXGNiWRU8k04afHFyOTi3WELG8Fy
S2Vid35kw+u0q/6AnhiotKIDCTuyVH)IGIBe9H6piR+xml3uovkBj20w2k2GArz/
eMD2UEBiujK569Yz0M1FP9SD1UMbpI2Z2809dcvRP13zy6Kk5ugqdxehpLC3tJESDC
KtMallZfJR4eZs0e3Xa2eGFIBkHIjtJI%aiXtt97x501Wy00dVhZ+GvqIwUhQFIjU
81V6rjXQ4M2vHsIVnpXiZSc8VmxrRoz4V64y/MKgasTgkpVYDr30xAINS5ggAmii8
0OIuaVEUZ4+kTfFXpjiFUEmM/10e7It134ucGrijQugwIDAQABO4IDFjJCCAXIWRAYJ
KoZTIhvcNAQkPBDcwNTAOBggghkiGOwODAgGICAIAWDgYIKoZ IhveNAWQCAGCAMACG
BSsOAwWIHMAOGCCGSIb3DOMHMBCGCSsGAQOBg ) cUAGOKHggAVOBZAGUAC]CB2gY T
KwYBBQUHAQEEgcOwgcowgccGCCsGAQUFBzAChoG6bGRhcDovLy9DTj1GQ19FbnRT
dWJIDQSxDTH1BSUEsQ04 9UHVibGljITIwS2V5JITIwU2VydmljZXMsQ04 9U2Vydmlj
ZXMsQ049029uZmlndXJhdGlvbixEQz1kOS0xMzUxQzAOMDZBLERDPW50dGVzdCxXE
0z1taWNyb3NvZnQsREMIY29tP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFz
cz13ZXJ0aWZpY2F0awouQxXv0aG9yaXR5MBOGALUADgOWBBT2hT3VPgSMOvET7763Y
ZRfhPYEZO0zAOBgNVHQ8BAf8EBAMCBaAwawYDVRORBGOWYQA3BgorBgEEAYI3FAID
OCkMJ2F1Ynl1AZDktMTMIMUMWNDA2QS5udHR1c3QubWljcm9zb2Z0LmNvbYENYWJ i
eUBEOS0xMzUxQzAOMDZBLk5SUVEVTVCS5NSUNSTINPR1IQuUQOOSNMIHrBgNVHR8EgeMw
geAwgd29gdqggdeGgdRs ZGFwO18vLONOPUZCX0VUdFN1YkKkNBLENOPTktMTM1MUMw
NDA3QSxDTj1DRFAsQ049UHVibGljIJTIwS2V5JITIwU2VydmljZXMsQ049U2Vydml
ZXMsQ049029uZmlndXJhdGlvbixEQz1k0S0xMzUxQzAOMDZBLERDPW50dGVzdCxE
0z1taWNyb3NvZnQsREMIY29tP2N1lcnRpZmljYXR1UmV2b2NhdGlvbkxpc3Q/YmFz
ZT9vY¥mplY3RDbGFzczljUkxEaXNOcmlidXRpb250b21udDAEBgNVHSMEGDAWGBS £
t42RgtEFHdAXx473213gBdeVcyDAPpBgNVHSUEI JAgBgorBgEEAYI3CgMERggrBgEF
BQCDBAYIKwYBBQUHAWIWDQYJK0OZIhvcNAQEFBQADggEBAKGRI JDwlCwVWvRiDov2
OEuBDfcegjKW2epK3FDxCImOcpSelyccZquVQ+hXUvTo3Ux5C540F0U7VugdXIwu
eSYm1LEDIxLcq/P29PF7240KUejAyxyDuYcUEgsTTrml+IYyshvYLiW02rvcylVe
4hzu2F82BACfeTYkCsBvmyJLP71i5xdB4zhgvTRNqughA6Xbj91+Dd1l+low7mS/Go
+NhogTfT1vXpip9n8IUMzuVU+CiDOsv]yXPdwfIN8GskradbBihwoW/NE64+0xS1
Ee0bTeS7jezJ51AJQf8bBD/ 0+ ImhUmG] 5qS4pGqyRMKiQLSEP406Z2hg2DSdiNF8M
P+I=</BinarySecurityToken>

</RequestedSecurityToken>

<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">63</RequestID>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>
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5 Security
5.1 Security Considerations for Implementers

5.2 Index of Security Parameters

None.
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6 Appendix A: Full WSDL
The WSTEP protocol is a profile extension of WS-Trust1.3. As such, it does not have a WSDL.

WS-Trust 1.3 WSDL: The full WSDL for WS-Trust can be found at: http://docs.oasis-open.org/ws-
sx/ws-trust/200512/ws-trust-1.3.wsdl.

WSTEP XML Schema: For the convenience of implementation, the XML schema is provided here.

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:wstep="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"
targetNamespace="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"
elementFormDefault="qualified">

<xs:import namespace="http://www.w3.0rg/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/xml.xsd" />

<xs:element name="DispositionMessage" type="wstep:DispositionMessageType" nillable="true"
/>
<xs:complexType name="DispositionMessageType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang" use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:element name="CertificateEnrollmentWSDetail" nillable="true"
type="wstep:CertificateEnrollmentWSDetailType" />
<xs:complexType name="CertificateEnrollmentWSDetailType">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="BinaryResponse" nillable="true"
type="xs:string" />
<xs:element minOccurs="0" maxOccurs="1" name="ErrorCode" nillable="true" type="xs:int"
/>
<xs:element minOccurs="0" maxOccurs="1" name="InvalidRequest" nillable="true"
type="xs:boolean" />
<xs:element minOccurs="0" maxOccurs="1" name="RequestID" type="xs:string"
nillable="true" />
</xs:sequence>
</xs:complexType>
<xs:element name="RequestID" type="xs:string" nillable="true" />
<xs:attribute name="PreferredLanguage" type="xml:language" use="optional"/>
</xs:schema>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows® 7 operating system
= Windows Server® 2008 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 3.1.1: The Windows Server 2008 R2 uses the Issuer datum to store the address of a
certificate authority that implements the Windows Client Certificate Enrollment Protocol.

<2> Section 3.1.4.1.3.3: Windows 7 and Windows Server 2008 R2 provide the
wsse:BinarySecurityToken element with an EncodingType value of base64Binary.

<3> Section 3.1.4.1.3.7: Windows Server 2008 R2 sets the value of ErrorCode to the value of the
HRESULT for the corresponding failure.

<4> Section 3.1.4.2.1: Windows Server 2008 R2 uses the installed language as the default when
the wstep:PrefferedLanguage attribute is not present or defined in a
<wst:RequestSecurityTokenType>. If the value of wstep:PrefferedLanguage is not a supported
language, Windows Server 2008 R2 also uses the installed language.
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8 Change Tracking

This section identifies changes that were made to the [MS-WSTEP] protocol document between the
May 2011 and June 2011 releases. Changes are classified as New, Major, Minor, Editorial, or No
change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

* The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

* Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.
» Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.

42 /45

[MS-WSTEP] — v20110610
WS-Trust X.509v3 Token Enrollment Extensions

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011



= Protocol syntax updated due to protocol revision.

= Protocol syntax removed due to protocol revision.

= New content added for template compliance.

= Content updated for template compliance.

»= Content removed for template compliance.

= Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.

Some important terms used in the change type descriptions are defined as follows:

= Protocol syntax refers to data elements (such as packets, structures, enumerations, and
methods) as well as interfaces.

= Protocol revision refers to changes made to a protocol that affect the bits that are sent over

the wire.

The changes made to this document are listed in the following table. For more information, please
contact protocol@microsoft.com.

[MS-WSTEP] — v20110610
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Copyright © 2011 Microsoft Corporation.
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