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1 Introduction

This document specifies the Security Assertion Markup Language (SAML) Proxy Request Signing
Protocol, which allows proxy servers to perform operations that require knowledge of configured
keys and other state information about federated sites known by the Security Token service server.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

certificate

SHA-1 hash

SOAP

SOAP action

SOAP body

SOAP header

SOAP header block

SOAP message

SOAP mustUnderstand attribute
Uniform Resource Locator (URL)
Web Services Description Language (WSDL)
XML

XML namespace

XML schema

The following terms are specific to this document:

Active Directory Federation Services (AD FS) Proxy Server: An AD FS 2.0 service that
processes SAML Federation Protocol messages. AD FS proxy servers are clients for the
Security Assertion Markup Language (SAML) Proxy Request Signing Protocol (SAMLPR).

Active Directory Federation Services (AD FS) Security Token Service (STS) Server: An
AD FS 2.0 service that holds configuration information about federated sites. AD FS STS
servers are servers for the Security Assertion Markup Language (SAML) Proxy Request Signing
Protocol (SAMLPR).

SAML: The OASIS Security Assertion Markup Language, as specified in [SAMLCore2] and
SamlBinding].

SAML Message: A SAML protocol message, as specified in [SAMLCore2] and [SamIBinding].

SAML Identity Provider (IdP): A provider of SAML assertions, as specified in [SAMLCore2
section 2.

SAML Service Provider (SP): A consumer of SAML assertions, as specified in [SAMLCore2
section 2.

SAML Redirect Binding: A method of transmitting SAML messages via HTTP redirects, as
specified in [SamIBinding] section 3.4.

SAML Post Binding: A method of transmitting SAML messages via HTTP POST actions, as
specified in [SamIBinding] section 3.5.
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SAML Artifact Binding: A method of transmitting SAML messages via references in HTTP
messages, as specified in [SamIBinding] section 3.6.

Security Token Service (STS): A Web service that can issue security tokens, as specified in

WS-Trust] section 2.4.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specification documents do not include a publishing year because links
are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI):
Generic Syntax", RFC 2396, August 1998, http://www.ietf.org/rfc/rfc2396.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

[SAMLBInding] Cantor, S., Hirsch, F., Kemp, J., et al., "Bindings for the OASIS Security Assertion
Markup Language (SAML) V2.0", March 2005, http://docs.oasis-open.org/security/saml/v2.0/saml-
bindings-2.0-o0s.pdf

[SAMLCore2] Cantor, S., Kemp, 1., Philpott, R., and Maler, E., Eds., "Assertions and Protocol for the
OASIS Security Assertion Markup Language (SAML) V2.0", March 2005, http://docs.oasis-
open.org/security/saml/v2.0/saml-core-2.0-o0s.pdf

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP)
1.1", May 2000, http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-
soapl2-part1-20030624

[WSAddressing] Box, D., Christensen, E., Ferguson, D., et al., "Web Services Addressing (WS-
Addressing)", August 2004, http://www.w3.org/Submission/ws-addressing/

If you have any trouble finding [WSAddressing], please check here.

[WSTrust] IBM, Microsoft, Nortel, VeriSign, "WS-Trust V1.0", February 2005,
http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf
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[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[WSSC1.3] Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-SecureConversation 1.3", March 2007,
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-
0s.html

[WSSU1.0] OASIS Standard, "WS Security Utility 1.0", 2004, http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd

[XML10] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Third Edition)",
February 2004, http://www.w3.0rg/TR/REC-xml

[XMLNS] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August
2006,http://www.w3.0rg/TR/REC-xml-names/

[XMLSCHEMA1] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures"”, W3C Recommendation, May 2001,
http://www.w3.0rg/TR/2001/REC-xmlIschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

1.3 Overview

The Security Assertion Markup Language (SAML) Proxy Request Signing Protocol (SAMLPR) provides
the capability for AD FS proxy servers to have the AD FS STS server for an installation perform
operations that require knowledge of the configured keys and other state information about
federated sites known by the Security Token Service (STS) server. In particular, proxy servers
use the SAMLPR Protocol to have the STS server in an installation perform SAML (see [SAMLCore2
and [SamlIBinding]) signature operations upon messages to be sent. Multiple proxy servers may use
a single STS server.

The protocol is stateless, with the parameters of each message being fully self-contained.

1.4 Relationship to Other Protocols

The Security Assertion Markup Language (SAML) Proxy Request Signing Protocol (SAMLPR) uses
SOAP over TCP for local connections, as shown in the following layering diagram:

SAMLPSRE } This Protocol

=

= Industry Standards
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Figure 1: SAMLPR SOAP over TCP layer diagram

The Security Assertion Markup Language (SAML) Proxy Request Signing Protocol (SAMLPR) uses
SOAP over HTTPS for remote connections, as shown in the following layering diagram:

SAMLPSRP } This Protocol

=,

> Industry Standards

Figure 2: SAMLPR SOAP over HTTPS layer diagram

1.5 Prerequisites/Preconditions

The client is configured with the Uniform Resource Locator (URL) of the server's SOAP service in
order to call the service.

1.6 Applicability Statement

The SAMLPR Protocol is used by services that perform SAML signature operations for proxy servers
by STS servers in a manner that is compatible with AD FS 2.0.

1.7 Versioning and Capability Negotiation
This protocol uses the versioning mechanisms defined in the following specification:

= SOAP 1.2, as specified in [SOAP1.2-1/2003].

This protocol does not perform any capability negotiation.

1.8 Vendor-Extensible Fields

The schema for this protocol provides for extensibility points for additional elements to be added to
each SOAP message body. Elements within these extensibility points that are not understood are
ignored.

1.9 Standards Assignments

There are no standards assignments for this protocol beyond those defined in the following
specification:

= SOAP 1.2, as specified in [SOAP1.2-1/2003].
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2 Messages

2.1 Transport

The Security Assertion Markup Language (SAML) Proxy Request Signing Protocol uses SOAP, as
specified in [SOAP1.2-1/2003], over TCP locally or HTTPS remotely, for communication.

2.2 Common Message Syntax

This section contains ho common definitions used by this protocol.

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefix | Namespace URI Reference

s http://www.w3.0rg/2003/05/soap-envelope [SOAP1.2-1/2003]

XS http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1
and
XMLSCHEMA2

a http://schemas.xmlsoap.org/ws/2004/08/addressing WSAddressing
section 1.2

msis http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol This document

([MS-SAMLPR])

samlp urn:oasis:names:tc:SAML:2.0:protocol SAMLCore2

saml urn:oasis:names:tc:SAML:2.0:assertion SAMLCore2

wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 WSTrust

WSSC http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512 WSSC1.3

wssu http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity- WSSU1.0
utility-1.0.xsd

2.2.2 Messages

Message Description

SignMessageRequest A message that requests that a SAML Message signature be applied to a
SAML Message, if the configuration for the requested principal specifies
that messages are to be signed.

SignMessageResponse A reply message to SignMessageRequest, containing the resulting SAML
Message, which is signed, if the configuration for the requested principal
specifies that messages are to be signed.

VerifyMessageRequest A message that requests verification that a SAML Message is from a
known party and signed according to the metadata directives for that
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Message Description

party.

VerifyMessageResponse A reply message to the VerifyMessageRequest message, containing a
Boolean result.

IssueRequest A message requesting issuance of a SAML token.

IssueResponse A reply message to the IssueRequest message containing a SAML
response message.

LogoutRequest A message requesting that a SAML logout be performed.

LogoutResponse A reply message to the LogoutRequest message containing updated
SessionState and LogoutState values.

CreateErrorMessageRequest A message that requests creation of a SAML error message, which will be
signed, if the configuration for the requested principal specifies that
messages are to be signed.

CreateErrorMessageResponse | A reply message to the CreateErrorMessageRequest message containing
the created SAML error message.

2.2.2.1 SignMessageRequest

The SignMessageRequest message requests that a SAML Message signature be applied to a SAML
Message, if the configuration for the requested principal specifies that messages are to be signed. It
is used by the following message:

Message type | Action URI

Request http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequest

body: The SOAP body MUST contain a single msis:SignMessageRequest element with the following
type:

<complexType name="SignMessageRequestType">
<complexContent>
<extension base="msis:RequestType">
<sequence>
<element name="ActivityId" type="string"/>
<element name="Message" type="msis:SamlMessageType"/>
<element name="Principal" type="msis:PrincipalType"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

ActivityId: An opaque string supplied by the caller to track the activity to which this message
pertains.

Message: A complex type representing a SAML Protocol message.
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Principal: A complex type representing a SAML Entityld for a SAML Identity Provider (IdP), a
SAML Service Provider (SP), or this STS server.

2.2.2.2 SignMessageResponse

A SignMessageResponse message is a reply message to SignMessageRequest, containing the
resulting SAML Message, which is signed, if the configuration for the requested principal specifies
that messages are to be signed. It is used by the following message:

Message
type Action URI

Response http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequestResponse

body: The SOAP body MUST contain a single msis:SignMessageResponse element with the following
type:

<complexType name="SignMessageResponseType'">
<complexContent>
<extension base="msis:ResponseType">
<sequence>
<element name="Message" type="msis:SamlMessageType"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"

/>
</sequence>
</extension>
</complexContent>
</complexType>

Message: A complex type representing a SAML Protocol message.

2.2.2.3 VerifyMessageRequest

The VerifyMessageRequest message requests verification that a SAML Message is from a known
party and signed according to the metadata directives for that party. It is used by the following
message:

Message type Action URI

Request http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequest

body: The SOAP body MUST contain a single msis:VerifyMessageRequest element with the following
type:

<complexType name="VerifyMessageRequestType" >
<complexContent>
<extension base="msis:RequestType">
<sequence>
<element name="ActivityId" type="string"/>
<element name="Message" type="msis:SamlMessageType"/>
<any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"

/>

</sequence>
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</extension>
</complexContent>
</complexType>

ActivityId: An opaque string supplied by the caller to track the activity to which this message
pertains.

Message: A complex type representing a SAML Protocol message.

2.2.2.4 VerifyMessageResponse

The VerifyMessageResponse message is a reply to VerifyMessageRequest, containing a Boolean
result. It is used by the following message:

Message
type Action URI

Response http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequestResponse

body: The SOAP body MUST contain a single msis:VerifyMessageResponse element with the
following type:

<complexType name="VerifyMessageResponseType" >
<complexContent>
<extension base="msis:ResponseType">
<sequence>
<element name="IsVerified" type="boolean"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

IsVerified: A Boolean result indicating whether a SAML Message is from a known party and signed
according to the metadata directives for that party.

2.2.2.5 IssueRequest

The IssueRequest message requests the issuance of a SAML token. It is used by the following
message:

Message type Action URI

Request http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequest

body: The SOAP body MUST contain a single msis:IssueRequest element with the following type:

<complexType name="IssueRequestType" >
<complexContent>
<extension base="msis:RequestType">
<sequence>
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<element name="ActivityId" type="string"/>
<element name="Message" type="msis:SamlMessageType"/>
<element name="OnBehalfOf" type="wst:0nBehalfOfType"/>
<element name="SessionState" type="string"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

ActivityId: An opaque string supplied by the caller to track the activity to which this message
pertains.

Message: A complex type representing a SAML Protocol message.

OnBehalfOf: A complex type representing the party to issue the token for.

SessionState: A structured string representing the information required to log out from this
session.

2.2.2.6 IssueResponse

The IssueResponse message is a reply to IssueRequest, containing a SAML response message. It is
used by the following message:

Message
type Action URI

Response http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequestResponse

body: The SOAP body MUST contain a single msis:IssueResponse element with the following type:

<complexType name="IssueResponseType'">
<complexContent>
<extension base="msis:ResponseType">
<sequence>
<element name="Message" minOccurs="0" type="msis:SamlMessageType"/>
<element name="SessionState" type="string"/>
<element name="AuthenticatingProvider" type="string"/>
<any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

Message: A complex type representing a SAML Protocol message.

SessionState: A structured string representing the information required to log out from this
session.

AuthenticatingProvider: The URI of a claims provider or a local STS identifier, depending upon
where the user authenticated.
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2.2.2.7 LogoutRequest

The LogoutRequest message requests that a SAML logout be performed. It is used by the following
message:

Message type Action URI

Request http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequest

body: The SOAP body MUST contain a single msis:LogoutRequest element with the following type:

<complexType name="LogoutRequestType" >
<complexContent>
<extension base="msis:RequestType">

<sequence>
<element name="ActivityId" type="string"/>
<element name="Message" minOccurs="0" type="msis:SamlMessageType"/>
<element name="SessionState" type="string"/>
<element name="LogoutState" type="string"/>
<any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"

/>
</sequence>
</extension>
</complexContent>
</complexType>

ActivityId: An opaque string supplied by the caller to track the activity that this message pertains
to.
Message: A complex type representing a SAML protocol message.

SessionState: A structured string representing the information required to log out from this
session.

LogoutState: A structured string representing additional information required to log out from this
session.

2.2.2.8 LogoutResponse

The LogoutResponse message is a reply to LogoutRequest, containing updated SessionState and
LogoutState values. It is used by the following message:

Message
type Action URI

Response http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequestResponse

body: The SOAP body MUST contain a single msis:LogoutResponse element with the following type:

<complexType name="LogoutResponseType">
<complexContent>
<extension base="msis:ResponseType">
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<sequence>
<element name="LogoutStatus" type="msis:LogoutStatusType"/>
<element name="Message" type="msis:SamlMessageType" minOccurs="0"/>
<element name="SessionState" type="string"/>
<element name="LogoutState" type="string"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"

/>
</sequence>
</extension>
</complexContent>
</complexType>

LogoutStatus: A complex type representing the status of the logout process.
Message: A complex type representing a SAML Protocol message.

SessionState: A structured string representing the information required to log out from this
session.

LogoutState: A structured string representing additional information required to log out from this
session.

2.2.2.9 CreateErrorMessageRequest

The CreateErrorMessageRequest message requests the creation of a SAML error message, which will
be signed, if the configuration for the requested principal specifies that messages are to be signed.
It is used by the following message:

Message type | Action URI

Request http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequest

body: The SOAP body MUST contain a single msis:CreateErrorMessageRequest element with the
following type:

<complexType name="CreateErrorMessageRequestType">
<complexContent>
<extension base="msis:RequestType">
<sequence>
<element name="ActivityId" type="string"/>
<element name="Message" type="msis:SamlMessageType"/>
<element name="Principal" type="msis:PrincipalType"/>
<any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

ActivityId: An opaque string supplied by the caller to track the activity to which this message
pertains.

Message: A complex type representing a SAML Protocol message.
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Principal: A complex type representing a SAML Entityld for a SAML IdP, a SAML SP, or this STS
server.

2.2.2.10 CreateErrorMessageResponse

The CreateErrorMessageResponse message is a reply to CreateErrorMessageRequest, containing the
created SAML error message. It is used by the following messages:

Message
type Action URI

Response http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/ProcessRequestResponse

body: The SOAP body MUST contain a single msis:CreateErrorMessageResponse element with the
following type:

<complexType name="CreateErrorMessageResponseType">
<complexContent>
<extension base="msis:ResponseType">
<sequence>
<element name="Message" type="msis:SamlMessageType"/>
<any namespace="##other" processContents="1lax" minOccurs="0" maxOccurs="unbounded"
/>
</sequence>
</extension>
</complexContent>
</complexType>

Message: A complex type representing a SAML Protocol message.

2.2.3 Elements

This specification does not define any common XML schema element definitions.

2.2.4 Complex Types

The following table summarizes the set of common XML schema complex type definitions defined by
this specification. XML schema complex type definitions that are specific to a particular operation are
described with the operation.

Complex type Description

RequestType An abstract type containing protocol request message parameters.
ResponseType An abstract type containing protocol response messages parameters.
PrincipalType A structure containing a PrincipalTypes value and an identifier for the principal.
SamlMessageType A structure containing a representation of a SAML Protocol message.
PostBindingType A structure containing SAML binding information for a SAML post binding.
RedirectBindingType A structure containing SAML binding information for a SAML redirect binding.
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2.2.4.1 RequestType

This abstract type contains request message parameters for messages using this protocol. The
schema for this type MUST be as follows:

<complexType name="RequestType" abstract="true"/>

2.2.4.2 ResponseType

This abstract type contains response message parameters for messages using this protocol. The
schema for this type MUST be as follows:

<complexType name="ResponseType" abstract="true"/>

2.2.4.3 PrincipalType

This structure contains a PrincipalTypes value and an identifier for the principal. The schema for this
type MUST be as follows:

<complexType name="PrincipalType">
<sequence>
<element name="Type" type="msis:PrincipalTypes"/>
<element name="Identifier" type="string"/>
</sequence>
</complexType>

Type: A PrincipalTypes enumeration value identifying the type of the SAML principal.

Identifier: An identifier for the SAML principal. This is a SAML EntityId.

2.2.4.4 SamlMessageType

This structure contains a representation of a SAML Protocol message. The schema for this type
MUST be as follows:

<complexType name="SamlMessageType">
<sequence>
<element name="BaseUri" type="anyURI"/>
<choice>
<element name="SAMLart" type="string"/>
<element name="SAMLRequest" type="string"/>
<element name="SAMLResponse" type="string"/>
</choice>
<choice>
<element name="PostBindingInformation" type="msis:PostBindingType"/>
<element name="RedirectBindingInformation" type="msis:RedirectBindingType"/>
</choice>
</sequence>
</complexType>
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BaseUri: The URL to post message to.
SAMLart: A SAML artifact identifier, base64-encoded as per [SamIBinding] section 3.6.

SAMLRequest: A SAML request message, base64-encoded as per [SamIBinding] sections 3.4 and
3.5.

SAMLResponse: A SAML response message, base64-encoded as per [SamIBinding] sections 3.4
and 3.5.

PostBindingInformation: Information about the SAML Message using the SAML post binding, as
per [SamlIBinding] section 3.5.

RedirectBindingInformation: Information about the SAML Message using the SAML redirect
binding, as per [SamIBinding] section 3.4.

2.2.4.5 PostBindingType

This structure contains SAML binding information for a SAML post binding. The schema for this type
MUST be as follows:

<complexType name="PostBindingType">
<sequence>
<element name="RelayState" minOccurs="0" type="string"/>
</sequence>
</complexType>

RelayState: An opaque BLOB that, if present in the request, MUST be returned in the response, as
per [SamIBinding] section 3.5.3.

2.2.4.6 RedirectBindingType

This structure contains SAML binding information for a SAML redirect binding. The schema for this
type MUST be as follows:

<complexType name="RedirectBindingType">
<sequence>
<element name="RelayState" minOccurs="0" type="string"/>
<sequence minOccurs="0">
<element name="Signature" type="string"/>
<element name="SigAlg" type="string"/>
<element name="QueryStringHash" minOccurs="0" type="string"/>
</sequence>
</sequence>
</complexType>

RelayState: An opaque BLOB that, if present in the request, MUST be returned in the response, as
per [SamIBinding] section 3.4.3.

Signature: The message signature (if present), encoded as per [SamlIBinding] section 3.4.4.1.
SigAlg: The message signature algorithm (if present), as per [SamIBinding] section 3.4.4.1.
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QueryStringHash: A base64-encoded SHA-1 hash of the redirect query string (if present), for
integrity purposes, as per [SamIBinding] section 3.6.4.

2.2.5 Simple Types

The following table summarizes the set of common XML schema simple type definitions defined by
this specification. XML schema simple type definitions that are specific to a particular operation are
described with the operation.

Simple type Description
LogoutStatusType An enumeration of status values for logout operations.
PrincipalTypes An enumeration of the types of SAML principals.

2.2.5.1 LogoutStatusType

This type enumerates the set of status values for logout operations. The schema for this type MUST
be as follows:

<simpleType name="LogoutStatusType">
<restriction base="string">
<enumeration value="InProgress" />
<enumeration value="LogoutPartial" />
<enumeration value="LogoutSuccess" />
</restriction>
</simpleType>

InProgress: Indicates that more logout work is required to be performed.

LogoutPartial: Indicates that the logout process is complete, but all session participants might not
have been logged out.

LogoutSuccess: Indicates the logout process is complete, with all session participants logged out.

2.2.5.2 PrincipalTypes

This type enumerates the set of types of SAML principals. The schema for this type MUST be as
follows:

<simpleType name="PrincipalTypes">
<restriction base="string">
<enumeration value="Self" />
<enumeration value="Scope" />
<enumeration value="Authority" />
</restriction>
</simpleType>

Self: Indicates that the principal is this STS server.

Scope: Indicates that the principal is a SAML Service Provider, identified by an Entity Identifier, as
per [SAMLCore?2] section 8.3.6.
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Authority: Indicates that the principal is a SAML Identity Provider, identified by an Entity
Identifier, as per [SAMLCore2] section 8.3.6.

2.2.6 Attributes
This specification does not define any common XML schema attribute definitions.
2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.
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3 Protocol Details

3.1 Common Details

This section describes protocol details that are common among multiple port types.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

The SAMLPR Protocol enables proxy servers to have STS servers perform operations requiring state
held at the STS server. Other than standard SOAP request/response protocol state that is not
specific to this protocol, no state about the protocol is maintained at either the protocol client or
server.

3.1.2 Timers

There are no protocol-specific timer events that MUST be serviced by an implementation. This
protocol does not require timers beyond those that may be used by the underlying transport to
transmit and receive SOAP messages. The protocol does not include provisions for time-based retry
for sending protocol messages.

3.1.3 Initialization

No protocol-specific initialization is required to use this protocol. Standard SOAP bindings MUST be
established between the client and server before initiating communication.

For clients running on the local machine, the standard STS server SOAP endpoint address is
net.tcp://localhost/samliprotocol. For clients running on remote machines connecting to a server, the
standard STS server SOAP endpoint address is
https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com
represents the server domain name. Other port addresses MAY be used by implementations. <1>

3.1.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of operations as defined by this specification:

Operation Description

SignMessage This operation causes a SAML Message signature be applied to the supplied SAML
Message when the configuration requires signing, with the resulting message being
returned as a result.

VerifyMessage This operation verifies whether a SAML Message is from a known party and signed
according to metadata directives for that party, returning the result as a Boolean.

Issue This operation causes issuance of a SAML token.

Logout This operation causes a SAML session to be logged out.

CreateErrorMessage | This operation creates a SAML error message, applying a signature, if the
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Operation Description

configuration for the requested principal specifies that messages are to be signed.

For each operation there is a request and reply message. In all cases, the sequence of operation is
that the client sends the request message to the server, which responds with the corresponding
reply message. The server MUST accept the request messages and the client MUST accept the
corresponding reply messages, when sent in response to a request message. The behavior of any
other uses of these messages is undefined.

3.1.4.1 SignMessage
This operation causes a SAML Message signature be applied to the supplied SAML Message when the
configuration requires signing, with the resulting message being returned as a result. This operation

consists of the client sending a SignMessageRequest message to the server, which replies with a
SignMessageResponse message.

3.1.4.1.1 Messages

The following table summarizes the set of message definitions that are specific to this operation.

Message Description
SignMessageRequest Conveys request parameters for SignMessage operation.
SignMessageResponse Conveys response parameters for SignMessage operation.

3.1.4.1.1.1 SignMessageRequest
This message conveys request parameters for the SignMessage operation.
3.1.4.1.1.2 SignMessageResponse
This message conveys response parameters for the SignMessage operation.
3.1.4.2 VerifyMessage
This operation verifies whether a SAML Message is from a known party and signed according to
metadata directives for that party, returning the result as a Boolean. This operation consists of the

client sending a VerifyMessageRequest message to the server, which replies with a
VerifyMessageResponse message.

3.1.4.2.1 Messages

The following table summarizes the set of message definitions that are specific to this operation.

Message Description
VerifyMessageRequest Conveys request parameters for the VerifyMessage operation.
VerifyMessageResponse Conveys response parameters for the VerifyMessage operation.
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3.1.4.2.1.1 VerifyMessageRequest

This message conveys request parameters for the VerifyMessage operation.

3.1.4.2.1.2 VerifyMessageResponse

This message conveys response parameters for the VerifyMessage operation.

3.1.4.3 Issue

This operation causes the issuance of a SAML token. This operation consists of the client sending an
IssueRequest message to the server, which replies with an IssueResponse message.

3.1.4.3.1 Messages

The following table summarizes the set of message definitions that are specific to this operation.

Message Description
IssueRequest Conveys request parameters for the Issue operation.
IssueResponse Conveys response parameters for the Issue operation.

3.1.4.3.1.1 IssueRequest

This message conveys request parameters for the Issue operation.

3.1.4.3.1.2 IssueResponse

This message conveys response parameters for the Issue operation.

3.1.4.4 Logout

This operation causes a SAML session to be logged out. This operation consists of the client sending
a LogoutRequest message to the server, which replies with a LogoutResponse message.

3.1.4.4.1 Messages

The following table summarizes the set of message definitions that are specific to this operation.

Message Description
LogoutRequest Conveys request parameters for the Logout operation.
LogoutResponse Conveys response parameters for the Logout operation.

3.1.4.4.1.1 LogoutRequest

This message conveys request parameters for the Logout operation.

3.1.4.4.1.2 LogoutResponse

This message conveys response parameters for Logout operation.
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3.1.4.5 CreateErrorMessage

This operation creates a SAML error message, applying a signature, if the configuration for the
requested principal specifies that messages are to be signed. This operation consists of the client
sending a CreateErrorMessageRequest message to the server, which replies with a
CreateErrorMessageResponse message.

3.1.4.5.1 Messages

The following table summarizes the set of message definitions that are specific to this operation.

Message Description
CreateErrorMessageRequest Conveys request parameters for the CreateErrorMessage operation.
CreateErrorMessageResponse Conveys response parameters for the CreateErrorMessage operation.

3.1.4.5.1.1 CreateErrorMessageRequest

This message conveys request parameters for the CreateErrorMessage operation.

3.1.4.5.1.2 CreateErrorMessageResponse

This message conveys response parameters for the CreateErrorMessage operation.

3.1.4.6 Types Common to Multiple Operations

This section describes types that are common to multiple operations.

3.1.4.6.1 Complex Types

The following table summarizes the XML schema complex type definitions that are common to
multiple operations, the schemas for which are defined in section 2.2.4.

Complex type Description

PrincipalType Identifies participant in a SAML federation, including its role.

SamlIMessageType Representation of a SAML Protocol message and the binding used to send it.

PostBindingType Information about a SAML post binding, which consists of its RelayState, if present.

RedirectBindingType | Information about a SAML redirect binding, which consists of its RelayState, if
present, and signature information, if present.

3.1.4.6.1.1 PrincipalType

This complex type identifies participant in a SAML federation, including its role.

3.1.4.6.1.2 SamlMessageType

This complex type specifies the representation of a SAML Protocol message and the binding used to
send it.
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3.1.4.6.1.3 PostBindingType

This complex type specifies information about a SAML post binding, which consists of its RelayState,
if present.

3.1.4.6.1.4 RedirectBindingType

This complex type specifies information about a SAML redirect binding, which consists of its
RelayState, if present, and signature information, if present.

3.1.4.6.2 Simple Types

The following table summarizes the XML schema simple definitions that are common to multiple
operations, the schemas for which are defined in section 2.2.5.

Simple type Description

LogoutStatusType | Indicates whether logout operation has completed or not, and if completed, whether
all session participants were logged out.

PrincipalTypes Identifies role of participant in SAML federation.

3.1.4.6.2.1 LogoutStatusType

This simple type indicates whether logout operation has completed or not, and if completed,
whether all session participants were logged out.

3.1.4.6.2.2 PrincipalTypes

This simple type identifies the role of the participant in a SAML federation.

3.1.4.7 Status Codes for Operations

This section describes both the <Status> element and the different status codes as specified in

SAMLCore?2], section 3.2.2.

3.1.4.7.1 Element <Status>

The <Status> element contains the following three elements:

Element Required/Optional Description

<StatusCode> Required This element MUST contain a code that represents the status
of a request that has been received by the server.

<StatusMessage> | Optional This element MAY contain a message that is to be returned to
the operator.

<StatusDetail> Optional This element MAY contain additional information concerning
an error condition.

The following schema fragment defines both the <Status> element and its corresponding
StatusType complex type:

<element name="Status" type="samlp:StatusType"/>
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<complexType name="StatusType">
<sequence>
<element ref="samlp:StatusCode"/>
<element ref="samlp:StatusMessage" minOccurs="0"/>
<element ref="samlp:StatusDetail" minOccurs="0"/>
</sequence>
</complexType>

3.1.4.7.2 Element <StatusCode>

The <StatusCode> element contains a code or a set of nested codes that represent the status of the
request. Every <StatusCode> element has the following attribute:

Attribute | Required/Optional Description

Value Required The status code value. This value MUST contain a URI reference. The
Value attribute of the top-level <StatusCode> element MUST be one
of the top-level status codes given in this section. Subordinate
<StatusCode> elements MAY use second-level status code values
given in this section.

The <StatusCode> element MAY contain subordinate second-level <StatusCode> elements that
provide additional information on the error condition.

The permissible top-level status codes are:

Status code Description
urn:oasis:names:tc:SAML:2.0:status:Success The request succeeded.
urn:oasis:names:tc:SAML:2.0:status:Requester The request could not be performed due to an

error on the part of the requester.

urn:oasis:names:tc:SAML:2.0:status:Responder The request could not be performed due to an
error on the part of the SAML responder or SAML
authority.

urn:oasis:names:tc:SAML:2.0:status:VersionMismatch | The SAML responder could not process the
request because the version of the request
message was incorrect.

The second-level status codes are:

Status code Description

urn:oasis:names:tc: SAML:2.0:status: AuthnFailed The responding provider was unable to
successfully authenticate the principal.

urn:oasis:names:tc:SAML:2.0:status:InvalidAttrNameOrValue Unexpected or invalid content was
encountered within a <saml:Attribute>
or <saml:AttributeValue> element.

urn:oasis:names:tc:SAML:2.0:status:InvalidNameIDPolicy The responding provider cannot or will
not support the requested name
identifier policy.
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Status code

Description

urn:oasis:names:tc:SAML:2.0:status:

NoAuthnContext

The specified authentication context
requirements cannot be met by the
responder.

urn:oasis:names:tc:SAML:2.0:status:

NoAvailableIDP

Used by an intermediary to indicate
that none of the supported identity
provider <Loc> elements in an
<IDPList> can be resolved or that
none of the supported identity
providers are available.

urn:oasis:names:tc:SAML:2.0:status:

NoPassive

Indicates that the responding provider
cannot authenticate the principal
passively, as has been requested.

urn:oasis:names:tc:SAML:2.0:status:

NoSupportedIDP

Used by an intermediary to indicate
that none of the identity providers in
an <IDPList> are supported by the
intermediary.

urn:oasis:names:tc:SAML:2.0:status:

PartialLogout

Used by a session authority to indicate
to a session participant that it was not
able to propagate the logout request to
all other session participants.

urn:oasis:names:tc:SAML:2.0:status:

ProxyCountExceeded

Indicates that a responding provider
cannot authenticate the principal
directly and is not permitted to proxy
the request further.

urn:oasis:names:tc:SAML:2.0:status:

RequestDenied

The SAML responder or SAML authority
is able to process the request but has
chosen not to respond. This status
code MAY be used when there is
concern about the security context of
the request message or the sequence
of request messages received from a
particular requester.

urn:oasis:names:tc:SAML:2.0:status

:RequestUnsupported

The SAML responder or SAML authority
does not support the request.

urn:oasis:names:tc:SAML:2.0:status:

RequestVersionDeprecated

The SAML responder cannot process
any requests with the protocol version
specified in the request.

urn:oasis:names:tc:SAML:2.0:status:

RequestVersionTooHigh

The SAML responder cannot process
the request because the protocol
version specified in the request
message is a major upgrade from the
highest protocol version supported by
the responder.

urn:oasis:names:tc:SAML:2.0:status

:RequestVersionTooLow

The SAML responder cannot process
the request because the protocol
version specified in the request
message is too low.

[MS-SAMLPR] — v20110610
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Status code Description

urn:oasis:names:tc:SAML:2.0:status:ResourceNotRecognized The resource value provided in the
request message is invalid or
unrecognized.

urn:oasis:names:tc:SAML:2.0:status: TooManyResponses The response message would contain
more elements than the SAML
responder is able to return.

urn:oasis:names:tc:SAML:2.0:status:UnknownAttrProfile An entity that has no knowledge of a
particular attribute profile has been
presented with an attribute drawn from
that profile.

urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal The responding provider does not
recognize the principal specified or
implied by the request.

urn:oasis:names:tc:SAML:2.0:status:UnsupportedBinding The SAML responder cannot properly
fulfill the request using the protocol
binding specified in the request.

The following schema fragment defines the <StatusCode> element and its corresponding
StatusCodeType complex type:

<element name="StatusCode" type="samlp:StatusCodeType"/>
<complexType name="StatusCodeType">
<sequence>
<element ref="samlp:StatusCode" minOccurs="0"/>
</sequence>
<attribute name="Value" type="anyURI" use="required"/>
</complexType>

3.1.4.7.3 Element <StatusMessage>

The <StatusMessage> element specifies a message that MAY be returned to an operator. The
following schema fragment defines the <StatusMessage> element:

<element name="StatusMessage" type="string"/>

3.1.4.7.4 Element <StatusDetail>

The <StatusDetail> element MAY be used to specify additional information concerning the status of
the request. The additional information consists of zero or more elements from any namespace, with
no requirement for a schema to be present or for schema validation of the <StatusDetail> contents.

The following schema fragment defines the <StatusDetail> element and its corresponding
StatusDetailType complex type:

<element name="StatusDetail" type="samlp:StatusDetailType"/>
<complexType name="StatusDetailType">
<sequence>
<any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</sequence>
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</complexType>

3.1.5 Timer Events
This protocol does not require timers beyond those that may be used by the underlying transport to

transmit and receive soap messages. The protocol does not include provisions for time-based retry
for sending protocol messages.

3.1.6 Other Local Events
This protocol does not have dependencies on any transport protocols other than HTTP 1.1 and TCP.
This protocol relies on these transport mechanisms for the correct and timely delivery of protocol

messages. The protocol does not take action in response to any changes or failure in machine state
or network communications.

3.2 Server Details

3.2.1 Abstract Data Model
This port type utilizes the common abstract data model described in section 3.1.1.
3.2.2 Timers

This port type utilizes the common timers design described in section 3.1.2.

3.2.3 Initialization
This port type utilizes the common initialization design described in section 3.1.3. In addition, an
implementation SHOULD publish a SOAP endpoint at the port net.tcp://localhost/samlprotocol to be
connected to by local clients. Also, an implementation SHOULD publish a SOAP endpoint at the port
https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com

represents the server domain name, to be connected to by remote clients. Other port addresses
MAY be used by implementations.<2>

3.2.4 Message Processing Events and Sequencing Rules

This port type utilizes the common message processing events and sequencing rules described in
section 3.1.4.

3.2.5 Timer Events

This port type utilizes the common timer events design described in section 3.1.5.

3.2.6 Other Local Events
This port type utilizes the common other local events design described in section 3.1.6.

3.3 Client Details
The client side of this protocol is simply a pass-through. That is, no additional timers or other state
is required on the client side of this protocol. Calls made by the higher-layer protocol or

implementation are passed directly to the transport, and the results returned by the transport are
passed directly back to the higher-layer protocol or application.
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3.3.1 Abstract Data Model
This port type utilizes the common abstract data model described in section 3.1.1.
3.3.2 Timers

This port type utilizes the common timers design described in section 3.1.2.

3.3.3 Initialization
This port type utilizes the common initialization design described in section 3.1.3. In addition, an
implementation SHOULD connect to a SOAP endpoint at the port net.tcp://localhost/samlprotocol for
a local connection to the STS or it SHOULD connect to a SOAP endpoint at the port
https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com

represents the STS domain name for a remote connection. Other port addresses MAY be used by
implementations.<3>

3.3.4 Message Processing Events and Sequencing Rules

This port type utilizes the common message processing events and sequencing rules described in
section 3.1.4.

3.3.5 Timer Events
This port type utilizes the common timer events design described in section 3.1.5.

3.3.6 Other Local Events

This port type utilizes the common other local events design described in section 3.1.6.
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4 Protocol Examples
4.1 Issue Operation Examples

4.1.1 IssueRequest Example

This is an example of a message requesting issuance of a SAML token.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:ccl1441e-1d06-45b5-b0b5-ef73eee87659</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:IssueRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>http://localhost</msis:BaseUri>

<msis:SAMLRequest>PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZzz0idXRmLTE2Ij8+PHNhbWxwOkF1dGhuUmVxdWwVv
zdCBJRD01X2QzYWN)ZWI3LWV1ZjctNDISNyliMTgyLWEONMYXYZzQ3NWJIJMSIgVmVyc21vbj0iMi4dwIiBJIc3N1ZUluc3Rh
bnQ9Ij IwMDktMTItMThUMDE 6MzE6MDYuUNDMOWiIgQ29uc2VudD0idXJuOm9hc21zOm5hbWVzOnRjO1INBTUw6Mi4wOmNvb
nN1bnQ6dW5zcGVijaWZpZWQiIHhtbG5zOnNhbWxwPSJlcmd 6b2FzaXM6bmEt ZXM6dGM6UOFNTDoyLjA6cHIVAGIjb2wiP]
xJCc3N1ZXIgeGlsbnM9InVybjpvYXNpczpuYWllczp0YzpTQUIMO]jIuMDphe3NlcnRpb24iPmh0dHA6Ly91eHR1cmb5hbHI
wL3Njb3B1PC9Jc3N1ZXI+PC9zYWlscDpBdXRob1lJ1cXV1c3Q+</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
<msis:OnBehalfOf>
<wssc:SecurityContextToken wssu:Id="_7b5d980c-9309-474e-ace8-23a99%be261d-

6C82EA4288DB37210E653FCF8E064B57" xmlns:wssc="http://docs.oasis-open.org/ws-sx/ws-—
secureconversation/200512" xmlns:wssu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-
wss-wssecurity-utility-1.0.xsd">

<wssc:Identifier>urn:uuid:24e876b6-1b0e-43e4-95da-7del6ec31f76</wssc:Identifier>

<wssc:Instance>urn:uuid:a27fafd2-7e20-47c5-a004-3d83bed8e8f4</wssc:Instance>

<mss:Cookie
xmlns:mss="http://schemas.microsoft.com/ws/2006/05/security">WFUABeuNCOwWLIthXJ601uz9/RNRXOpMT
MYRhy/PRX3SAAAAABRKI1yIGlILwXwgu5vEDh3wsmd zf7cBxsK5Waam5TqQjGD1J7ghgnjpNBwz9J7r/8fqILdscGZvUTE
1fgqfkkoXX0IkDEf+fUXxXr0oBE/dY4BKGrK1SQ7VqOULAR4AXr39+X8Jp/eeMncIaJuZ01DSB4MwlulVpZKhC3grjfPfAOg
1wBWAAMOP1IV2HElhlgpYbFBmaYmYzpQCOa/Ptr08YCN8YweH1FzEm929H50EG87TME] YnuAe 1BAMGo8BhgBtVS+ol6jd
XCSeLF3J/vabemgbxIfJIngh4x5xuY1dIRo9FJH78syGjOtGFAVi3KRnpIvnRPg3YKRWOsknIH21DDzjaFGPZW/wlB0Yen
PWFH+sRkfd+30gqhTVk+3++0eYCzWWSiAZhWDMZKA/ kqv3RhO5Drr0v6JbzS3H+PIxzXL1NeEVd8Nhxh+0t INy+I3PWIHX
CTWFgYeS8T1TpaXBg+zrH5DDEQ1v4haozU+411T7pBcYINd1jLedSK/Eo5/Fyvsm8g2HKLOjgKbr6jB3XYREFDJALTIWZ
Ja7I1ZQqgAnaa9xZpcVKxZ4sHySUolGK6uFYWpdZYUe5sTmW4bdYVIw6bNSOKEzhekLrocIe8c9Ldv61idHQJuvGOqT 6xU
pPCkD6KeUrvV6ZQxRoKs5fyemG8sRw7R+p9tLpbPjgnpj4SbAjXwOQJAOksz0KCDn+VBQiQ/YIc+fWd0Jv6e/S+rZLDilUXg
MYPmdGcfIMFZEMIcjkNZ8IdcVGIxAUKCIALFIpfgA+vQOwggxop6Abi//pKNrDa+ChNOQIkSFQoz5btiOpd63j5dKu/Y5
CgqR+tHD7eYsrTflzdhwiOxYFAnObeoETCRSgsmCgo2iBviWWTxzelrKwPfn5wBOdnznh5ruPAOSQ%alto8k2dgbyavuPRi
3MgehLnsBXr9Lh5j45gs19+InjbJv/SelXsbh5BkbTZp9pghkG4ALivz1aRBcQdUDXe85TblhcJyD1AVs1PudCMHDINSp
DDPAkgAzcIhTiBnElf1jHL7uCeC+UKEEU6HV8N134yw5vRPErgg8vVaRBoUBXVSq9/p4Adv/HGtIbLU2hL1/rr9DgOru3h
H1pOR18aLIddHt/n0O04awgalconXGILFglwMRJXP3J8JLICNCcPbp/eszX8301GILPR+dnSRNAJHQObcGWkSM/ 5VMtHRVie
glmXQVcJ90gltdmPICtX8luaxruGJezelzkSwitXHSgOHPEWGWI1lmtx9Snro4BDI9XVeIMHkInBYczKV1glR+AxopfNCgqg
sKyA+EyGVOcscmDngLmnR12gsvnY1JzBz2uBfgqCg6BLgI0QYnSKAyyEPTfcIn6aupftsh5zmnd/1vXY6b0TCXQ+iNuLM
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bx1Ezh2znbAL3UNgt4hDIQGEfwqR6TPK1pO0dpfd4T5yGtEcqOpfL2nwbcICsRLI1Snp4pBRuULW7cnlx4IzJcU+vplmGs
GpdtsUPJyxu+8XSAAhl3wBxv8g+X3sZKNxKDAUncwHiq7QHzPaRRat259187+GJg6CFrfIbh32exctEY4c5eR/yXi8y2s
RTLgmf4X2s3+108sDMwcPuntih/ygRWk INWg8BvUuACpMkNSnorSia+9//wyeeei9e3Ez31/iMAWAYVoVYT1luom5jkwhEDR
F1Z0t51RtejClkPgFBAgDruJ+T402E3qUHeGaR1117XRsYO7EQocvO7UGVOJ++YGtXb/ /SRAIFStO+Mi0OHV5A0IzDlab+
gKSRRhpSWmXK18x4Rja+5gBDE2+gP£jO1p42YC9ZSvxrhHu/yHW/ZdNaaf106WA1iaehYjIirfMiTx6yIXLOf6reF9FxPy
JzOfWEYKLbgFa2wZumAj67Mo453IwWaJPgZ+JcExHeghu 9CMgsUxYqVbb2HEJVU3VEGOZVShAQX+HT /W82 9365vH1gXn
9X4Yg+Af31vGgiAwznYENKTM5 iWITgINMdMx St 3dkEWZ 3mMo7L2 1 FRILBc2vemz 5hkduj TZFFymC2Rp535700/g61+b2t
5NvizlADXwrjZfpdG3c+BUgaqlidl62gléogKepeodrwCIwYxnXDZ8060zmSmON48HbzS6uBETZ7 JMKAW/ ajaembKaKT4
mQAeV5DBtwhcjXndsQ9XHQQOSxjKNn5MzvDAXB6YZ0oGg3aGY 9TuWYAFAaegDgEYR2aPm1VwIPVCPFhJ9SYAQ6UglSu6F5Qy
EHM5vz6kC6CMVIrgyjcPsrhRW7ferQLDcZQDfWcBZUnLoxrbiCn8yF7qvenL26800R2Mjmybf0WKaguG/A1Bg36uxnaSl
dslzcIdeyrigQenStNPT4YACHUQif15Wv8VNnEf37LiJYDolghc5zWTg5ahHImDezmLeNoM4H9eHY1X3+6JDQAQ3YQk6ouLZ
wOr6LdyCNns 7m0 IEoR3dWPgLIMiuNtow5LeN77vVVLrawl4ajdQOxlohl 9kmkumtjYwXI1GuPbCREL1IUEU6VVVOYHDxkS
Fvx1ndWHHVi1338ALnKu7500DtH5bglIZE1UuLSPDR/B62zhS7QRS40573kwRg845ro+M1LIJzmrKQKaf5sZHivg]jIIJmQ
J5Meqg8CGFf0HdH27zKA02mY zmPPJI3FjJQ6HG+ZM+3DtSdyjIj20PFmKlyhzet45wlpZorNNs+EVVquh+M1EE5PqgtUS3WN
rUREQM4tvGC5Ni5kApHD] 1+LeQHAEL z0mM=</mss : Cookie>
</wssc:SecurityContextToken>
</msis:OnBehalfOf>
<msis:SessionState></msis:SessionState>
</msis:IssueRequest>
</s:Body>
</s:Envelope>

4.1.2 IssueResponse Example

This is an example of a reply to a request to issue a SAML token, which contains the resulting SAML
response message.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:86127dal-0660-4001-9clf-d79bflaae52a</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:IssueResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:Message>
<msis:BaseUri>https://externalrp/rpl</msis:BaseUri>

<msis:SAMLResponse>PHNhbWxwOlJ1lc3BvbnNIIEIEPSJIfMGO2MIEOMWMEYTAZZCOOMGEILWIMZmQtYjIJmZDY2Nj I5MD
kxITiBWZXJzaWOuPSIyLjAiIE1zc3V1SW5zdGFudD0iMjAwWOS0xMi0xOFQWMTozMToxNy41MTJaIiBEZXNOaWshdGlvbj0
1aHROcHM6Ly91eHR1cm5hbHIWL3JwMSIgQ29uc2VudD0idXJuOm9hc21z0m5hbWVzOnRJOINBTUw6M14wOmNvbnN1bnQ6
dW5zcGViaWZpZWQiIE1luUmVzcG9uc2VUbz0iX2QwZDEINDELILTY50GMENDk20S1iM2ESLWR] ZmNjMjEZzYzES5Z2SIgeGlsb
nM6c2FtbHASINVybjpvYXNpczpuYWllczp0YzpTQUIMO] IuMDpwem90b2NvbCI+PEl1zc3V1ciB4bWxucz0idXJuOm9Ohc?2
1z0m5hbWVzOnRjOINBTUw6Mi4wOmFzc2VydGlvbiI+aHROcDovL2xvY2FsaG9zdC88L01zc3V1cj48c2FtbHA6U3RhAHV
zPjxzY¥W1scDpTdGFOdAXNDb2R1IFZhbHVIPSJlcm4 6b2FzaXM6obmFtZXM6dGM6UOFNTDoyLjA6c3RhdHVZO1IN1Y2N1c3Mi
IC8+PC9zYW1lscDpTdGFOdXM+PEVUY3J5cHRIZEFzc2VydGlvbiB4bWxucz0idXJuOm9hc21zO0m5hbWVzOnRjO1INBTUwW6EM
14wOmFzc2VydGlvbiI+PHh1bmM6RW5)cnlwdGVkRGFOYSBUeXB1PSJodHRWwO18vd3d3Lnczlm9yZy8yMDAxXLzAOL3htbG
VuYyNFbGVtZW50I1iB4bWxuczp4ZW5jPSJodHRWO18vd3d3Lnczlm9yZy8yMDAXLzAOL3htbGVuYyMiPjx4ZW55j0kVuY3J
5cHRpb25NZXRob2Qg0Wxnb3JpdGht PSJodHRWO18vd3d3LnczLm9yZy8yMDAXLZAOL3htbGVuYyNhZXMyNTYtY2JjIiAv
PjxLZX1JbmZvIHhtbG5zPSJodHRWOi8vd3d3LnczLm9yZy8yMDAWLzASL3htbGRzaWcjIj48ZTpFbomNyeXBOZWRLZXkge
GlsbnM6ZT0iaHROcDovL3d3dy53My5vemcvMjAwWMS8wNCO4bWx1bmMjIj48ZTpFomNyeXB0aWIuTWV0aGIkIEFsZ29yaX
RobT0iaHROcDovL3d3dy53My5vemevMjAwWMS8wNC94bWx1bmMjcnNhLWOhZXAtbWdmMXALPjxEaWdlc3RNZXRob2QgQWx
nb3JpdGht PSJodHRWO18vd3d3LnczIm9yZy8yMDAwWLzASL3htbGRzaWcjc2hhMSIgLz48L2U6RW5]jcnlwdGlvbkl1ldGhv
ZD485S2V5SW5mbz48ZHM6WDUWOURhAGEgeGlsbnM6ZHMIImhO0dHA6LyYy93d3cudzMub3JnLzIwMDAVMDkveGlsZHNpZyMiP
JxkczpYNTASSXNzdWVyU2VyaWFsPjxkczpYNTASSXNzdWVyTmFtZT5DT ) 1sb2NhbGhve3Q8L2Rz01g1MD1Jc3N1ZXJOYW
11PjxkczpYNTAS5U2VyaWFsTnVtYmVyPkxMTQ4MA1MzcxODg1MzQ1NDQzOTMINTQ5MTM3M] E2Mz I zNzkyPCOkczpYNTA
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5U2VyaWFsTnVtYmVyPjwvZHM6WDUwOU1lzc3V1clNlcmlhbD48L2RzO1g1IMDIEYXRhPjwvS2V5SWombz48ZTpDaXBoZXJE
YXRhPjx10kNpcGhlclZhbHV1PnBVUTQWMmMR3cGAUUY IXYWVrK2NvdTAvOG1DYVQOcDA4NDBTe JNCK3Rxcml1JW1IFCZUFIO
DFzRC83NHpSQXRSQ2NVMkova2JBUHBtRkZCckdIJYWEOeGAGc3NHUUFwiWk4 4RkN6N3pZb2VBNXN1QitGa3pXM0U4Skk3Z1
s2UGxXZGs00GcrL1p3dl1KdlpoTDhzWTJQT3ZYVINZRzIMUGOoyRHpkdFpOeHJVTUSKRTO8L2U6Q21waGVyVmFsdWU+PC9
10kNpcGhlckRhdGE+PC910kVuY3J5cHR1ZEt1eT48L0t1leUluZm8+PHh1bmM6Q21waGVyRGF0YT48eGVuYzpDaXBoZXJW
YWx1ZT5CMGQzN3FBUWJWeURIeTJac3Joa3ZIWk0zcmE1dkOvbjVuUUFhREFNcVArWFhCAdmODTExrdjNWeEY rVDROWGJ3U
1kvOUpVZEpJINDIWMXVETGpxd3NXRmxNK1QwU2NJeDQ3ZG8wZ20yUCtFaG40amlXZTZwcGx4dUcwVFFpeWNKZELOZEkzTT
d4UnNLVEhHVWc2dnNiN294bnBoWFF4TXd2SVBIWGYzQW1 0 ZExX3YXN2RUEYMGg2N3JwS1RPRm1 1QUIOWVksvTEFVNXd2eTZ
MZHpIczRLMEVPVWSNTO09sdGREN1pKUT1SclpyMHZEOGM2K2EybDBNYUNSLOpIWGIpTml raGtmclFCWThgel FFRHQ2VEOZ
ZENXUEJtNGg2clFxQ051V2NDW1JzclBZYk5Gekl1GTHhVSnJIJVRUVHMkJBOWp5a0x3Ukht SVUxRFZ0cmY0a3Vrbk01TkhNDb
UMxU2JFQ2tgTDY3emRHOHgzSkcydld2bnhKUWOxTH1YcmZRA2VCRUS0c1dJT3BCcWVmMe StnMXVQLYy9QSk02ZHZBSGUSaz
1vS2JQemJ5UWQ1SVRiY11ZSX1pVFBKZO0UrNEkralIyT211eWVHemlzY0OhZc2s3MG5wRWXGb1RKb2NXZXZYb3BTd28yRnZ
JNVFOV3dicHN4UNBXS3E40CtjcXpuV0xoS01zMG92Y2ZjNzV1aWFnNM2xpK2NRajVESM5GS1pSenpdMzFoSUpaRFJI30XpM
TmR6eU82zN1J3RmMVWRIhESTF6VDAwdFIxSDIKV3ZNOW1Inb2 9rSWh6ZDFXaEFDSHNNNESs4Q09nWnZENmh1d1BQYm9vSWNLT
XIYWmpwQkhXV1AxZGlpb3JVZ0hZa3czY0xkUzF4bTc5RkIMZ21 IJbWRMcmhSRFFZa0VxeWlRc1g5oM2FBVHBTanZvREgzMn
RsNG1Zc2tnY1MvOFJKaGRHMNUxUXJ4dX1sSXQ1MmdrbDQVRWpXalpZRHFXcONQY1IxYWFXVTNybGJIJrUU10T29sL2JvbUl
0enRFZi81dW16UTEVY1AWV2J0UFVNeXNPTnhtY29HQ3VISOxZcDBURWkxdXhMdFNSRORYQTJIJKeGhORnpHbOhraF16Q10Qy
WWhEM1ZmQ2x5YXRoNIR40XRvT29gZUJI3b] Y yWmxgMWhIdmNFUMFJRVV3VFhMZnoxbmliV1dIYURoV1Z1V2Nack140XdIQ
TNZMGt2L3RJTE1gdldrL1dUTEM2d1RRcE16NXkzT1cyazNPAdUZJITytmRWRCYT1XTTNNDbOSHSENOWES1bEsxTDBmTGAYRG
NrYWxiTXNtNzRhaHE3L2xwZmJyUlF1lcGdZY3ZCUnJsTmVBeFhGaml5Z0F3MVIRUHNBTMOFWkNJT2VECTJ0alRgS010eXh
kdEZTNitKbTBJZ2JPb3FueGc3ejJKeldwYVFocmtDecHglLzEXbnl1ZVRaMWImV3cyaXZ4N3hnUjMxZXJINUFTTGIwdUtH
U21LenVEFSFA4ANHFxR3N10OHA4YOExQmhoNzVXMVEBMG9Sc001Tzd50Ve3VXQ2dWY5R1hjenhxcj1LNzZR1IWnhJUDBVTEVSZ
19zMX0o5eW9pbW14WHNBZGtwROp4bD1jcOROeTdOCE110XBoZmpKTGFTSEFhYJhQcjI4UOhINUUOL2ZrcVNXSk9kT2tJcX
JJUFZ4TV1Lb0pvaE9YTU84Yml INNhvdGZHODZZRE11cWo4ZSs5TkVYNjV6UHg4cTBxVHY1b1JvQUFEFV1YyUUVsc3daU2d
uTk1OSkRVVWxZMGA4RkNxaWduNO5SKc0Q3WVYyWVZHAnhtOVImV2hGbHAONOczMWd1VkO05RINrd0pEa3BLZVpsUUStVHAm
WTZjVFEJI5eX1zT1ovQ3hHZ2IwYmdkL3hNZm42MG14Y1V1dELYVUhkbjRvaGInUXViUUpHM21TT1FgS1JORGIEOEL ORmx3M
GFWA3pCYXYWTOtkU3NCQJjAZUGNOYJVGWVZUNmMS iNXVPpTTNaTWl YbFpwOWsvaVdRbnVQT1Vya2hZaVpLNFR3SDBVdU4rc3
V5YmNKNyt2dmlwenhlMkxLZjF3YiszajNWcXJTZnlBYjVzUW430FpUSF1OUFpFYXU4RH1YaO0EOCEY3MHI2SnVRL2tGS31
4WTVUYTA4ANNNtbHRQekhaN2ZkU2dGVFRLTESIT09BeTI3SNIIVWFEK2RBAmY ramY5TVA3M31BajZnVmRzRXBET zNudj J4
dXRiNHpCNktxSVAKbVNzK3ZkNEJQWDFLbE8xVOtXOUFRNOFaSkFzSTJIJQOMzZhOWIPYVIwTkpITS9yaGIGK1IVZCcFMvY3pvin
Ut SNWVYWC9wb2pxellpROs1VHglOExPdjMzM2R3ZWp5aGkzNm9ISNEg3KINWWDIJRYWI PNGVYTWRIR21SQ01vdOV6RTFLOV
1COE9hY1INRSER4U2JVLyttUGlaNE9QZk5hMVV2REFJICbU43¢cVA3Tk1LSHIRCOFDaWMwNE 9YWU1CeW0zRE1weWx2SWUva2z
RckFKPbHBrNnIzaOV3RUOxUit1Mk12R1Z4NEFTd1d1WHRSRINUAW1UWkludzRmajhXUF1RAFk1SFZhVXd2dW1DTmRRL21a
WmV1dUx4ajFBcFVMZUSWKO1YcTNhUM1TYTJISYzZBYQ2IxY3pLeVpXVESFVMPpORYytLL2dXWEPpSPHIWM1 Zpd0JMKO0Z5T09Lc
3hwT2JkamhHTHNYaTZgR2RWTytMbTRKSOR2eTQreVRwa3FOK3JwTGASM1VSSFJI3SERUWVNQc2NraGO04TVAvbmswT1ZLK2
JiN2pRZDd4bXBONFVrMXV2aStvcGZSSO01FTVo3W)VubFgvSkpwOCIDRXk1dTVWM1 96Z7VXZJR6eHpMSWExb1p0WkxKVUZ
OoMnFoZXJ1LzNEZjMyUlA30V1UblpDdTZ1WkUSRVVRMFRjUG1PATBDVH04cVMOVUPCLOtgQWV6Q3Z2JQ0I2dn10VndSOWh6
T19vazdVK2NLUHRsKIM3WENRZDApNOdidFI5S1c2blZPQWlyVGO5RGM5dTBibz FUNXpPTXpKYUtUM1dnOEVGOVJOSTEOC
nAyQ3NpVDgyQnhFTnRyMXA3L1BtNndCQlFBbWs5RUs0aTdDcENzdHRuUOWpzaj JGWnNkd0o1REZIRGQzRWZveGRLMkw0Wk
5kdE9pSUpaeEQ5bHV1QytSNHczT2V3b3pOWEVNdAINJenBiRXQyUHNpdnR6VZEFFVEYWZUSxCcEt1R2FsSEhoUkKkRMLOx6UGP
KYzd1S1BmUXZ5bHpO0TkszTEt1bm9rMkFTUUZYcVhCUGPWWDNDandOemdOWFdadi 9xUC%uellUakpuUUdJVFABMitgNG1R
VWpCSFAxVFZzK3EvVDUwcCtsQ2150ys4Rml11T3Y2ROINTGLIXd1d3QVEMNHFrV1VURHU2bnUxSExX1MXZqdXZJcDIJWTELYS
zhmNT1Lem1CdjFHU1VsYnBaY1BkVHIWSHcrcHNYRIJNBW1IRVU1dOTmpFMHPRY 2pMUUVUC1hTREN6S0dzVmh2d1BOQjhxL2
VvNNEOdTIzNnBGbES5tNOhzRjB3UHFwLOXtQVNZRIRNUDBkQitYMGLIFTytLcWgxQzhgbkxkWWEVM)JrdCtGeStCbFhhSG1
MTSs0Q1lgvNnBhU2VSaUlPWkhjRkFsVEYxUUSiaklSaXdhbnIDQ1lJpcHg4blZuVEdObWF2RzFVRNQzcnBucGFCR1pnMnNW
TWpha2kzZkpxUXkxbkVxejBLAHBUWFRaWURJK3I3UIM2TEO2K1dXZ1itpTTR2Qkx1Ly9tejNOSDlhaFpob0slcONEACIuZ
GJHSUk4emtYbngvai9aUXdtek9vMndwSFImbXNYS25UMmMNRNHp4dUS1TzVUVVZTTmMN1cko5dmhidTR30Tc2b2R4K0JJIK2
10ZWtzLO0hxTmxibXhYYmx2cz1l1lcTVXWXVMUMhIV]Fpd3NITWNKYThnZGdjY11WNONsaGRxUitPeVZsVIWFtbEpSemFEYTd
SWX1TbUlwbzZaT3BUeTdhQWVNaWhnNit4VFhMRVBDZHZCQjczeDUrUmJIRUpQbmJocEpXUFFkc21uWkljYkZjREF5aFhu
VmdQVXJGYnIOVVRLPDEYYVAPcDNGUS94cl1BHWGEVSMZRNOZRY1ZINkdoUEFBamVPK1Y1YW5Wa3NpekpTYO0dsNXpS5OE1GQO
1E1eEFsQlpCSEFISLytNMWtvNzNNUNnExSU8yZzhrROkIN3gyQWczZ1hQSzJvRHVVTkdwVEC5c2JZRmV5VGxCTVBURmtaTG
dLT1BhczZLZGEyUmNWZW02Q0tGeCt3bGULIT1Q5TTQ1d1ZGbzBLVEV3UF160mdTa24zS2NgNOt 5NmRUVGxIaUtjUOQxaCt
Pd2FyM2dDZ31wcGecrMDBDSG10Z2N0U282cmoxV1V6ecmg5STIvQkROMGIBUCIBS2MvaOMyckR1VMRHTGpTbS 9FSDducTNw
OUlzekhhL1YrOVAFMnRVZk1lgQlJINRy8venV2WTO08L3hlbmM6Q21waGVyVmFsdWU+PC94ZW57OkNpcGhlckRhdGE+PC9472
W5j0kVuY3J5cHR1ZERhAGE+PCI9FbmNyeXBOZWRBc3N1cnRpb24+PC9zYW1scDpSZXNwb25272T4=</msis: SAMLRespons
e>
<msis:PostBindingInformation></msis:PostBindingInformation>

</msis:Message>

<msis:SessionState></msis:SessionState>

<msis:AuthenticatingProvider>http://localhost/</msis:AuthenticatingProvider>

</msis:IssueResponse>
</s:Body>
</s:Envelope>
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4.1.3 IssueResponse Example Using Artifact Binding

This is an example of a reply to a request to issue a SAML token, which contains the resulting SAML
response message. In this example, the SAML Artifact Binding was employed.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:0ac7deb2-4d52-4a77-8071-d4bb099%e6db9</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:IssueResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:Message>
<msis:BaseUri>https://externalrp/</msis:BaseUri>

<msis:SAMLart>AAQAAPbJen9kBjz+58LcIVeEcgTU2/CTgbpO07Z2hNzAgGEANIBIOECEfpNEVLg=</msis:SAMLart>
<msis:RedirectBindingInformation></msis:RedirectBindingInformation>

</msis:Message>

<msis:SessionState></msis:SessionState>
<msis:AuthenticatingProvider></msis:AuthenticatingProvider>

</msis:IssueResponse>
</s:Body>
</s:Envelope>

4.2 CreateErrorMessage Operation Examples

4.2.1 CreateErrorMessageRequest Example

This is an example of a message that requests creation of a SAML error message.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:678452fe-e24d-439%9e-8543-e2e72£936930</a:MessageID>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:CreateErrorMessageRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>http://localhost</msis:BaseUri>

<msis:SAMLRequest>PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0idXRmLTE2I]8+PHNhbWxwOkF1dGhuUmVxdWVv
zdCBJRDO01XzIwN2U2YTdhLTALIYTgtNGMzOS1iMTEOLTgyYzc5Z2Tkl1Y2NmOCIgVmVyc21lvbj0iMi4wIiBJc3N1ZUluc3Rh
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bnQ9IjIwMDktMTItMThUMDE6MzE6MTEUODY zWiIgQ29uc2VudD0idXJuOm9hc21z0m5hbWVzOnRjO1INBTUw6M14wOmNvb
nN1bnQ6dWw5zcGVjaWZpZWQiIFByb3RvY29s0mluzGluzz0idXJuOm9hc21zOm5hbWVzOnRjO1INBTUw6Mi4wOmIpbmRpbm
dzOkhUVFAtUmVkaXJ1Y3QiTHhtbG5z0OnNhbWxwPSJlcmd 6b2FzaXMebmEFt ZXM6dGM6UOFNTDoyLjA6cHIVAGIjb2wiPjx
Jc3N1ZXIgeGlsbnMIInVybjpvYXNpczpuY¥Wllczp0YzpTQUIMO]jIuMDphe3NlcnRpb24iPmhOdHA6Ly91eHRIcmS5hbHIwW
L3NJjb3B1PC9Jc3N1ZXI+PC9zYW1lscDpBdXRoblJlcXV1c3Q+</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
<samlp:Status xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Responder">
<samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext"></samlp:StatusCode>
</samlp:StatusCode>
</samlp:Status>
</msis:CreateErrorMessageRequest>
</s:Body>
</s:Envelope>

4.2.2 CreateErrorMessageResponse Example

This is an example of a reply to a message requesting creation of a SAML error message, which
contains the created SAML error message.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:678452fe-e24d-439e-8543-e2e72£936930</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:CreateErrorMessageResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:Message>
<msis:BaseUri>https://externalrp/</msis:BaseUri>

<msis:SAMLResponse>7b0HYBxJ1iUmL23Ke39K9UrX4HShCIBgEYTYKkEAQ7MGIzeaS7BlpRyMpaygBymVWZV1mEkDM7Z
28995777333nvvvEe60510J3/f£f/29cZmOBbPbOStrIniGAgsgfP358Hz81HjfZ201w9epU3g2rZ50nZ2088++v2zLL+/vz0
5tz32y/e29/PJ/elsz7q7ne8/yPbuP9g9mB3MPkp/Mg+bolp+9tHeeOe]jIKxplvnZsmmzZUsf7ew83N7d2949eL0z++je
T7qPd3fHDvb2f+ih9mjdtscxafnPetqum0d27+bs2r5dzWa/ufpSeABEAWAELRIXWEM2j ZbbIm0ft ONHr4y+eP6L+Hk210
aPlslnl0+K8yAmjs6UZx5uKhrG38yD/NHuQbe/czw6296£3HmM5Pdnf3tw/2pg8e5g/vT6fnBx+17xblsnnEZNjc5aqu2m
palR8dPebBlvLg5SpeypslrDPajIwyWx1lpW06ycV0179/FdgX0Okk/C6zdplE/51Us3y9CezcplviqfhljgPs7z+6IPAVKi
01+18STPROtR81N49eny3C67zkf3TTMHR/wM=</msis:SAMLResponse>
<msis:RedirectBindingInformation>

<msis:Signature>R1FtupsaiITbNa5wL4+mOnuFpRBYs5kg/ni5ycqgNprgpol0c5+RUOAS/8RKmMRY7870B817FEFJOYwW
3FkI1lhWaYPgclblHFp7AcuJFPmMWVT2bGXbdRV6sCEV0Og5X01PsYG+a/9EZdiYUaMCRUvOds0s5SdtmL95FCQpLxkG5PEkK
w=</msis:Signature>
<msis:SigAlg>http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256</msis:SigAlg>
</msis:RedirectBindingInformation>
</msis:Message>
</msis:CreateErrorMessageResponse>
</s:Body>
</s:Envelope>
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4.3 SignMessage Operation Examples

4.3.1 SignMessageRequest Example

This is an example of a message that requests that a SAML Message signature be applied to a SAML
Message.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>

<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc

essRequest</a:Action>
<a:MessageID>urn:uuid:5654c3f9-691f-4f9%e-aa51-d5d37060dc88</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:SignMessageRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">

<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>http://contoso.com/</msis:BaseUri>

<msis:SAMLRequest>PHNhbWxwOkF1dGhuUmVxdWVzdCBJRD01XzA4MTZjZjJ1iLTg2YzUtNDU2Ny04MGV1ILTFkZjVmYjV
JZmYzY1iIgVmVyc2lvbj0iMi4dwIiBJc3N1ZUluc3RhbnQ9TjIwMDktMTItMThUMDE 6MzE6MTMUNTEzW1i IgRGVZzdGluYXRp
b249Imh0dHBz01i8vbG9]jYWxob3N00OjQzNDMvbnVuaXQvRmVkZXJThdGlvb1lBhc3NpdmUvIiBDb25zZW50PSJ1lcmd 6b2Fza
XM6bmEFtZXM6dGM6UOFNTDoyLjA6Y29%9uc2VudDplbnNwZiWNpZml1lZCIgeGlsbnM6c2FtbHA9INVybjpvYXNpczpuYWllcz
p0YzpTQUIMOJ IuMDpwcm90b2NvbCIgLz4=</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
<msis:Principal>
<msis:Type>Scope</msis:Type>
<msis:Identifier>http://externalrp/rpl</msis:Identifier>
</msis:Principal>
</msis:SignMessageRequest>
</s:Body>
</s:Envelope>

4.3.2 SignMessageResponse Example

This is an example of a reply to a request to create a signed SAML Message, which contains the
resulting SAML Message.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>

<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc

essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:5654c3f9-691f-4f9%e-aa51-d5d37060dc88</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
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<msis:SignMessageResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:Message>
<msis:BaseUri>http://contoso.com/</msis:BaseUri>

<msis:SAMLRequest>PHNhbWxwOkF1dGhuUmVxdWVzdCBJIJRDOiXzA4MTZ)Z3 JiLTg2YzUtNDU2Ny04MGV1LTFkZVmYjV
JZmYzY1iIgVmVyc2lvbj0iMi4dwIiBJc3N1ZUluc3RhbnQ9IjIwMDktMTItMThUMDE 6MzE6MTMUNT cyWi IgRGVzdGluYXRp
249Imh0dHBz01i8vbG9jYWxob3N00OjQzNDMvbnVuaXQvRmVkZXJThdGlvb1Bhc3NpdmUvIiBDb25zZW50PSJ1lcmd 6b2Fza
XM6bmFtZXM6dGM6UOFNTDoyLjA6Y29uc2VudDplbnNwZWNpZml1ZCIgeGlsbnM6c2FtbHASInVybjpvYXNpczpuYWllcz
p0YzpTQU1IMOjITuMDpwcm90b2NvbCI+PEl1zc3V1ciB4bWxucz0idXJuOm9hc21z0m5hbWVzOnRjOINBTUw6Mi4wOmEzc2V
ydGlvbiI+aHROcDovL2xvY2FsaG9zdC88L01zc3V1cj48ZHM6UZ2 1nbmFO0dXJ1IHhtbG5z0mRzPSJodHRwO18vd3d3Lncz
Im9yZy8yMDAWLZzAS5L3htbGRzaWcjIj48ZHM6U21nbmVkSWombz48ZHM6Q2Fub25pY2FsaXphdGlvbkl1dGhvZCBBbGdve
ml10aG09Imh0dHA6LY93d3cudzMub3InLz IWMDEVMTAveGLlsLWV4Yyl1jMTRuIyIgLz48ZHM6U21nbmFO0dXJ1TWV0aGOkIE
FsZ29yaXRobT0iaHRO0cDovL3d3dy53My5vemevMjAWMS8wNC94bWxkec21nLWlvemUjenNhLXNoYTI1INiIgLz48ZHM6UmMV
mZXJ1bmN1IFVSST0iI18wODE2Y2YyYi04NmMILTQINjctODBl1ZS0xZGY1ZmI1lY2ZmM2TIiPjxkczpUcmFuc2ZvemlzPjxk
czpUcmFuc2Zvem0gQWxnb3JpdGht PSJodHRwO18vd3d3Lnczlm9yZy8yMDAWLZASL3htbGRzaWc ) ZW52ZWxvcGVKLXNpPZ
25hdHVyZSIgLz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemevM)AWMS8xMCO4bWwt ZXhj LW
MxNG4jIiAvPjwvZHMOVHIhbnNmb3Jtcz48ZHMORGINZXNOTWV0aG9kIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5veme
vMIJAWMS8wWNCI94bWx1bmMjc2hhMjU2IiAvPixkczpEaWdlc3RWYWx1ZTS5FMUtyd25Ta0NYV2dKY1ZmTDEWM2JaUk5jJWD1G
ZWZodFVCYmJIJVTIM3QTB] PTwvZHMORGINZXNOVMEsdWU+PC9kczpSZWZ1lcmVuY2U+PCOkczpTaWduZWRIbmZvPjxkczpTa
WAuYXR1cmVWYWx1ZT5Kb2wvUDh4b1Z3ZTZNdm1QbDVZTEG0TmZuZUSNNENWZHZWM1IRMAGpTOXVqUWOPRZFPVUSKYNEVK3
FIbWFpSUp4QlVLSGEVKOxXgWXRVUF1JRNYyc3RRONV1IVNIMbjF1Q1FQSW54S2JYZH1scndLZ0tFZDF2VnNLT 3pHal INYW5
OVHpaaGFENJjJGVVRVUZFZSVNIM3ZwSEZmWUpLamzZuYzZyUmp5T1i 9t ZkINRmc9PCOkczpTaWduYXR1cmVWYWx1Z2T48352V5
SWSmbyB4bWxucz0iaHR0cDovL3d3dy53My5vemcvMjAwWMC8wOS94bWxkc21nIyI+PGRzO1g1IMDIEYXRhPjxkczpYNTAS5Q
2VydGlmaWNhdGU+TUL1JQ]j1gQONBVitnQXdJQkFnSVESSktCZk1loeFNhaENCQkJIXaGwvQTBEQUSCZ2txaGtpRz13MEJBUV
FGQURBVU1SSXdFQV1EV1FRREV3bHNiMk50YkdodmMzUXdIaGNOTURZAO1UQTEFNakkwTkRFMFdoYO5Nemt 4 TWpNeE1gTTF
PVFULlV2pBVU1SSXdFQV1EV1FRREV3bHNiMk50YkdodmMzUXdnWjh3RFFZSktvitk1odmNOQVEFFQkJRQURNWTBBTULIHSkKFv
ROJBTGpJUnpQVOhSVW1vSTVgZ3F2Q1BUuWNRDeWSERFAL1OWxtY2k5bzdDeCsraVRZcTBPOE1CVZRMNWNLAFIvZ2hXYmVab
1VVRGSyV1JZeFpRTWdyZmJ zbmw2c3Z2gd0pCQjBRUzVIUOVVSzdPVIWo3eG1lGenZEU1ZEel11yeEJ3ZVRONIJHUOIMWEI zcF
NnaO0JIcUpOK1BuMGEF3UHBENU11RXNMUlJuclpVWHIyUml 6QWANQkFBR2pTVEJITUVVROEXVWRBUVErTUR5QUVLa216aHQ
4TEY2TG1ta3d1d31Xd1RxaEZgQVVNUk13RUFZRFZRUURFd2xzYjJ0OaGJHaHZ JMINDRUVTU2dYek1jVW1vUWARUVZVIWMZ 3
TkF3RFFZSktvik1odmNOQVFFRUJRQURNWUVBUFQ1eEE0dzhQdES5TIbC9ma2gviWDNWT3dGVk1ZQVBiSk1WZONSNX1IMZ1EXT
E4272t6T194VU9weFV1IRjV5cXRPOUI1dFZFAUV3ZnNgV3hweXF1VUJPT114VUZOMFFKWWOWc3J4MDgyVOROS21uSGJIVeV
h2RUovOURvVY1t0K21TUGp1N2VtUkphVEtubnZtaEdQeXRadTVzazlyVDdPMTBISINCQkZISTIGZMRBPTwWvZHM6WDUWOUN
lcnRpZmljYXR1IPjwvZHM6WDUwWOURhAGE+PCILZX1JbmZvPjwvZHM6U21nbmFO0dXJ1Pjwvc2FtbHAGQXV0aG5SZXEF1ZXNO
Pg==</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
</msis:SignMessageResponse>
</s:Body>
</s:Envelope>

4.4 VerifyMessage Operation Examples

4.4.1 VerifyMessageRequest Example

This is an example of a message that requests verification that a SAML Message is from a known
party and signed according to the configuration for that party.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:05fbb0db-e105-448b-b127-1b£689738d75</a:MessageID>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
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<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:VerifyMessageRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>http://contoso.com/</msis:BaseUri>

<msis:SAMLRequest>PHNhbWxwOkF1dGhuUmVxdWVzdCBJRD01XzA4MTZjZjJ1iLTg2YzUtNDU2Ny04MGVILTFkZjVmYjV
JZmYzY1iIgVmVyc2lvbj0iMi4dwIiBJc3N1ZUluc3RhbnQ9IjIwMDktMTItMThUMDE 6MzE6MTMUNTcyWi IgRGVzdGluYXRp
p249Imh0dHBz018vbG97YWxob3N00jQzNDMvbnVuaXQvRmVkZXJhdGlvb1lBhc3NpdmUvIiBDb25zZW50PSJ1lcm4 6b2Fza
XM6bmEt ZXM6dGM6O6UOFNTDoyLjA6Y2%uc2VudDplbnNwZWNpZml1ZCIgeGlsbnM6c2FtbHA9INVybjpvYXNpczpuYWllcz
p0YzpTQUIMO] IuMDpwcm90b2NvbCI+PEl1zc3V1ciB4bWxucz0idXJuOm9hc21lzOm5hbWVzOnRjOINBTUwWOM1 4wOmFzc2V
ydGlvbiI+aHROcDovL2xvY2FsaG9zdC88L01zc3V1cj48ZHMAU2 1nbmF0dXJ1IHhtbG5z0mRzPSJodHRWwO18vd3d3Lncz
Lm9yZy8yMDAWLzAS5L3htbGRzaWcjIj48ZHM6U2 1nbmVkSW5mbz48ZHM6Q2Fub25pY2FsaXphdGlvbkl1dGhvZCBBbGdve
m10aG09Imh0dHA6LY93d3cudzMub3InLzIwMDEVMTAVveGlsLWV4YyljMTRulyIgLz48ZHM6U21nbmFOdXJ1ITWV0aGokIE
FsZ29yaXRobT0iaHRO0cDovL3d3dy53My5vemevMjAWMS8wNC94bWxkc21nLWlvemUjenNhLXNoYTIINiIgLz48ZHM6UmMV
mZXJ1bmN1IFVSST0iI18wODE2Y2YyYi04NmMILTQINjctODB1ZS0xZGY1ZmI1lY2ZmM2TI1iPjxkczpUcmFuc2ZvemlzPjxk
czpUcmFuc2Zvem0gQWxnb3JpdGht PSTJodHRWO18vd3d3Lnczlm9yZy8yMDAWLzZASL3htbGRzaWc ) ZW52ZWxvcGVKLXNpPZ
25hdHVyZSIgLz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemevMjAwWMS 8xMC94bWwt ZXhj LW
MxNG4jIiAvPjwvZHM6VHIhbnNmb3Jtcz48ZHMORGINZXNOTWV0aGO9kIEFsZ29yaXRobT0iaHR0OcDovL3d3dy53My5veme
VMIAWMS8WNC94bWx1bmMjc2hhMjU2TIiAVvPixkczpEaWdlc3RWYWx1ZT5FMUtyd25Ta0NYV2dKY 1 ZmTDEWM2 JaUk5jWD1G
ZWZodEFVCYmJIJVTIM3QTB] PTwvZHMO6RGINZXNOVMEsdWU+PC9kczpSZWZ1lcmVuY2U+PCO9kczpTaWduZWRIbmZvPjxkczpTa
WAuYXR1cmVWYWx1ZT5Kb2wvUDh4b1Z3ZTZNdm1QbDVzZTEGOTMZuZUSNNENWZHZWM1IRMAGpTOXVqUWOPRZFPVUSKYNEVK3
FIbWFpSUp4QlVLSGEVKOxXgWXRVUF1JRNYyc3RRONV1IVNIMbjF1Q1FQSW54S2JYZH1scndLZ0tFZDF2VnNLT 3pHal INYW5
OVHpaaGFENJJGVVRVUZFZSVNIM3ZwSEZmWUpLamzZuYzZyUmp5T19tZkINRmc9PCIkczpTaWduYXR1cmVWYWx1Z2T48S2V5
SWombyB4bWxucz0iaHR0cDovL3d3dy53My5vemcvMjAwWMC8wOS94bWxkc21nIyI+PGRzO1g1IMDIEYXRhPjxkczpYNTAS5Q
2VydGlmaWNhdGU+TU1JQ]j1gQONBVitnQXdJQOkFnSVESSktCZk1loeFNhaENCQkJIXaGwvQTBEQUS5CZ2txaGtpRz13MEJBUV
FGQURBVU1SSXdFQV1EV1FRREV3bHNiMk50YkdodmMzUXdIaGNOTURZAO1UQTEFNakkwTkRFMEFdoYO05Nemt 4 TWpoNeELIgTTF
PVFULV2pBVU1SSXdFQV1EV1FRREV3bHNiMk50YkdodmMzUXdnWjh3RFFZSktvink1odmNOQVEFFQkJRQURNWTBBTULIHSkKFv
ROJBTGpJUnpQVOhSVW1vSTVgZ3F2Q1BUuWNRDeWSERFAL1OWxtY2k5bzdDeCsraVRZcTBPOE1CVZRMNWNLAFIvZ2hXYmVab
1VVRG5yV1JZeFpRTWdyZmJIzbmw2c3Zgd0pCQjBRUzVjUOVVSzdPVIWo3eG1lGenZEU1ZEell1yeEJ3ZVRONIJHUOIMWEI zcF
NnaOJIcUpOKI1BuMGEF3UHBENU11RXNMUlJuclpVWHIyUml 6QWANQkFBR2pTVEJITUVVROEXVWRBUVErTUR5QUVLa2l6aHQ
4TEY2TG1ta3d1d31Xd1RxaEZgQVVNUk13RUFZRFZRUURFd2xzYjJ0aGJHaHZJMINDRUVTU2dYek1jVW1vUWARUVZvVIWmMZ3
TkF3RFFZSktvik1odmNOQVFFRUJRQURNWUVBUFQ1eEE0dzhQdE5TIbC9ma2gviWDNWT3dGVk1 ZQVBiSk1WZONSNX1IMZ1ExT
E42722t6T194VU9weFV1IRjV5cXRPOUI1IAFZFAUV3ZnNgV3hweXF1VUJPT114VUZOMEFFKWWOWc3J4MDgyVOROS21uSGJIVeV
h2RUoVOURvVY1t0K21TUGp1N2VtUkphVEtubnZtaEdQeXRadTVzazlyVDdPMTBISINCQkZISTIGZMRBPTwvZHM6WDUwWOUN
1cnRpZmljYXR1PJwvZHM6WDUWOURhAGE+PCOLZX1JbmZvPjwvZHM6OU2 1nbmF0dXJ1Pjwvc2EFtbHAGQXV0aG5SZXF1ZXNO
Pg==</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
</msis:VerifyMessageRequest>
</s:Body>
</s:Envelope>

4.4.2 VerifyMessageResponse Example

This is an example of a reply to a request to verify that a SAML Message is from a known party and
signed according to the configuration for that party, containing the verification response.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:05fbb0db-e105-448b-b127-1bf689738d75</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
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<s:Body>
<msis:VerifyMessageResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:IsVerified>true</msis:IsVerified>
</msis:VerifyMessageResponse>
</s:Body>
</s:Envelope>

4.4.3 VerifyMessageResponse Example Using Redirect Binding

This is an example of a reply to a request to verify that a SAML Message is from a known party and
signed according to the configuration for that party, containing the verification response. In this
example, the SAML redirect binding was employed.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid: 9525a87c-7b8b-474b-9840-eb3f202ab467</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:VerifyMessageRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>http://contoso.com/</msis:BaseUri>

<msis:SAMLRequest>7b0HYBxJ1iUmL23Ke39K9UrX4HShCIBgEYTYKEAQ7MGIzeaS7BlpRyMpaygBymVWZV1mEkDM7Z2
8995777333nvvvEe60510J/££f/29cZmOBbPbOStrdniGAgsgfP358H2z81HjfZ201w901638+Wr/Bet86ZNz55+9tHvv30w
++n0fG+yffDp9P72/v1PH2wE70T59u7s/P755P70/Pze5KP0J/06Karlzx/tjXc+Ss+azp2fLZs2W7b00c70w+3dve3dyg
zc7ud /u7T7avTd+sLv7Ux+1T6mXYpml/0a8bVEiNo7t3y2galfOgaR/t39u/d3e5Xhbt3WE5LK+54cusaYrL/O5H6UmlbH
J0sK6X76gsKZpHy2yRN4/a6aPXx188f0S4PJpKo0frZbPKp8V5kc8+St8tymXziEe8+elVXbXVtCo/OnrMY6rllcOvEYJ
5DVQ/0sKY/CHAfXxX4BwI9vtsn+NH/Aw==</msis:SAMLRequest>

<msis:RedirectBindingInformation>

<msis:Signature>Gd1KRh71Ko9hiCiS2UoDJ4fSCpleCB0ZuS5GGDY1liellmaMc3zX/EwalHd+f0Z+Nchzdn5rhrEjznl
5KmV3jdtBDgocf2z3C/U/3HeKVde5eqC7NPchGOHhmotd1lIk2KzxmMgOW9st8m4d fpLgqrx390oVInLOrIfMs3x9IFg3CoC
k=</msis:Signature>

<msis:SigAlg>http://www.w3.0rg/2001/04/xmldsig-morefrsa-sha256</msis:SigAlg>

<msis:QueryStringHash>ci5RuRIGSZR2Tz4smxkIL1TUlzqAzYP4Pz798X2Z0cc=</msis:QueryStringHash>
</msis:RedirectBindingInformation>
</msis:Message>
</msis:VerifyMessageRequest>
</s:Body>
</s:Envelope>
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4.5 Logout Operations Examples

4.5.1 LogoutRequest Example

This is an example of a message requesting that a SAML logout be performed.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:17817720-c31e-48e8-8904-067aacl99c8d</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:LogoutRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>https://localhost:4343/nunit/FederationPassive</msis:BaseUri>

<msis:SAMLRequest>PHNhbWxwOkxvZ291dFJ1cXV1c3QgSUQ9I184N2YyMmUyNilmMTcwLTQ4ZDQtODEWMS11N2RhODY
XNWJI1OWULiIFZ1lcnNpb249IjIuMCIgSXNzdWVJIbnNOYWS50PSIyMDASLTEYLTE4VDAXOjJMx0OjIyLjcONVoiIERLIc3RpbmE0
aW9uPSJodHRwczovL2xvY2FsaG9zdDo0MzQzL251bml10L0Z1ZGVyYXRpb25QYXNzaXZ1IiBDb25zZW50PSJ1lcmd 6b2Fza
XM6bmFtZXM6dGM6UOFNTDoyLjA6Y29uc2VudDplbnNwZWNpZml1ZCIgTm90T25PckFmdGVyPSIyMDASLTEYLTE4VDAXO]
M203IyLjcONVoiTIHhtbG5zOnNhbWxwPSJlcmd 6b2FzaXMebmFtZXM6dGM6UOFNTDoyLjA6cHIVAGIjb2wiPjxJc3N1ZXT
geGlsbnM9InVybjpvYXNpczpuYWllczpO0YzpTQU1IMOJjIuMDphcec3NlcnRpb24iPmh0dHAG6LY 9sb2NhbGhve3QvPC9Jc3N1
ZXI+PGRzO1NpZ25hdHVyZSB4bWxuczpkcz0iaHROcDovL3d3dy53My5vemecvMjAwWMC8wOS94bWxke21nIyI+PGRzZO1NPZ
251ZE1uZm8+PGRzOkNhbmOuaWNhbG1l 6YXRpb25NZXRob20gQWxnb3JpdGht PSJodHRWO1i8vd3d3LnczLm9yZy8yMDAxXLz
EwL3htbCl1eGMtYzEObiMiIC8+PGRzO1NpZ25hdHVyZUl1dGhvZCBBbGdveml0aG09Imh0dHA6LYy93d3cudzMub3JnLzT
wMDEVMDQveGlsZHNpZyltb3J1I3JzYS1zaGEYNTYiIC8+PGRz01J1ZmVyZW53ZSBVUkk9IiNfODAmMjJIMIYtZJE3MCO0
OGQOLTgxMDEtZTdkYTg2MTViZT11Ij48ZHM6VHIhbnNmb3Jtcz48ZHM6VHIhbnNmb3JtIEFsZ29yaXRobT0iaHROcDovL
3d3dy53My5vemcvMIAWMC8wOS 94bixkc21nI2VudmVsb3B1lZClzaWduYXR1cmUiIC8+PGRzO1IRyYW5zZm9ybSBBbGdvem
10aG09Imh0dHA6LY93d3cudzMub3JnLz IwMDEVMTAveGlsLWV4YyljMTRuIyIgLz48L2RzO1RyYW52Zm9ybXM+PGRzOkR
pZ22VzdE11dGhvZCBBbGdveml0aG09Imh0dHA6LY93d3cudzMub3JInLz IwMDEVMDQveGlsZW5jI3NoYTI1INiIgLz482ZHM6
RGINZXNOVMFsdWU+R1pzcGVKUkVNV2c2Q09PdG4rZnR4S1RPejgzTyIHUTBOVC I YkJ2cmNWNDO8L2RzOkRpZ2VzdFZhb
HV1PjwvZHM6UMVMZXJI1lbmN1PjwvZHM6U2 lnbmVkSW5mbz48ZHM6U2 1nbmF0dXJ1VmEsdWU+bEtS5ME9QKzc0KzE1bG1RdAE
VBOSsxUzRSMjJ3dGIHYWS5wN1g4bGhDQU1xeStUbTZoREIrdC9pQU1lmdi 9hM3c2dUR3eXVYV11iemVOTW5qUmIFQVdZemFE
GZXRwZ3NwSFBYaktFWVUxbDJia01lWekZiVEVVQjEWRMENTkdATVjdgRGtsZWtLb21ReGR5Q03FuSFMxcG8rcjEyelRDV3hM
TONJK3pZbklpMUp6WXk0PTwvZHM6U2 1nbmF0dXJ1VmFsdWU+PEtleUluZm8geGlsbnM9Imh0dHA6LyYy93d3cudzMub3JnL
zIwMDAVMDkveGlsZHNpZyMiPjxkczpYNTASRGFOYT48ZHM6WDUWOUNLcnRpZml jJYXR1Pk1JSUISakNDQVYrZ0F3SUJBZ0
1RUkpLOMZNaHhTYWhDQkJCV2hsLOEWREFOQmdrcWhraUc5dzBCQVFRRKFEQVVNUk13RUFZRFZRUURFdA2xzYj JOaGJHaHZ
JM1F3SGhjTkl1EWXANVEEXTWpJMESERTBXaGNOTXpreE1gTXhNakOxT1RVNVAgQVVNUk13RUFZRFZRUURFA2x2zYjJOaGJH
aHZjM1F3Z104d0RRWUpLb1lpJaHZjTkFRRUJCUUFEZ 1kwQU1JROpBb0dCQUxgSVI6UFdIUlVpbOklamdxdkJQOblp0Q31uR
ERQONT1sbWNpOW83Q3grK21UWXEwTzhNQ1c0ZjViS3RSL2doV2J1WmIVVURuUc1ZSWXhaUUlncmZic25sNnN2andKQkIwUV
M1Y1INFb0s3T1VgN3hpRnIJ2RFNWRHpZcnhCd2VUejZSRINNZ1hCM3BTZ2tCSHFKACtQbjBhd1BwRDVNAUVzTFJSbnJavVVvh
yM1JpekFnTUJBQUAqUIRCSE1FVUdABMVVkQVFRKO1EeUFFS2tpemh0OEXGNkxtbWt3Z2Xd5V3dUcWhGakFVTVJIJAdOVBWURW
UVFERXdsc2IyTmhiR2h2YzNTQOVFULINnWHpJY1VtblFnUVEWb1pmd05BA0RRWUpLblpJaHZjTkFRRUVCUUFEZ11FQVBUN
XhBNHc4UHROSGwvZmtoLlgzVk9I3R1ZNWUFQYkpNVmdDbDV5TGZRMUxONmdrek4veFVPcHhVZUY1eXF0Tz1PAXRWRXVEd2
27zald4cH1xZVVCT09ZeFVGADBRS11vVnNyeDA4M1dETktpbkhiVX1YdkVKLz1Eb2IrdCtpUlBgdTd1lbVJIKYVRLbm52bWh
HUH10WnU1lc2s5clQ3TzEwSEpTQkJGSEkyRmZkQT08L2Rz01g1lMD1DZXJ0aWZpY2F0ZT48L2Rz01g1lMDIEYXRhPjwvS2V5
SWombz48L2RzO1NpZ25hdHVyZT48TmFtZULETIHhtbG5zPSJlcm4 6b2FzaXM6bmEt ZXM6dGM6UOFNTDoyLjA6YXNZzZXJ0a
WOuIj5iYXI8LOShbWVJIRD48c2FtbHAGU2VZzc21lvbkluZGV4PjAWMDwVC2FtbHAGU2VZc21vbkluZGV4Pjwvc2EFtbHAGTG
9nb3V0UmMVxdWVzdD4=</msis:SAMLRequest>
<msis:PostBindingInformation></msis:PostBindingInformation>
</msis:Message>
<msis:SessionState>http%3a%2f%2flocalhost%2f&True&aaa&s&&&s&lll</msis:SessionState>
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<msis:LogoutState>http%3a%2fs2fexternalrp%2fscope? ID??http%3a%2f%2fexternalrp%2fscope&Falses
f00&&&&?ID?</msis:LogoutState>

</msis:LogoutRequest>
</s:Body>
</s:Envelope>

4.5.2 LogoutResponse Example

This is an example of a reply to a request that a SAML logout be performed, which contains the
updated SessionState and LogoutState values.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:17817720-c31e-48e8-8904-067aacl99c8d</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:LogoutResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:LogoutStatus>InProgress</msis:LogoutStatus>
<msis:Message>
<msis:BaseUri>https://localhost:4343/SLO/RedirectResponse</msis:BaseUri>

<msis:SAMLResponse>7b0HYBxJ1iUmL23Ke39K9UrX4HShCIBgEYTYKEAQ7MGIzeaS7BlpRyMpqygBymVWZV1ImFkDM7Z
28995777333nvvvie60510J/f£f/z29cZmQBbPbOStrIniGAgsgfP358Hz81HjfZ01lw9el5dVOv2Vd6sgmWTp2dPP/vo958
9zD69n+/vbM8e773Y3t+/vIN9cIDvbO/s3N+£f3D+/n+2cTz5KfzKvm6JafvbR3njno/Ssadb52bJps2VLH+3sPNze3dve
PXizs/vo3u6jvb3xgdcPfuqgj9GnetMUya/nNeduumkd375bVNCvnVdM+2r+3f+/u6+df3n2Vz406nlrMPkpP8APAL/XyU
ZULIRfNomS3y51E7ffT6+IvnjwiPRINPp9IGiObFb5tDgv8hnhtjRQO31Q0vIMHS53t7+d6n2+e7D3a29wom+9sHuzu72/mDWX
bw6e79S£6QuUNU3KIENIybS515XddVIW06r860gxE6GWVze/1DVNXOMIHx2BCD4AN7j6+K3C0dIpetlm7bsK/TapzZnv5kvg7
zzf003PrRg/wXrYnwef1Revfo8d0Qrv4ZcsLR/wM=</msis:SAMLResponse>
<msis:RedirectBindingInformation>

<msis:Signature>AIN+zc9QDY7YZ65zRXz00b4RMuE1AGEPUok37NCdAWvubEJ4E3awvi8Ieu+v+LsDhBd+zXZmjb7NDU
XUcoTzgloFNoWhlbg340rMitR4FbGDOMpwByY1VIimy2MXN7/nZvAD+2en+Pd+bkk4 POKMH7PPCQsboj63CyzREGNV+R81IME
Y=</msis:Signature>
<msis:SigAlg>http://www.w3.0rg/2001/04/xmldsig-morefrsa-sha256</msis:SigAlg>
</msis:RedirectBindingInformation>
</msis:Message>
<msis:SessionState>http%3a%2f%$2flocalhost%2f&Truesaaas&&s&&lll</msis:SessionState>

<msis:LogoutState>http%3a%2f%2fexternalrp%2fscope? ID??http%3a%2f%2fexternalrp%2fscope&Falses
foo&&&&?ID?</msis:LogoutState> a
</msis:LogoutResponse>
</s:Body>
</s:Envelope>

4.5.3 LogoutRequest Example - Locally Initiated

This is an example of a message requesting that a SAML logout be performed. In this example, the
request is being sent to the endpoint on the local host.
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<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:1fec3465-1008-490d-aeb2-da%9%b4df4a3d2</a:MessageIlD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:LogoutRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:SessionState></msis:SessionState>
<msis:LogoutState></msis:LogoutState>
</msis:LogoutRequest>
</s:Body>
</s:Envelope>

4.5.4 LogoutResponse Example:Final Response to Locally Initiated Request

This is an example of a reply to a request that a SAML logout be performed, which contains the
updated SessionState and LogoutState values. In this example, the final response to a locally
initiated logout request is shown.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:1fec3465-1008-490d-aeb2-da9b4dfd4a3d2</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:LogoutResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:LogoutStatus>LogoutSuccess</msis:LogoutStatus>
<msis:SessionState></msis:SessionState>
<msis:LogoutState></msis:LogoutState>
</msis:LogoutResponse>
</s:Body>
</s:Envelope>

4.5.5 LogoutRequest Example with SAMLResponse and RelayState

This is an example of a message requesting that a SAML logout be performed. In this example, the
request contains both a SAMLResponse and RelayState.
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<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequest</a:Action>
<a:MessageID>urn:uuid:9aaaf%el19-93b7-46e5-afb8-24804341d435</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">net.tcp://localhost/samlprotocol</a:To>
</s:Header>
<s:Body>
<msis:LogoutRequest
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:ActivityId>00000000-0000-0000-0000-000000000000</msis:ActivityId>
<msis:Message>
<msis:BaseUri>https://localhost:4343/nunit/FederationPassive</msis:BaseUri>

<msis:SAMLResponse>PHNhbWxwOkxvZ291dFJ1c3BvbnNIIEIEPSIJENTNiMzFkNzEtODUXNSOONS ZmLTh1 ZTAtMTY1INT
11Y3BjMjl1IiBWZXJzaWIuPSIyLjAiIEl1zc3V1ISW5zdGFudD0iMjAWOS0xMiOxOFQWMTozMToyMy4yNzZaIiBEZXNOaW5
hdG1lvbj0iaHROcHM6LY9sb2NhbGhve3Q06NDMOMy 9udW5pdCIGZWR1IcmFO0aWouUGFzc212Z2SIg029%uc2VudD0idXJuOm9h
c21z0m5hbWVzOnRJOINBTUW6Mi4wOmNvbnN1bnQ6dW5zcGVjaWZpZWQiIE1luUmVzcGOuc2VUbz01iQ3VycmVudE1EIiB4b
WxuczpzYWlscD01dXJuOm9hc21zO0m5hbWVzOnRIJOINBTUW6Mi4dwOnByb3RvY29sIj48SXNzdWVyIHhtbG5zPSJ1lcm4 6b2
FzaXM6bmFtZXM6dGM6UOFNTDoyLIAG6YXNZzZXJ0aW9ulj50dHRWO18vbG9)YWxob3N0LzwvSXNzdWVyPjxkczpTaWduYXR
1lcmUgeGlsbnM6ZHMOImhOdHAG6LY93d3cudzMub3JInLz IwMDAVMDkveGlsZHNpZyMiPjxkczpTaWduZWRIbmZvPjxkczpD
YW5vbmljYWxpemF0aWouTWV0aGOkIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemevMjAwMS 8xMC 94bWwt ZXhj LWMxN
G4jIiAvPixkczpTaWduYXR1cmVNZXRob2Q0gQWxnb3JIJpdGht PSTJodHRWO18vd3d3Lnczlm9yZy8yMDAXLzAOL3htbGRzaW
ctbW9yZSNyc2Etc2hhMjU2TiAvPIxkczpSZWZ1lcmVuY2UgVVIJPSIjXzUzYjMxZDcxLTgIMTUENDY2Z104 ZWUwLTE2NTU
5ZWIwYzI5ZSI+PGRzOIRyYW5zZmOybXM+PGRzO1RyYW5zZm9ybSBBbGdveml0aG09Imh0dHA6LY93d3cudzMub3JnLzIw
MDAvVMDkveGlsZHNpZyNlbnZlbGO9wZWQtc2lnbmFO0dXJ1IiAvPjxkczpUcmFuc2Zvem0gQWxnb3JpdGht PSTJodHRwO1i8vd
3d3LnczLm9yZy8yMDAxLzEWL3htbC1l1eGMtYzEObiMiIC8+PC9kczpUcmFuc2ZvemlzPjxkczpEaWdlc3RNZXRob2QgQW
xnb3JpdGhtPSJodHRWO18vd3d3Lnczlm9yZy8yMDAXLzAOL3htbGVuYyNzaGEYNTYiIC8+PGRzOkRpZ2VzdFZhbHV1PkN
WOO0doaktMajdYaUoxdzBzYThHT1ZDemlEVWoOMEBYb2R3ajVRRnYrOUUSPCO9kczpEaWdlc3RWYWx1ZT48L2Rz01J1ZmVy
ZW53ZT48L2RzO1NpZ251ZE1uZm8+PGRz0O1NpZ25hdHVyZVZhbHVIPkt FOMZDAWh5YWxDO3cyVVACRZFMAUAIW1ErY1p4T
11HSTRiaFYwb31WMX1CY3FZVUdrek5Ja0lpV3JjanJd6bDVZNHhyVndYSkRsY01Ka2hHTENzcl11CTDROU201ZHBBMU9hd2
VRMSs50nMxSm91bHAyc2dhL10ozRzFYRZz1BNOV5d2JGSSswRnZ zWUNqQUGXIWWFRAUNIeitRUJBORWppSGIwY1dFY2dvbkp
SNDO8L2RzO1NpZ25hdHVyZVZhbHV1PIxLZX1JbmZvIHhtbG5zPSJodHRWO18vd3d3Lnczlm9yZy8yMDAwWLzASL3htbGRz
aWcjIj48ZHMO6WDUWOURhAGE+PGRz0O1g1MD1DZXJ0aWZpY2F0ZT5NSULCOWPpDOOFWK2dBA01COQWAJUVIKSO0ImTWh4U2FoQ
0JCQ1dobCI9BMERBTkJna3Foa2lHOXcwQkFRUUZBREFVTIVJJAOVBWURWUVFERXdsc2IyTmhiR2h2YzNRAOhoYO5NRF13TV
RBMU1gSTBOREUWV2hjTkl6a3hNakl4TWpNMUUVTVXakEFVTVJIJdOVBWURWUVFERXdsc2IyTmhiR2h2YzNRd2daOHdEUV1
KS29aSWh2Y05BUUVCQ1FBRGAZMEFNSUdAKQWIHQkFMaklSelBXSFIVaW9INWpncXZCUG5adENSbkREUDUSbG1jaT1vNON4
KytpVF1xME84TUJXNGY1Y0t0Ui9naFdiZVpvVVVEbnJWU114W1FNZ3JmYnNubDZzdmp3SkJCMFFTNWNTRWOLNO9Vajd4a
UZydkRTVKR6WXJ4Qnd1VHO2UkdTTWZYQjNwU2drQkhxSnQrUG4wYXdQcEQITXVFc0xSUmSyW1lVYcjJSaXpBZ01CQUFHal
NUQkhNRVVHQTFEFVZEFRUStNRH1BRUtraXpodDhMRj ZMbW1rd2V3eVd3VHFoRmpBVU1SSXdFQV1EV1IFRREV3bHNiMk50Ykd
odmMzUONFRVNTZ1h6SWNVbWIRZ 1FRVM9aZndOQXdEUV1KS29aSWh2Y05BUUVFQlFBRGAZRUFQVDV4A4QTR30OFBOTkhsL2Zr
aC9YM1ZPdOZWTV1IBUGJKTVZnQ2wleUxmUTFMTjZna3pOL3hVT3B4VWVGNX1xdE85T3VOVkVIRXdmc2pXeHB5CcWVVQk 9PW
XhVRnQwUUpZblZzcngwODJXRESLaWSIY1VS5WHZES185RGI91K3Q0ravVNQanU3ZW1lSSmEFUS25udml oR1IB5dFp 1 NXNrOXJUNO
8xMEhKUOJCRkhJMkZmZEE9PCOkczpYNTASQ2VydGlmaWNhdGU+PCO9kczpYNTASRGFOYT48L0t1eUluZm8+PCO9kczpTaWd
UYXR1cmU+PHNhbWxwOINOYXR1cz48c2FtbHAGU3RhdAHVZQ29kZSBWYWx1ZT01dXJuOm9hc21z0m5hbWVzOnRjOINBTUWG
Mi4wOnNOYXR1czpTdWNJZXNzIiAvPjwvc2FtbHA6U3RhAHVZPjwvc2FtbHAGTGINb3VOUMVzcGOuc2U+</msis : SAMLRe
sponse>
<msis:PostBindingInformation>
<msis:RelayState>RelayState</msis:RelayState>
</msis:PostBindingInformation>
</msis:Message>

<msis:SessionState>http%3a%2f%$2fexternalrp%2fscope&False&foo&&s&&000</msis:SessionState>

<msis:LogoutState>http%3a%2f%2fexternalrp%2fscope?ID??http%3a%2f%2flocalhost%2f&True&foo&&&&?
CurrentID?urn%3aocasis%3anames%3atc%3aSAML%3a2.0%3astatus%3aSuccess</msis:LogoutState>
</msis:LogoutRequest>
</s:Body>
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</s:Envelope>

4.5.6 LogoutResponse Example with SAMLRequest and RelayState

This is an example of a reply to a request that a SAML logout be performed, which contains the
updated SessionState and LogoutState values. In this example, the response is to a request where
the request contains both a SAMLResponse and RelayState.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">
<s:Header>
<a:Action
s:mustUnderstand="1">http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/Proc
essRequestResponse</a:Action>
<a:RelatesTo>urn:uuid:%aaa9%el19-93b7-46e5-afb8-24804341d435</a:RelatesTo>
<a:To s:mustUnderstand="1">http://www.w3.0rg/2005/08/addressing/anonymous</a:To>
</s:Header>
<s:Body>
<msis:LogoutResponse
xmlns:msis="http://schemas.microsoft.com/ws/2009/12/identityserver/samlprotocol/">
<msis:LogoutStatus>InProgress</msis:LogoutStatus>
<msis:Message>
<msis:BaseUri>https://externalrp:4343/SLO/RedirectRequest</msis:BaseUri>

<msis:SAMLRequest>7b0HYBxJ1iUmL23Ke39K9UrX4HShCIBgEYTYKEAQTMGIzeaS7BlpRyMpqgygBymVWZV1mEFkDM7Z2
8995777333nvvvEe60510J/££f/29cZmOBbPbOStrdniGAgsgfP358Hz81HjfZ0lw9el5dVOv2VE6L1innTpmdPP/vo988 £
5vd39/J8e+fBwiWx7//7+dPvhvXyyPdmdZg/vHOweTrL7H6U/mddNUSO/+2hvvPNRetY06/xs2bTZsqWPdnYebu/ube8ev
NnZfXRv99HevEiGIvYOf+ih9Sr0Uy6z1N+dtu20e3b2bv2vzepmV9erR/r39e3dfP//y7qt8VtT51GD2UXpSLZscwNf181
GVNUXzaJkt8uzZR0330+viL548I50dTafRoviWxW+bQ4L/LZR+mLgv1y+WVIfE699HD710H2b1Eum0dM1ls29rOgqgrazV+dH
RYx53La%ufilrmrzGuD86wrhp2GUlzcp51bR3H98VOEePX9B7Z0/fE955VT2+K28e6bS+zhvMztlylr872tnZeXw38rnb
MOCBo/8H</msis:SAMLRequest>
<msis:RedirectBindingInformation>
<msis:RelayState>RelayState</msis:RelayState>

<msis:Signature>TgTFsKkfCEEtm6iul8kZzRzx0O0gCxAgelkobQaaS6vV8iXeqmIAdYBvZeTykQaif3KYp5SherIoevs
MXA1P7KwX/GG/805e6QbNiBZTn48Cti+YJF7yqCZ5HPX/gRg9e9CL8LVvMvy8hBa8rDnDOH3eRZFWQONSzJzdVSgs+TNAX+
4=</msis:Signature>
<msis:SigAlg>http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256</msis:SigAlg>
</msis:RedirectBindingInformation>
</msis:Message>
<msis:SessionState></msis:SessionState>

<msis:LogoutState>http%3a%2f%2fexternalrp%2fscope?ID??http%3a%2f%2fexternalrps2fscope&Falses&t
00&&&&&000? e9e512ee-078d-454c-93eb-
blca958b9bag?urn%3aoasis%3anames%3atc%3aSAML%3a2.0%3astatus%3a$uccess</msis:LogoutState>
</msis:LogoutResponse>
</s:Body>
</s:Envelope>
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5 Security

5.1 Security Considerations for Implementers

Implementers must ensure that SSL is used to authenticate between clients and servers on different
machines, and that the server is the intended server referred to by the server endpoint.
Implementers must ensure that the remote client role authenticates to the server role such that the
server can trust the client to perform SSL client certificate authentication where appropriate.
Otherwise there are no specific security considerations beyond those specified in normative
references.

5.2 Index of Security Parameters

None.
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6 Appendix A: Full WSDL

For ease of implementation, the full Web Services Description Language (WSDL) is provided
below:

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:wsalO="http://www.w3.0rg/2005/08/addressing"
xmlns:wsx="http://schemas.xmlsoap.org/ws/2004/09/mex"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
xmlns:wsap="http://schemas.xmlsoap.org/ws/2004/08/addressing/policy"
xmlns:msc="http://schemas.microsoft.com/ws/2005/12/wsdl/contract"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata"
xmlns:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl" xmlns:tns="http://tempuri.org/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
targetNamespace="http://tempuri.org/" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">

<wsdl:types />

<wsdl:portType name="ISamlProtocolContract" />

<wsdl:portType name="IAnyActionContract" />

<wsdl:binding name="DefaultBinding ISamlProtocolContract" type="tns:ISamlProtocolContract">

<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />
</wsdl:binding>
<wsdl:binding name="DefaultBinding IAnyActionContract" type="tns:IAnyActionContract">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" />

</wsdl:binding>

</wsdl:definitions>

47/ 54

[MS-SAMLPR] — v20110610
Security Assertion Markup Language (SAML) Proxy Request Signing Protocol Specification

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011


%5bMS-GLOS%5d.pdf

7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows Server® 2003 R2 operating system

= Windows Server® 2008 operating system

= Windows Server® 2008 R2 operating system

= Active Directory Federation Services (ADFS) 2.0

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 3.1.3: AD FS 2.0 does use the SOAP endpoint address net.tcp://localhost/samlprotocol
to establish local connections and the SOAP endpoint address

https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com
represents the STS server domain name, to establish remote connections.

<2> Section 3.2.3: AD FS 2.0 does use the SOAP endpoint address net.tcp://localhost/samiprotocol
to establish local connections and the SOAP endpoint address

https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com
represents the STS server domain name, to establish remote connections.

<3> Section 3.3.3: AD FS 2.0 does use the SOAP endpoint address net.tcp://localhost/samlprotocol
to establish local connections and the SOAP endpoint address

https://contoso.com/adfs/services/trust/samlprotocol/proxycertificatetransport, where contoso.com
represents the STS server domain name, to establish remote connections.
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8 Change Tracking

This section identifies changes that were made to the [MS-SAMLPR] protocol document between the
May 2011 and June 2011 releases. Changes are classified as New, Major, Minor, Editorial, or No
change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

* The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

* Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.
» Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.
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Protocol syntax updated due to protocol revision.

Protocol syntax removed due to protocol revision.

New content added for template compliance.

Content updated for template compliance.

Content removed for template compliance.

Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.

Some important terms used in the change type descriptions are defined as follows:

Protocol syntax refers to data elements (such as packets, structures, enumerations, and
methods) as well as interfaces.

Protocol revision refers to changes made to a protocol that affect the bits that are sent over

the wire.

The changes made to this document are listed in the following table. For more information, please
contact protocol@microsoft.com.

Major
change

Tracking number (if applicable) (Y or Change
Section and description N) type
1.1 64517 Y Content
Glossary Updated [SAMLCore] references to [SAMLCore2]. updated.
1.2 Added explanatory statement regarding the removal N Content
References of the publishing year from Microsoft Open updated.

Specification document references.
1.2.1 64517 Y Content
Normative Updated the [SAMLCore] references to [SAMLCore2]. updated.
References
1.3 64517 Y Content
Overview Updated the [SAMLCore] reference to [SAMLCore2]. updated.
2.2.1 64517 Y Content
Namespaces Updated the [SAMLCore] references to [SAMLCore2]. updated.
2.2.5.2 64517 Y Content
PrincipalTypes Updated the [SAMLCore] references to [SAMLCore2]. updated.
3.1.4.7 64534 Y New content
Status Codes for Added section. added.
Operations
3.1.4.7.1 64534 Y New content
Element <Status> Added section. added.
3.1.4.7.2 64534 Y New content
Element Added section. added.
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Major
change
Tracking number (if applicable) (Y or Change

Section and description N) type
<StatusCode>
3.1.4.7.3 64534 Y New content
Element Added section. added.
<StatusMessage>
3.1.4.7.4 64534 Y New content
Element Added section. added.
<StatusDetail>
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