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Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights.

= Fictitious Names. The example companies, organizations, products, domain names, e-mail
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.
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Revision Summary

Date Revision History Revision Class Comments

03/14/2007 1.0 Major Updated and revised the technical content.
04/10/2007 1.1 Minor Updated the technical content.
05/18/2007 1.2 Minor Added additional references

06/08/2007 1.2.1 Editorial Revised and edited the technical content.
07/10/2007 1.7 Minor Updated the technical content.
08/17/2007 1.8 Minor Monthly Release

09/21/2007 1.9 Minor Updated the technical content.
10/26/2007 2.0 Minor Monthly Release

01/25/2008 2.1 Minor Updated the technical content.
03/14/2008 2.2 Minor Updated the technical content.
06/20/2008 2.3 Minor Updated the technical content.
07/25/2008 2.4 Minor Updated the technical content.
08/29/2008 2.5 Minor Updated the technical content.
10/24/2008 2.6 Minor Updated the technical content.
12/05/2008 2.7 Minor Updated the technical content.
01/16/2009 2.8 Minor Updated the technical content.
02/27/2009 2.8.1 Editorial Revised and edited the technical content.
04/10/2009 3.0 Major Updated and revised the technical content.
05/22/2009 4.0 Major Updated and revised the technical content.
07/02/2009 5.0 Major Updated and revised the technical content.
08/14/2009 6.0 Major Updated and revised the technical content.
09/25/2009 7.0 Major Updated and revised the technical content.
11/06/2009 8.0 Major Updated and revised the technical content.
12/18/2009 9.0 Major Updated and revised the technical content.
01/29/2010 10.0 Major Updated and revised the technical content.
03/12/2010 11.0 Major Updated and revised the technical content.
04/23/2010 12.0 Major Updated and revised the technical content.
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Date Revision History Revision Class Comments

06/04/2010 13.0 Major Updated and revised the technical content.
07/16/2010 14.0 Major Significantly changed the technical content.
08/27/2010 15.0 Major Significantly changed the technical content.
10/08/2010 16.0 Major Significantly changed the technical content.
11/19/2010 17.0 Major Significantly changed the technical content.
01/07/2011 18.0 Major Significantly changed the technical content.
02/11/2011 19.0 Major Significantly changed the technical content.
03/25/2011 20.0 Major Significantly changed the technical content.
05/06/2011 21.0 Major Significantly changed the technical content.
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1 Support

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site, Protocol Reference
Archive, as an additional source.
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2 External References

[ADDLG] Microsoft Corporation, "Security Briefs: Credentials and Delegation", September 2005,
http://msdn.microsoft.com/en-us/magazine/cc163740.aspx

[ADFOLDING] Microsoft Corporation, "CompareString Function", http://msdn.microsoft.com/en-
us/library/ms647476.aspx

[AHO-ULLMAN] Aho, A., Sethi, R., and Ullman, J., "Compilers: Principles, Techniques, and Tools",
Addison-Wesley, January 1986, ISBN: 0201100886.

[ANSI-131-1994] American National Standards Institute, "Information Systems - Small Computer
Systems Interface-2 (SCSI-2)", ANSI INCITS 131-1994 (R1999),
http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+INCITS+131-1994+(R1999)

Note There is a charge to download the specification.

[ANSI/INCITS-397-2005] ANSI, "AT Attachment with Packet Interface - 7", (ATA/ATAPI-7) Volumes
1-3, http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+INCITS+397-2005+Package

Note There is a charge to download the specification.

[ANSI/INCITS-451-2008] ANSI, "AT Attachment-8 - ATA/ATAPI Architecture Model (ATA8-AAM)",
http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS+451-2008

Note There is a charge to download the specification.

[ANSI/INCITS-457-2010] ANSI, "Serial Attached SCSI - 2 (SAS-2)",
http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS+457-2010

Note There is a charge to download the specification.

[AT] Sidhu, G., Andrews, R., and Oppenheimer, A., "Inside AppleTalk, Second Edition", New York:
Addison Wesley, 1990, ISBN: 0201550210.

If you have any trouble finding [AT], please check here.

[AUPOLICY] Microsoft Corporation, "Configure Automatic Updates by Using Group Policy",
http://technet2.microsoft.com/WindowsServer/en/Library/51c8a814-6665-4d50-a0d8-
2ae27e69ca7c1033.mspx

[BELL] Bellovin, S. and Merrit, M., "Limitations of the Kerberos Authentication System", 1991,
http://www.cs.columbia.edu/~smb/papers/kerblimit.usenix.pdf

[C311] The Open Group, "DCE 1.1: Authentication and Security Services--Document Number C311",
October 1997, http://www.opengroup.org/onlinepubs/9668899/

[C705] The Open Group, "DCE 1.1: Directory Services", C705, August 1997,
http://www.opengroup.org/public/pubs/catalog/c705.htm

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
http://www.opengroup.org/public/pubs/catalog/c706.htm

[CC] International Organization for Standardization, "Information Technology -- Security Techniques
-- Evaluation Criteria for IT Security -- Part 3: Security Assurance Requirements", ISO/IEC 15408-3,
October 2005, http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40614

Note There is a charge to download the specification.
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[CIFS] Leach, P. and Naik, D., "A Common Internet File System (CIFS/1.0) Protocol", March 1997,
http://www.microsoft.com/about/legal/protocols/BSTD/CIFS/draft-leach-cifs-vl-spec-02.txt

[CIFSPRINT] Leach, P. and Naik, D., "CIFS Printing Specification Preliminary Draft", January 1997,
http://tools.ietf.org/id/draft-leach-cifs-print-spec-00.txt

[CIFSSMB] Microsoft Corporation, "CIFS Protocol", http://msdn.microsoft.com/en-
us/library/Aa302240.aspx

[CIMC-PP] National Security Agency (NSA), "Certificate Issuing and Management Components
Family of Protection Profiles", Version 1.0, October 2001,
http://www.commoncriteriaportal.org/files/ppfiles/PP_CIMCPP SL1-4 V1.0.pdf

[CODEPAGEFILES] Microsoft Corporation, "Windows Supported Code Page Data Files.zip", 2009,
http://www.microsoft.com/downloads/details.aspx?FamilyID=5fdc09fb-afec-4c2a-9394-
6d046841eace&displaylang=en

If you have any trouble finding [CODEPAGEFILES], please check here.

[CODEPG] Microsoft Corporation, "Code Pages”,
http://www.microsoft.com/globaldev/reference/cphome.mspx

If you have any trouble finding [CODEPG], please check here.

[CRYPTO] Menezes, A., Vanstone, S., and Oorschot, P., "Handbook of Applied Cryptography", 1997,
http://www.cacr.math.uwaterloo.ca/hac/

[DALB] Dalbey, J., "Pseudocode Standard", May 2008,
http://users.csc.calpoly.edu/~jdalbey/SWE/pd| std.html

[DEVMODE] Microsoft Corporation, "DEVMODE", http://msdn.microsoft.com/en-
us/library/dd183565(VS.85).aspx

[DFS-R WMI] Microsoft Corporation, "DFSR WMI Classes", http://msdn.microsoft.com/en-
us/library/bb540028.aspx

Note This WMI management interface is exposed as a public API in Windows Server 2003 R2,
Windows Server 2008, and Windows Server 2008 R2 A .mof file publishing the capabilities of the
WMI provider associated with DFS-R is included in the DFS-R distribution under
%%SYSTEM_ROOT% % \webm\dfsrprov.mof.

[DIALOGUE] Bryant, B. and Ts'o, T., "Designing an Authentication System: A Dialogue in Four
Scenes", February 1997, http://web.mit.edu/kerberos/www/dialogue.html

[DIX-ETHERNET] Digital Equipment Corporation, Intel Corporation, and Xerox Corporation, "The
Ethernet, A Local Area Network: Data Link Layer and Physical Layer Specification", Version 2.0,
November 1982.

[DMTF-DSP004] Distributed Management Task Force, "Common Information Model (CIM)
Infrastructure Specification", Version 2.3, October 2005,
http://www.dmtf.org/standards/published documents/DSP0004V2.3 final.pdf

[DMTF-DSP0226] Distributed Management Task Force, Inc., "Web Services for Management (WS-
Management) Specification", Version 1.0.0, February 2008,
http://www.dmtf.org/standards/published documents/DSP0226 1.0.0.pdf

[DMTF-DSP0227] Distributed Management Task Force, Inc., "CIM Binding Specification (WS-
Management)", Version 1.0.0a, http://www.dmtf.org/standards/published documents/DSP0227.pdf
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Note Membership is required to access [DMTF-DS00227].

[DMTF-DSP0230] Distributed Management Task Force, Inc., "WS-CIM Mapping Specification",
Version 1.0.0a, http://www.dmtf.org/standards/published documents/DSP0230.pdf

Note Membership is required to access [DMTF-DSP0230].

[DRAFT-NATT] Kivinen, T., Huttunen, A., Swander, B., and Volpe, V., "Negotiation of NAT-Traversal
in the IKE", June 2002, http://tools.ietf.org/id/draft-ietf-ipsec-nat-t-ike-03.txt

[E164] ITU-T, "The International Public Telecommunication Numbering Plan", Recommendation
E.164, February 2005, http://www.itu.int/rec/T-REC-E.164/e

Note There is a charge to download the specification.

[ECMA-035] ECMA international, "Character Code Structure and Extension Techniques", 6th Edition,
ECMA-035, December 1994, http://www.ecma-international.org/publications/standards/Ecma-
035.htm

[ECMA-119] ECMA International, "Volume and File Structure of CDROM for Information
Interchange", ECMA-119, December 1987, http://www.ecma-
international.org/publications/files/ECMA-ST/Ecma-119.pdf

[ECMA-321] ECMA International, "Streaming Lossless Data Compression Algorithm - (SLDC)", June
2001, http://www.ecma-International.org/publications/standards/Ecma-321.htm

[ECP] Fu, D. and Solinas, J., "ECP Groups For IKE and IKEv2", September 2005,
http://tools.ietf.org/id/draft-ietf-ipsec-ike-ecp-groups-02.txt

[EUI64] IEEE Standards Association, "Guidelines for 64-bit Global Identifier (EUI-64) Registration
Authority", http://standards.ieee.org/regauth/oui/tutorials/EUI64.html

[Excl-C14N] Boyer, 1., Eastlake 3rd, D. E., and Reagle, J., "Exclusive XML Canonicalization Version
1.0", July 2002, http://www.w3.0rg/TR/xml-exc-c14n/

[EXP-GPOL] Microsoft Corporation, "Summary of New or Expanded Group Policy Settings",
http://technet2.microsoft.com/WindowsVista/en/library/2b8dc2fd-eafe-4c74-914c-
ecl101133feb41033.mspx

[FAT32] Microsoft Corporation, "FAT32 File System Specification", December 2000,
http://www.microsoft.com/whdc/system/platform/firmware/fatgen.mspx

[FIPS46-2] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 46-2: Data Encryption Standard (DES)", December 1993,
http://www.itl.nist.gov/fipspubs/fip46-2.htm

[FIPS46-3] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 46-3: Data Encryption Standard (DES)", October 1999,
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf

[FIPS74] National Institute of Standards and Technology, "Federal Information Processing Standards
Publication 74: Guidelines for Implementing and Using the NBS Data Encryption Standard", April
1981, http://www.itl.nist.gov/fipspubs/fip74.htm

[FIPS81] National Institute of Standards and Technology, "Federal Information Processing Standards
Publication 81: DES Modes of Operation"”, December 1980,
http://csrc.nist.gov/publications/fips/fips81/fips81.htm
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[FIPS127] Federal Information Processing Standards Publication, "Database Language SQL", FIPS
PUB 127, June 1993, http://www.itl.nist.gov/fipspubs/fip127-2.htm

[FIPS140] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 140-2: Security Requirements for Cryptographic Modules", December 2002,
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf

[FIPS180] Federal Information Processing Standards Publication, "Secure Hash Standard", FIPS PUB
180-1, April 1995, http://www.itl.nist.gov/fipspubs/fip180-1.htm

[FIPS180-2] Federal Information Processing Standards Publication, "Secure Hash Standard", FIPS
PUB 180-2, August 2002, http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

[FIPS186] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 186-3: Digital Signature Standard (DSS)", June 2009,
http://csrc.nist.gov/publications/fips/fips186-3/fips 186-3.pdf

[FIPS186-2] U.S. Department of Commerce/National Institute of Standards and Technology,
"Federal Information Processing Standards Publication 186-2: Digital Signature Standard (DSS)",
January 2000, http://csrc.nist.gov/publications/fips/fips186-2/fips186-2.pdf

[FIPS197] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 197: Advanced Encryption Standard (AES)", November 2001,
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[FIPS198-1] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 198: The Keyed-Hash Message Authentication Code (HMAC)", March 2002,
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1 final.pdf

[GB18030] Chinese IT Standardization Technical Committee, "Chinese National Standard GB 18030-
2005: Information technology — Chinese coded character set", Published in print by the China
Standard Press, http://www.sj.cesi.cn/View.asp?ISBN=GB 18030-2005

[GENKEY] Microsoft Corporation, "CryptGenKey", http://msdn.microsoft.com/en-
us/library/aa379941.aspx

[GRAY] Gray, J. and Reuter, A., "Transaction Processing: Concepts and Techniques", San Mateo, CA:
Morgan Kaufmann Publishers, 1993, ISBN: 1558601902.

[GSS] Piper, D., and Swander, B., "A GSS-API Authentication Method for IKE", Internet Draft, July
2001, http://tools.ietf.org/html/draft-ietf-ipsec-isakmp-gss-auth-07

If you have any trouble finding [GSS], please check here.

[GUTMANN] Gutmann, P., "X.509 Style Guide", October 2000,
http://www.cs.auckland.ac.nz/~pgut001/pubs/x509guide.txt

[HBAAPI] Storage Networking Industry Association, "Common HBA API", T11 Document 02-149v0,
March 2002, ftp://ftp.t11.org/t11/docs/02-149v0.pdf

[HEIMDAL] KTH Parallel and Distributed Computing, Papers and Technical Reports, Version 1.21,
August 19, 2008, http://www.h5l.org

[HOWARD] Howard, M., "Writing Secure Code", Microsoft Press, 2002, ISBN: 0735617228.

[HTML] World Wide Web Consortium, "HTML 4.01 Specification", December 1999,
http://www.w3.0rg/TR/html4
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http://technet2.microsoft.com/WindowsServer/f/?en/Library/258239d0-3ee0-48a5-9f69-
286a4ce146d91033.mspx

[MSFT-PKI] Microsoft Corporation, "Best Practices for Implementing a Microsoft Windows Server
2003 Public Key Infrastructure", July 2004,
http://technet2.microsoft.com/WindowsServer/en/library/091cda67-79ec-481d-8a96-
03e0be7374ed1033.mspx

[MSFT-SecurityBulletin] Microsoft Corporation, "Microsoft Security Bulletin Search",
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[MSFT-TEMPLATES] Microsoft Corporation, "Implementing and Administering Certificate Templates
in Windows Server 2003", July 2004,

30/67

[MS-REF] — v20110610
Windows Protocols Master Reference

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011


http://go.microsoft.com/fwlink/?LinkId=90189
http://go.microsoft.com/fwlink/?LinkId=90189
http://go.microsoft.com/fwlink/?LinkId=90190
http://go.microsoft.com/fwlink/?LinkId=90190
http://go.microsoft.com/fwlink/?LinkId=90192
http://go.microsoft.com/fwlink/?LinkId=90193
http://go.microsoft.com/fwlink/?LinkId=150268
http://go.microsoft.com/fwlink/?LinkId=150268
http://go.microsoft.com/fwlink/?LinkId=102793
http://go.microsoft.com/fwlink/?LinkId=100631
http://go.microsoft.com/fwlink/?LinkId=100631
http://go.microsoft.com/fwlink/?LinkId=90197
http://go.microsoft.com/fwlink/?LinkId=90199
http://go.microsoft.com/fwlink/?LinkId=90200
http://go.microsoft.com/fwlink/?LinkId=90200
http://go.microsoft.com/fwlink/?LinkId=90201
http://go.microsoft.com/fwlink/?LinkId=90201
http://go.microsoft.com/fwlink/?LinkId=90202
http://go.microsoft.com/fwlink/?LinkId=90202
http://go.microsoft.com/fwlink/?LinkId=98351
http://go.microsoft.com/fwlink/?LinkId=90207
http://go.microsoft.com/fwlink/?LinkId=90207
http://go.microsoft.com/fwlink/?LinkId=102794

http://technet2.microsoft.com/WindowsServer/en/library/c25f57b0-5459-4c17-bb3f-
2f657bd23f781033.mspx

If you have any trouble finding [MSFT-TEMPLATES], please check here.

[MSFT-WSM/WEDWNK] Microsoft Corporation, "Windows Security Model: What Every Driver Writer
Needs to Know", http://www.microsoft.com/whdc/driver/security/drvsecure.mspx

[MSFT-WLBS] Microsoft Corporation, "MS Windows NT Load Balancing Service (WLBS)", January
1999, http://www.microsoft.com/technet/archive/winntas/deploy/depovg/wlbsdepl.mspx?mfr=true

[MSFT-WNCCC] Microsoft Corporation, "Define a Wireless Network Connection on a Client
Computer", January 2005, http://technet2.microsoft.com/WindowsServer/f/?en/Library/e70bd427-
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[MSFT-WNPE] Microsoft Corporation, "What Is Wireless Network Policies Extension?", March 2003,
http://technet2.microsoft.com/WindowsServer/en/Library/1f52744d-02d1-421d-bc85-
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[MSFT-WTSFLE] Microsoft Corporation, "W32T Configuration Subkey - FileLogEntries", March 2003,
http://download.microsoft.com/download/1/B/8/1B88932C-708B-474A-A45D-
10CAB8805F1EE/FileLogEntries.pdf

[MSFT-WTSRE] Microsoft Corporation, "Windows Time Service Registry Entries",
http://technet.microsoft.com/en-us/library/cc773263(WS.10).aspx#w2k3tr times tools uhlp

[MSFT-XPSP2SEC] Microsoft Corporation, "Changes to Functionality in Microsoft Windows XP Service
Pack 2", November 2004, http://technet.microsoft.com/en-us/library/bb457156.aspx

[MSI] Microsoft Corporation, "Windows Installer 3.0 Redistributable",
http://www.microsoft.com/downloads/details.aspx?amp;displaylang=en&familyid=5fbc5470-b259-
4733-a914-a956122e08e8&displaylang=en

[MSLOC] Microsoft Corporation, "How DNS Support for Active Directory Works", March 2003,
http://technet2.microsoft.com/WindowsServer/en/library/9d62e91d-75c3-4a77-ae93-
a8804e9ff2a11033.mspx

[MSLOT] Microsoft Corporation, "Mailslots", http://msdn.microsoft.com/en-
us/library/aa365576.aspx

[MSSQL] Microsoft Corporation, "SQL Server 2000 Architecture and XML/Internet Support", Volume
1 of Microsoft SQL Server 2000 Reference Library, Microsoft Press, 2001, ISBN: 0-7356-1280-3.

[MSSS] Microsoft Corporation, "Serialization Services", http://msdn.microsoft.com/en-
us/library/aa378670.aspx

[MSWFPSDK] Microsoft Corporation, "Windows Filtering Platform", http://msdn.microsoft.com/en-
us/library/aa366510.aspx

[MSWINREG] Microsoft Corporation, "Registry", http://msdn.microsoft.com/en-
us/library/ms724871.aspx

[NBF] Microsoft Corporation, "Comparison of Windows NT Network Protocols", November 2006,
http://support.microsoft.com/kb/q128233

[NETBEUI] IBM Corporation, "LAN Technical Reference: 802.2 and NetBIOS APIs", 1986,
http://publibz.boulder.ibm.com/cgi-bin/bookmgr 0S390/BOOKS/BK8P7001/CCONTENTS
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If you have any trouble finding [NETBEUI], please check here.

[NETMGTERR] Microsoft Corporation, "Network Management Error Codes",
http://msdn.microsoft.com/en-us/library/aa370674.aspx

[NFSAUTH] Russel, C., "NFS Authentication",
http://www.microsoft.com/technet/interopmigration/unix/sfu/nfsauth.mspx

[NIAP] The National Security Agency, "Introducing NIAP", http://niap-ccevs.org/

[NIS] Sun Microsystems, Inc., "System Administration Guide: Naming and Directory Services (DNS,
NIS, and LDAP)", http://docs.sun.com/app/docs/doc/816-4556

If you have any trouble finding [NIS], please check here.

[NOVELL] Chappell, L.A. and Hakes, D.E., "Novell's Guide to NetWare LAN Analysis, 2nd Edition",
Novell Press, June 1994, ISBN: 0782113621.

[NTLM] Microsoft Corporation, "Microsoft NTLM", http://msdn.microsoft.com/en-
us/library/aa378749.aspx

If you have any trouble finding [NTLM], please check here.

[NTP-TR9733] Mills, D., "Clock Discipline Algorithms for the Network Time Protocol Version 4",
March 1997, http://www.ee.udel.edu/~mills/database/reports/allan/secureb.pdf

[NTP-TR9733i] Mills, D., "Clock Discipline Algorithms for the Network Time Protocol Version 4",
March 1997, http://www.ee.udel.edu/~mills/database/reports/allan/securea.pdf

[NTSTATUSERR] Microsoft Corporation, "NTSTATUS Values", http://msdn.microsoft.com/en-
us/library/ff557697.aspx

[NWLINK] Microsoft Corporation, "Description of Microsoft NWLINK IPX/SPX-Compatible Transport",
October 2006, http://support.microsoft.com/?kbid=203051

[OFFLINE] Microsoft Corporation, "Offline Files", January 2005,
http://technet2.microsoft.com/WindowsServer/en/Library/830323a2-23ca-4875-af3c-
06671d68ca9a1033.mspx

[OPENGL] Segal, M. and Akeley, K., "The OpenGL Graphics System: A Specification, Version 2.1",
December 2006, http://www.opengl.org/registry/doc/glspec21.20061201.pdf

[OPENSSL] OpenSSL, "Welcome to the OpenSSL Project", 2006, http://www.openssl.org

[OSTA-UDFS] Optical Storage Technology Association, "Universal Disk Format Specification", version
2.60, March 2005, http://www.osta.org/specs/pdf/udf260.pdf

[PIPE] Microsoft Corporation, "Named Pipes", http://msdn.microsoft.com/en-
us/library/aa365590.aspx

[PKCS1] RSA Laboratories, "PKCS #1: RSA Cryptography Standard", PKCS #1, Version 2.1, June
2002, http://www.rsa.com/rsalabs/node.asp?id=2125

[PKCS3] RSA Laboratories, "PKCS #3: Diffie-Hellman Key Agreement Standard", PKCS #3, Version
1.4, http://www.rsa.com/rsalabs/node.asp?id=2126

[PKCS5] RSA Laboratories, "PKCS #5: Password-Based Cryptography Standard", PKCS #5, Version
2.0, March 1999, http://www.rsa.com/rsalabs/node.asp?id=2127
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[PKCS12] RSA Laboratories, "PKCS #12: Personal Information Exchange Syntax Standard", PKCS
#12, Version 1.0, http://www.rsa.com/rsalabs/node.asp?id=2138

[POSIX.1] ISO/IEC 9945-1:1996 (IEEE Std 1003.1-1996), Information technology - Portable
Operating System Interface (POSIX) - Part 1: "System Application Program Interface (API) [C
Language]",

http://www.iso.org/iso/iso catalogue/catalogue ics/catalogue detail ics.htm?csnumber=24426

[PROCESS] Microsoft Corporation, "About Processes and Threads", http://msdn.microsoft.com/en-
us/library/ms681917.aspx

[PUBKEY] RSA Laboratories, "Crypto FAQ: Chapter 2 Cryptography: 2.1 Cryptographic Tools: 2.1.1
What Is Public-Key Cryptography?", http://www.rsa.com/rsalabs/node.asp?id=2165

[RAP] Leach, P. and Naik, D., "CIFS Remote Administration Protocol - Preliminary Draft", February
1997, ftp://ftp.microsoft.com/developr/drg/CIFS/cifsrap2.txt

[RC4] RSA Security, "The RC4 Encryption Algorithm", http://www.rsa.com/node.aspx?id=1204

Note To obtain this stream cipher that is licensed by RSA Data Security, you need to contact this
company.

[Referrals] Raeburn, K., Zhu, L., and Jaganathan, K., "Generating KDC Referrals to Locate Kerberos
Realms", February 2008, http://tools.ietf.org/html/draft-ietf-krb-wg-kerberos-referrals-10

[RegExExt] Murchison, K., "Sieve Email Filtering -- Regular Expression Extension", Internet Draft,
February 2006, https://trac.tools.ietf.org/id/draft-ietf-sieve-regex-00.txt

[REPARSE] Microsoft Corporation, "Reparse Points", http://msdn.microsoft.com/en-
us/library/aa365503.aspx

[RFC20] Cerf, V., "ASCII Format for Network Interchange", RFC 20, October 1969,
http://www.ietf.org/rfc/rfc20.txt

[RFC81.3] French, C. and Salz, R., "DCE Assigned Values", RFC 81.3, December 1998,
http://www.opengroup.org/tech/rfc/rfc81.3.html

[RFC768] Postel, J., "User Datagram Protocol", STD 6, RFC 768, August 1980,
http://www.ietf.org/rfc/rfc768.txt

[RFC791] Postel, J., "Internet Protocol", STD 5, RFC 791, September 1981,
http://www.ietf.org/rfc/rfc791 .txt

[RFC792] Postel, J., "Internet Control Message Protocol", RFC 792, September 1981,
http://www.ietf.org/rfc/rfc792.txt

[RFC793] Postel, J., "Transmission Control Protocol", STD 7, RFC 793, September 1981,
http://www.ietf.org/rfc/rfc0793.txt

[RFC804] Drafting Group on Draft Recommendation T.4, "CCITT Draft Recommendation T.4 -
STANDARDIZATION OF GROUP 3 FACSIMILE APPARATUS FOR DOCUMENT TRANSMISSION", RFC
804, http://www.fags.org/rfcs/rfc804.html

[RFC819] Su, Z.S., and Postel, 1., "The Domain Naming Convention for Internet User Applications",
RFC 819, August 1982, http://www.ietf.org/rfc/rfc0819.txt

[RFC822] Crocker, D.H., "Standard for ARPA Internet Text Messages", STD 11, RFC 822, August
1982, http://www.ietf.org/rfc/rfc0822.txt
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Services Policy 1.2 - Attachment (WS-PolicyAttachment)", April 2006,
http://www.w3.0org/Submission/WS-PolicyAttachment/

[WSRM1-1] Fremantle, P., Patil, S., Davis, D., et al., "Web Services Reliable Messaging (WS-
ReliableMessaging) Version 1.1", January 2008, http://docs.oasis-open.org/ws-
rx/wsrm/200702/wsrm-1.1-spec-0s-01-el.html

[WSRM1-2] Fremantle, P., Patil, S., Davis, D., et al., "Web Services Reliable Messaging (WS-
ReliableMessaging) Version 1.2", February 2009, http://docs.oasis-open.org/ws-
rx/wsrm/200702/wsrm-1.2-spec-0s.html

[WSS1] Nadalin, A., Kaler, C., Hallam-Baker, P., et al., "Web Services Security: SOAP Message
Security 1.0 (WS-Security 2004)", March 2004, http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-soap-message-security-1.0.pdf

[WSS] OASIS, "Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)", February
2006, http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf

[WSSC] OpenNetwork, Layer7, Netegrity, Microsoft, Reactivity, IBM, VeriSign, BEA Systems, Oblix,
RSA Security, Ping Identity, Westbridge, Computer Associates, "Web Services Secure Conversation
Language (WS-SecureConversation)", February 2005, http://schemas.xmlsoap.org/ws/2005/02/sc

[WSSC1.3] Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-SecureConversation 1.3", March 2007,
http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/ws-secureconversation-1.3-
0s.html

[WSSC1.4] OASIS Standard, "WS-SecureConversation 1.4", February 2009, http://docs.oasis-
open.org/ws-sx/ws-secureconversation/v1.4/os/ws-secureconversation-1.4-spec-0s.doc

[WSSP] Della-Libera, G., Gudgin, M., Hallam-Baker, P., et al., "Web Services Security Policy
Language (WS-SecurityPolicy)", July 2005,
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-secpol/ws-secpol.pdf

[WSSP1.2/10.1] OASIS Standard, "WS-SecurityPolicy 1.2 - 10.1 Trust13 Assertion", July 2007,
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-
os.html# Toc161826576

[WSSP1.3] OASIS Standard, "WS-SecurityPolicy 1.3", February 2009, http://docs.oasis-
open.org/ws-sx/ws-securitypolicy/v1.3/0s/ws-securitypolicy-1.3-spec-0s.doc

[WSSU1.0] OASIS Standard, "WS Security Utility 1.0", 2004, http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

[WSTrust] IBM, Microsoft, Nortel, VeriSign, "WS-Trust V1.0", February 2005,
http://specs.xmlsoap.org/ws/2005/02/trust/WS-Trust.pdf

[WSTrustl1.3] Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-Trust 1.3", March 2007,
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.html
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[WSUS] Microsoft Corporation, "Windows Server Update Services",
http://www.microsoft.com/windowsserversystem/updateservices/default.mspx

[WTSREF] Microsoft Corporation, "Windows Time Service Technical Reference", March 2003,
http://technet2.microsoft.com/WindowsServer/en/Library/a0fcd250-e5f7-41b3-b0e8-
240f8236€2101033.mspx

If you have any trouble finding [WTSREF], please check here.

[WXFR] Alexander, J., Box, D., Cabrera, L.F., et al., "Web Services Transfer (WS-Transfer)",
September 2006, http://www.w3.org/Submission/2006/SUBM-WS-Transfer-20060927/

[X121] ITU-T, "Public data networks - Network aspects - International numbering plan for public
data networks", Recommendation X.121, October 2000, http://www.itu.int/rec/T-REC-X.121/en

[X400] ITU-T, "Message handling systems - Message handling system and service overview",
Recommendation F.400/X.400, June 1999, http://www.itu.int/rec/T-REC-X.400/en

[X420] ITU-T, " X.420 - Information technology - Message Handling Systems (MHS): Interpersonal
Messaging System", Recommendation X.420 June 1999, http://www.itu.int/rec/T-REC-X.420-
199906-I/en

[X500] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: Overview
of Concepts, Models and Services", Recommendation X.500, August 2005, http://www.itu.int/rec/T-
REC-X.500-200508-1/en

Note There is a charge to download the specification.

[X501] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: The
Models", Recommendation X.501, August 2005, http://www.itu.int/rec/T-REC-X.501-200508-I/en

[X509] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: Public-Key
and Attribute Certificate Frameworks", Recommendation X.509, August 2005,
http://www.itu.int/rec/T-REC-X.509/en

Note There is a charge to download the specification.

[X660] ITU-T, "Information Technology - Open Systems Interconnection - Procedures for the
Operation of OSI Registration Authorities: General Procedures and Top Arcs of the ASN.1 Object
Identifier Tree", Recommendation X.660, August 2004, http://www.itu.int/rec/T-REC-X.660/en

Note There is a charge to download the specification.

[X680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recommendation X.680, July 2002, http://www.itu.int/rec/T-REC-X.680/en

Note There is a charge to download the specification.

[X690] ITU-T, "Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)",
Recommendation X.690, July 2002, http://www.itu.int/rec/T-REC-X.690/en

Note There is a charge to download the specification.

[X9.42] X9, "X9 Standards News", http://www.x9.org

[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C
Recommendation, August 2006, http://www.w3.0org/TR/2006/REC-xmI-20060816/
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[XML-Namespaces] Bray, T., Hollander, D., and Layman, A., "Namespaces in XML", W3C
Recommendation, January 1999, http://www.w3.0rg/TR/1999/REC-xml-names-19990114/

[XML1.0] Bray, T., Paoli, J., Sperberg-McQueen, C.M., and Maler, E., "Extensible Markup Language
(XML) 1.0 (Second Edition)", W3C Recommendation, October 2000,
http://www.w3.0rg/TR/2000/REC-xmI-20001006

[XML10] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Third Edition)",
February 2004, http://www.w3.0org/TR/REC-xml

[XMLDSig/2008] Bartel, M., Boyer, J., Fox, B., LaMacchia, B., and Simon, E., "XML-Signature Syntax
and Processing", June 2008, http://www.w3.0rg/TR/xmldsig-core/

[XMLNS-2ED] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August
2006, http://www.w3.0rg/TR/2006/REC-xml-names-20060816/

[XMLNS-3ED] World Wide Web Consortium, "Namespaces in XML 1.0 (Third Edition)", December
2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

[XMLSCHEMAO] Fallside, D., Ed. and Walmsley, P., Ed., "XML Schema Part 0: Primer, Second
Edition", W3C Recommendation, October 2004, http://www.w3.0rg/TR/2004/REC-xmlschema-0-
20041028/

[XMLSCHEMA1] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures"”, W3C Recommendation, May 2001,
http://www.w3.0rg/TR/2001/REC-xmlschema-1-20010502/

[XMLSCHEMA1/2] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures Second Edition", W3C Recommendation, October 2004,
http://www.w3.0rg/TR/xmlschema-1/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

[XMLSCHEMAZ2/2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes Second
Edition", W3C Recommendation, October 2004, http://www.w3.0org/TR/xmlschema-2

[XOPEN-SMB] The Open Group, "Protocols for X/Open PC Interworking: SMB, Version 2", The Open
Group, 1992, ISBN: 1872630456.

If you have any trouble finding [XOPEN-SMB], please check here.

[XPATH] Clark, J. and DeRose, S., "XML Path Language (XPath), Version 1.0", W3C
Recommendation, November 1999, http://www.w3.0rg/TR/xpath

[XRML] ContentGuard, Inc., "XrML... eXtensible rights Markup Language", 2005,
http://www.xrml.org/XrML 12.asp

If you have any trouble finding [XRML], please check here.

[YUAN] Yuan, F., "Windows Graphics Programming - Win32 GDI and DirectDraw", Prentice Hall PTR,
2000, ISBN: 0130869856.

If you have any trouble finding [YUAN], please check here.
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3 Internal References

[MC-BUP] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Upload Protocol
Specification".

[MC-CSDL] Microsoft Corporation, "Conceptual Schema Definition File Format".

[MC-DPL4CS] Microsoft Corporation, "DirectPlay 4 Protocol: Core and Service Providers
Specification".

[MC-DPL4R] Microsoft Corporation, "DirectPlay 4 Protocol: Reliable Specification".

[MC-DPL8CS] Microsoft Corporation, "DirectPlay 8 Protocol: Core and Service Providers
Specification".

[MC-DPL8R] Microsoft Corporation, "DirectPlay 8 Protocol: Reliable Specification".

[MC-DPLHP] Microsoft Corporation, "DirectPlay 8 Protocol: Host and Port Enumeration Specification".

[MC-DPLNAT] Microsoft Corporation, "DirectPlay 8 Protocol: NAT Locator Specification".

[MC-DPLVP] Microsoft Corporation, "DirectPlay Voice Protocol Specification".

[MC-EDMX] Microsoft Corporation, "Entity Data Model for Data Services Packaging Format".

[MC-FPSEWM] Microsoft Corporation, "FrontPage Server Extensions: Website Management Protocol
Specification".

[MC-NBFS] Microsoft Corporation, ".NET Binary Format: SOAP Data Structure".

[MC-NBFSE] Microsoft Corporation, ".NET Binary Format: SOAP Extension".

[MC-NBFX] Microsoft Corporation, ".NET Binary Format: XML Data Structure".

[MC-NETCEX] Microsoft Corporation, ".NET Context Exchange Protocol Specification".

[MC-NMF] Microsoft Corporation, ".NET Message Framing Protocol Specification".

[MC-NPR] Microsoft Corporation, ".NET Packet Routing Protocol Specification".

[MC-PRCH] Microsoft Corporation, "Peer Channel Protocol Specification".

[MC-PRCR] Microsoft Corporation, "Peer Channel Custom Resolver Protocol Specification".

[MC-SMP] Microsoft Corporation, "Session Multiplex Protocol Specification".

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

[MS-ADAZ2] Microsoft Corporation, "Active Directory Schema Attributes M".

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".

[MS-ADCAP] Microsoft Corporation, "Active Directory Web Services: Custom Action Protocol
Specification".

[MS-ADDM] Microsoft Corporation, "Active Directory Web Services: Data Model and Common
Elements".

[MS-ADFWAP] Microsoft Corporation, "Federation Service Web Agent Protocol Specification".
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[MS-ADLS] Microsoft Corporation, "Active Directory Lightweight Directory Services Schema".

[MS-ADMSYS] Microsoft Corporation, "Abstract Data Model Elements References”, to be published
2011.

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes".

[MS-ADSO] Microsoft Corporation, "Active Directory System Overview".

[MS-ADSOD] Microsoft Corporation, "Active Directory System Overview", to be published 2011.

[MS-ADTG] Microsoft Corporation, "Remote Data Services (RDS) Transport Protocol Specification”.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".

[MS-AIPS] Microsoft Corporation, "Authenticated Internet Protocol Specification".

[MS-APDS] Microsoft Corporation, "Authentication Protocol Domain Support Specification”.

[MS-ASP] Microsoft Corporation, "ASP.NET State Server Protocol Specification”.

[MS-ASPSS] Microsoft Corporation, "ASP.NET State Service Database Repository Communications
Protocol Specification".

[MS-AUTHSOQ] Microsoft Corporation, "Windows Authentication Services System Overview".

[MS-AUTHSOD] Microsoft Corporation, "Authentication Services Subsystem Overview Document".

[MS-BINXML] Microsoft Corporation, "SQL Server Binary XML Structure Specification".

[MS-BKRP] Microsoft Corporation, "BackupKey Remote Protocol Specification".

[MS-BKUP] Microsoft Corporation, "Microsoft NT Backup File Structure".

[MS-BPAU] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Peer Authentication Protocol Specification".

[MS-BPCR] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Content Retrieval Protocol Specification".

[MS-BPDP] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Peer Discovery Protocol Specification".

[MS-BRWS] Microsoft Corporation, "Common Internet File System (CIFS) Browser Protocol
Specification".

[MS-BRWSA] Microsoft Corporation, "Common Internet File System (CIFS) Browser Auxiliary
Protocol Specification".

[MS-CAESO] Microsoft Corporation, "Certificate Autoenrollment System Overview".

[MS-CCRSQ] Microsoft Corporation, "Content Caching and Retrieval System Overview".

[MS-CCRSOD] Microsoft Corporation, "Content Caching and Retrieval System Overview".

[MS-CERSOD] Microsoft Corporation, "Certificate Services Overview Document".

[MS-CFB] Microsoft Corporation, "Compound File Binary File Format".
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[MS-CHAP] Microsoft Corporation, "Extensible Authentication Protocol Method for Microsoft
Challenge Handshake Authentication Protocol (CHAP) Specification".

[MS-CIFS] Microsoft Corporation, "Common Internet File System (CIFS) Protocol Specification".

[MS-CMOM] Microsoft Corporation, "MSDTC Connection Manager: OleTx Management Protocol
Specification".

[MS-CMP] Microsoft Corporation, "MSDTC Connection Manager: OleTx Multiplexing Protocol
Specification".

[MS-CMPO] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transports Protocol
Specification".

[MS-CRTD] Microsoft Corporation, "Certificate Templates Structure".

[MS-CSRA] Microsoft Corporation, "Certificate Services Remote Administration Protocol
Specification".

[MS-CSSP] Microsoft Corporation, "Credential Security Support Provider (CredSSP) Protocol
Specification".

[MS-DCOM] Microsoft Corporation, "Distributed Component Object Model (DCOM) Remote Protocol
Specification".

[MS-DFSC] Microsoft Corporation, "Distributed File System (DFS): Referral Protocol Specification".

[MS-DFSNM] Microsoft Corporation, "Distributed File System (DFS): Namespace Management
Protocol Specification".

[MS-DFSOD] Microsoft Corporation, "Distributed File System Overview Document”, to be published
2011.

[MS-DFSRH] Microsoft Corporation, "DFS Replication Helper Protocol Specification".

[MS-DHCPE] Microsoft Corporation, "Dynamic Host Configuration Protocol (DHCP) Extensions".

[MS-DHCPM] Microsoft Corporation, "Microsoft Dynamic Host Configuration Protocol (DHCP) Server
Management Protocol Specification".

[MS-DHCPN] Microsoft Corporation, "Dynamic Host Configuration Protocol (DHCP) Extensions for
Network Access Protection (NAP)".

[MS-DIROD] Microsoft Corporation, "Directory Replication System Overview Document", to be
published 2011.

[MS-DISQ] Microsoft Corporation, "Domain Interactions System Overview".

[MS-DLTCS] Microsoft Corporation, "Distributed Link Tracking Central Store Protocol Specification".

[MS-DLTM] Microsoft Corporation, "Distributed Link Tracking: Central Manager Protocol
Specification".

[MS-DLTW] Microsoft Corporation, "Distributed Link Tracking: Workstation Protocol Specification".

[MS-DMRP] Microsoft Corporation, "Disk Management Remote Protocol Specification".

[MS-DOCQ] Microsoft Corporation, "Windows Protocols Documentation Roadmap".
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[MS-DOCOD] Microsoft Corporation, "Documentation Roadmap Overview Document"”, to be
published 2011.

[MS-DPDX] Microsoft Corporation, "DirectPlay DXDiag Usage Protocol Specification".

[MS-DPSP] Microsoft Corporation, "Digest Protocol Extensions".

[MS-DPWSRP] Microsoft Corporation, "Devices Profile for Web Services (DPWS): Shared Resource
Publishing Data Structure".

[MS-DPWSSN] Microsoft Corporation, "Devices Profile for Web Services (DPWS): Size Negotiation
Extension".

[MS-DRM] Microsoft Corporation, "Digital Rights Management License Protocol Specification".

[MS-DRSR] Microsoft Corporation, "Directory Replication Service (DRS) Remote Protocol
Specification".

[MS-DSML] Microsoft Corporation, "Directory Services Markup Language (DSML) 2.0 Protocol
Extensions".

[MS-DSPA] Microsoft Corporation, "Device Session Property Access Protocol Specification".

[MS-DSSP] Microsoft Corporation, "Directory Services Setup Remote Protocol Specification".

[MS-DTAG] Microsoft Corporation, "Device Trust Agreement Protocol Specification”.

[MS-DTCLU] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Protocol Logical
Unit Mainframe Extension".

[MS-DTCM] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Internet
Protocol Specification".

[MS-DTCQO] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Protocol
Specification".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-EERR] Microsoft Corporation, "ExtendedError Remote Data Structure".

[MS-EFSR] Microsoft Corporation, "Encrypting File System Remote (EFSRPC) Protocol Specification".

[MS-EMF] Microsoft Corporation, "Enhanced Metafile Format".

[MS-EMFPLUS] Microsoft Corporation, "Enhanced Metafile Format Plus Extensions".

[MS-EMFSPOOL] Microsoft Corporation, "Enhanced Metafile Spool Format".

[MS-ERREF] Microsoft Corporation, "Windows Error Codes".

[MS-EVEN] Microsoft Corporation, "EventLog Remoting Protocol Specification".

[MS-EVENG6] Microsoft Corporation, "EventLog Remoting Protocol Version 6.0 Specification".

[MS-FASOD] Microsoft Corporation, "File Access System Overview Document"”, to be published 2011.

[MS-FAX] Microsoft Corporation, "Fax Server and Client Remote Protocol Specification".

[MS-FPSE] Microsoft Corporation, "FrontPage Server Extensions Remote Protocol Specification".
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[MS-FRS1] Microsoft Corporation, "File Replication Service Protocol Specification”.

[MS-FRS2] Microsoft Corporation, "Distributed File System Replication Protocol Specification".

[MS-FSMOD] Microsoft Corporation, "File Systems Management Overview Document"”, to be
published 2011.

[MS-FSCC] Microsoft Corporation, "File System Control Codes".

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-GPAC] Microsoft Corporation, "Group Policy: Audit Configuration Extension".

[MS-GPDPC] Microsoft Corporation, "Group Policy: Deployed Printer Connections Extension".

[MS-GPEF] Microsoft Corporation, "Group Policy: Encrypting File System Extension".

[MS-GPFAS] Microsoft Corporation, "Group Policy: Firewall and Advanced Security Data Structure".

[MS-GPFR] Microsoft Corporation, "Group Policy: Folder Redirection Protocol Extension".

[MS-GPIE] Microsoft Corporation, "Group Policy: Internet Explorer Maintenance Extension".

[MS-GPIPSEC] Microsoft Corporation, "Group Policy: IP Security (IPsec) Protocol Extension".

[MS-GPNAP] Microsoft Corporation, "Group Policy: Network Access Protection (NAP) Extension".

[MS-GPNRPT] Microsoft Corporation, "Group Policy: Name Resolution Policy Table (NRPT) Data
Extension".

[MS-GPOL] Microsoft Corporation, "Group Policy: Core Protocol Specification".

[MS-GPPREF] Microsoft Corporation, "Group Policy: Preferences Extension Data Structure".

[MS-GPREG] Microsoft Corporation, "Group Policy: Registry Extension Encoding".

[MS-GPSB] Microsoft Corporation, "Group Policy: Security Protocol Extension".

[MS-GPSCR] Microsoft Corporation, "Group Policy: Scripts Extension Encoding".

[MS-GPSI] Microsoft Corporation, "Group Policy: Software Installation Protocol Extension".

[MS-GPSO] Microsoft Corporation, "Group Policy System Overview".

[MS-GPSOD] Microsoft Corporation, "Group Policy System Overview", to be published 2011.

[MS-GPWL] Microsoft Corporation, "Group Policy: Wireless/Wired Protocol Extension".

[MS-GSSA] Microsoft Corporation, "Generic Security Service Algorithm for Secret Key Transaction
Authentication for DNS (GSS-TSIG) Protocol Extension".

[MS-HCEP] Microsoft Corporation, "Health Certificate Enrollment Protocol Specification".

[MS-HGRP] Microsoft Corporation, "HomeGroup Protocol Specification".

[MS-HNDS] Microsoft Corporation, "Host Name Data Structure Extension".

[MS-ICPR] Microsoft Corporation, "ICertPassage Remote Protocol Specification".

[MS-IKEE] Microsoft Corporation, "Internet Key Exchange Protocol Extensions".

57/67

[MS-REF] — v20110610
Windows Protocols Master Reference

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011


%5bMS-FRS1%5d.pdf
%5bMS-FRS2%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=215221
%5bMS-GLOS%5d.pdf
%5bMS-GPAC%5d.pdf
%5bMS-GPDPC%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=179748
http://go.microsoft.com/fwlink/?LinkId=202191
%5bMS-GPFR%5d.pdf
%5bMS-GPIE%5d.pdf
%5bMS-GPIPSEC%5d.pdf
http://go.microsoft.com/fwlink/?LinkID=213845
http://go.microsoft.com/fwlink/?LinkID=204747
http://go.microsoft.com/fwlink/?LinkID=204747
http://go.microsoft.com/fwlink/?LinkId=197058
%5bMS-GPPREF%5d.pdf
%5bMS-GPREG%5d.pdf
%5bMS-GPSB%5d.pdf
%5bMS-GPSCR%5d.pdf
%5bMS-GPSI%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=179232
%5bMS-GPWL%5d.pdf
%5bMS-GSSA%5d.pdf
%5bMS-GSSA%5d.pdf
%5bMS-HCEP%5d.pdf
%5bMS-HGRP%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=144368
%5bMS-ICPR%5d.pdf
%5bMS-IKEE%5d.pdf

[MS-IMSA] Microsoft Corporation, "Internet Information Services (IIS) IMSAdminBaseW Remote
Protocol Specification".

[MS-IOI] Microsoft Corporation, "IManagedObject Interface Protocol Specification".

[MS-IPHTTPS] Microsoft Corporation, "IP over HTTPS (IP-HTTPS) Tunneling Protocol Specification".

[MS-IRP] Microsoft Corporation, "Internet Information Services (IIS) Inetinfo Remote Protocol
Specification".

[MS-KILE] Microsoft Corporation, "Kerberos Protocol Extensions".

[MS-LCID] Microsoft Corporation, "Windows Language Code Identifier (LCID) Reference".

[MS-LLMNRP] Microsoft Corporation, "Link Local Multicast Name Resolution (LLMNR) Profile".

[MS-LSAD] Microsoft Corporation, "Local Security Authority (Domain Policy) Remote Protocol
Specification".

[MS-LSAT] Microsoft Corporation, "Local Security Authority (Translation Methods) Remote Protocol
Specification".

[MS-LWSSP] Microsoft Corporation, "Lightweight Web Services Security Profile".

[MS-MAIL] Microsoft Corporation, "Remote Mailslot Protocol Specification".

[MS-MCIS] Microsoft Corporation, "Content Indexing Services Protocol Specification".

[MS-MFPP] Microsoft Corporation, "Federation Service Proxy Protocol Specification”.

[MS-MMSP] Microsoft Corporation, "Microsoft Media Server (MMS) Protocol Specification".

[MS-MNPR] Microsoft Corporation, "Microsoft NetMeeting Protocol Specification".

[MS-MQSO] Microsoft Corporation, "Message Queuing System Overview".

[MS-MSB] Microsoft Corporation, "Media Stream Broadcast (MSB) Protocol Specification".

[MS-MSBD] Microsoft Corporation, "Media Stream Broadcast Distribution (MSBD) Protocol
Specification".

[MS-MSRP] Microsoft Corporation, "Messenger Service Remote Protocol Specification".

[MS-MWBE] Microsoft Corporation, "Microsoft Web Browser Federated Sign-On Protocol Extensions".

[MS-MWBF] Microsoft Corporation, "Microsoft Web Browser Federated Sign-On Protocol
Specification".

[MS-N2HT] Microsoft Corporation, "Negotiate and Nego2 HTTP Authentication Protocol
Specification".

[MS-NAPSO] Microsoft Corporation, "Network Policy and Access Services System Overview".

[MS-NAPSOD] Microsoft Corporation, "Network Policy and Access Services System Overview
Document", to be published 2011.

[MS-NBTE] Microsoft Corporation, "NetBIOS over TCP (NetBT) Extensions".

[MS-NETOD] Microsoft Corporation, "Microsoft .NET Framework Protocols Overview Document".
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[MS-NETTR] Microsoft Corporation, ".NET Tracing Protocol Specification".

[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Protocol Specification".

[MS-NMFMB] Microsoft Corporation, ".NET Message Framing MSMQ Binding Protocol Specification".

[MS-NMFTB] Microsoft Corporation, ".NET Message Framing TCP Binding Protocol Specification".

[MS-NNS] Microsoft Corporation, ".NET NegotiateStream Protocol Specification".

[MS-NNTP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Network News Transfer
Protocol (NNTP) Extension".

[MS-NRBF] Microsoft Corporation, ".NET Remoting: Binary Format Data Structure".

[MS-NRLS] Microsoft Corporation, ".NET Remoting: Lifetime Services Extension".

[MS-NRPC] Microsoft Corporation, "Netlogon Remote Protocol Specification".

[MS-NRTP] Microsoft Corporation, ".NET Remoting: Core Protocol Specification".

[MS-NTHT] Microsoft Corporation, "NTLM Over HTTP Protocol Specification".

[MS-OAUT] Microsoft Corporation, "OLE Automation Protocol Specification".

[MS-ODATA] Microsoft Corporation, "Open Data Protocol (OData) Specification".

[MS-OLEDS] Microsoft Corporation, "Object Linking and Embedding (OLE) Data Structures".

[MS-OLEPS] Microsoft Corporation, "Object Linking and Embedding (OLE) Property Set Data
Structures".

[MS-PAC] Microsoft Corporation, "Privilege Attribute Certificate Data Structure".

[MS-PAN] Microsoft Corporation, "Print System Asynchronous Notification Protocol Specification".

[MS-PAR] Microsoft Corporation, "Print System Asynchronous Remote Protocol Specification".

[MS-PASS] Microsoft Corporation, "Passport Server Side Include (SSI) Version 1.4 Protocol
Specification".

[MS-PCCRC] Microsoft Corporation, "Peer Content Caching and Retrieval: Content Identification".

[MS-PCCRD] Microsoft Corporation, "Peer Content Caching and Retrieval Discovery Protocol
Specification".

[MS-PCCRR] Microsoft Corporation, "Peer Content Caching and Retrieval: Retrieval Protocol
Specification".

[MS-PCCRTP] Microsoft Corporation, "Peer Content Caching and Retrieval: Hypertext Transfer
Protocol (HTTP) Extensions".

[MS-PCHC] Microsoft Corporation, "Peer Content Caching and Retrieval: Hosted Cache Protocol
Specification".

[MS-PEAP] Microsoft Corporation, "Protected Extensible Authentication Protocol (PEAP)
Specification".
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[MS-PKCA] Microsoft Corporation, "Public Key Cryptography for Initial Authentication (PKINIT) in
Kerberos Protocol Specification".

[MS-PLA] Microsoft Corporation, "Performance Logs and Alerts Protocol Specification".

[MS-PNRP] Microsoft Corporation, "Peer Name Resolution Protocol (PNRP) Version 4.0 Specification".

[MS-POP3] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Post Office Protocol -
Version 3 (POP3) Extension".

[MS-PPGRH] Microsoft Corporation, "Peer-to-Peer Graphing Protocol Specification".

[MS-PPSEC] Microsoft Corporation, "Peer-to-Peer Grouping Security Protocol Specification".

[MS-PROPSTORE] Microsoft Corporation, "Property Store Binary File Format".

[MS-PROTO] Microsoft Corporation, "Windows Protocols Overview".

[MS-PRSOD] Microsoft Corporation, "Print Services Overview Document", to be published 2011.

[MS-PSDP] Microsoft Corporation, "Proximity Service Discovery Protocol Specification".

[MS-RA] Microsoft Corporation, "Remote Assistance Protocol Specification".

[MS-RAI] Microsoft Corporation, "Remote Assistance Initiation Protocol Specification".

[MS-RAP] Microsoft Corporation, "Remote Administration Protocol Specification".

[MS-RCMP] Microsoft Corporation, "Remote Certificate Mapping Protocol Specification".

[MS-RDC] Microsoft Corporation, "Remote Differential Compression Algorithm Specification".

[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting Specification".

[MS-RDPEA] Microsoft Corporation, "Remote Desktop Protocol: Audio Output Virtual Channel
Extension".

[MS-RDPECLIP] Microsoft Corporation, "Remote Desktop Protocol: Clipboard Virtual Channel
Extension".

[MS-RDPEDYC] Microsoft Corporation, "Remote Desktop Protocol: Dynamic Channel Virtual Channel
Extension".

[MS-RDPEFS] Microsoft Corporation, "Remote Desktop Protocol: File System Virtual Channel
Extension".

[MS-RDPEGDI] Microsoft Corporation, "Remote Desktop Protocol: Graphics Device Interface (GDI)
Acceleration Extensions".

[MS-RDPELE] Microsoft Corporation, "Remote Desktop Protocol: Licensing Extension".

[MS-RDPEMC] Microsoft Corporation, "Remote Desktop Protocol: Multiparty Virtual Channel
Extension".

[MS-RDPEPC] Microsoft Corporation, "Remote Desktop Protocol: Print Virtual Channel Extension".

[MS-RDPEPNP] Microsoft Corporation, "Remote Desktop Protocol: Plug and Play Devices Virtual
Channel Extension".
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[MS-RDPEPS] Microsoft Corporation, "Remote Desktop Protocol: Session Selection Extension".

[MS-RDPERP] Microsoft Corporation, "Remote Desktop Protocol: Remote Programs Virtual Channel
Extension".

[MS-RDPESC] Microsoft Corporation, "Remote Desktop Protocol: Smart Card Virtual Channel
Extension".

[MS-RDPESP] Microsoft Corporation, "Remote Desktop Protocol: Serial and Parallel Port Virtual
Channel Extension".

[MS-RDPEXPS] Microsoft Corporation, "Remote Desktop Protocol: XML Paper Specification (XPS)
Print Virtual Channel Extension".

[MS-RDSOD] Microsoft Corporation, "Terminal Services (Remote Desktop Services) Overview
Document", to be published 2011.

[MS-REF] Microsoft Corporation, "Windows Protocols Master Reference".

[MS-RMPR] Microsoft Corporation, "Rights Management Services (RMS): Client-to-Server Protocol
Specification".

[MS-RMPRS] Microsoft Corporation, "Rights Management Services (RMS): Server-to-Server Protocol
Specification".

[MS-RMSOD] Microsoft Corporation, "Rights Management Services Overview Document".

[MS-RNAP] Microsoft Corporation, "Vendor-Specific RADIUS Attributes for Network Access Protection
(NAP) Data Structure".

[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions".

[MS-RPCH] Microsoft Corporation, "Remote Procedure Call over HTTP Protocol Specification".

[MS-RPCL] Microsoft Corporation, "Remote Procedure Call Location Services Extensions".

[MS-RPRN] Microsoft Corporation, "Print System Remote Protocol Specification".

[MS-RRP] Microsoft Corporation, "Windows Remote Registry Protocol Specification".

[MS-RSMP] Microsoft Corporation, "Removable Storage Manager (RSM) Remote Protocol
Specification".

[MS-RSP] Microsoft Corporation, "Remote Shutdown Protocol Specification".

[MS-RTSP] Microsoft Corporation, "Real-Time Streaming Protocol (RTSP) Windows Media
Extensions".

[MS-RXAD] Microsoft Corporation, "Remote Experience Advertisement Protocol Specification".

[MS-SAMLPR] Microsoft Corporation, "Security Assertion Markup Language (SAML) Proxy Request
Signing Protocol Specification".

[MS-SAMR] Microsoft Corporation, "Security Account Manager (SAM) Remote Protocol Specification
(Client-to-Server)".

[MS-SAMS] Microsoft Corporation, "Security Account Manager (SAM) Remote Protocol Specification
(Server-to-Server)".
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[MS-SCCSTR] Microsoft Corporation, "SqglClient Connection String Structure Specification".

[MS-SCMP] Microsoft Corporation, "Shadow Copy Management Protocol Specification".

[MS-SCMR] Microsoft Corporation, "Service Control Manager Remote Protocol Specification”.

[MS-SCNOD] Microsoft Corporation, "Scenarios Overview Document", to be published 2011.

[MS-SDP] Microsoft Corporation, "Session Description Protocol (SDP) Extensions".

[MS-SECO] Microsoft Corporation, "Windows Security Overview".

[MS-SFU] Microsoft Corporation, "Kerberos Protocol Extensions: Service for User and Constrained
Delegation Protocol Specification".

[MS-SHLLINK] Microsoft Corporation, "Shell Link (.LNK) Binary File Format".

[MS-SIP] Microsoft Corporation, "Session Initiation Protocol Extensions".

[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol Specification”.

[MS-SMB2] Microsoft Corporation, "Server Message Block (SMB) Version 2 Protocol Specification".

[MS-SMSOD] Microsoft Corporation, "System Management Services Overview Document", to be
published 2011.

[MS-SMTP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Simple Mail Transfer
Protocol (SMTP) Extension".

[MS-SNTP] Microsoft Corporation, "Network Time Protocol (NTP) Authentication Extensions".

[MS-SOH] Microsoft Corporation, "Statement of Health for Network Access Protection (NAP) Protocol
Specification".

[MS-SPNG] Microsoft Corporation, "Simple and Protected GSS-API Negotiation Mechanism (SPNEGO)
Extension".

[MS-SRPL] Microsoft Corporation, "Directory Replication Service (DRS) Protocol Extensions for
SMTP".

[MS-SRVS] Microsoft Corporation, "Server Service Remote Protocol Specification".

[MS-SSTP] Microsoft Corporation, "Secure Socket Tunneling Protocol (SSTP) Specification".

[MS-STOREOD] Microsoft Corporation, "Storage and Clustering Overview Document", to be
published 2011.

[MS-SYS] Roadmap If reference is in [MS-SYS] section 1.1 through 1.1.25, see [MS-GLOS].
If reference is in [MS-SYS] section 1.2, see [MS-REF].

If reference is in [MS-SYS] section 2, see [MS-DTYP].

If reference is in [MS-SYS] section 3 through 3.4, see the second reference for [MS-SYS].
If reference is in [MS-SYS] section 3.6, see [MS-LCID].

If reference is in [MS-SYS] section 4, see [MS-ERREF].
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If reference is in [MS-SYS] section 5, see [MS-INDEX].

[MS-SYS] Microsoft Corporation, "Windows System Overview".

[MS-TAIL] Microsoft Corporation, "Telephony API Internet Locator Service Protocol Specification".

[MS-TDS] Microsoft Corporation,"Tabular Data Stream Protocol Specification".

[MS-TIPP] Microsoft Corporation, "Transaction Internet Protocol (TIP) Extensions".

[MS-TLSP] Microsoft Corporation, "Transport Layer Security (TLS) Profile".

[MS-TPSO] Microsoft Corporation, "Transaction Processing Services System Overview".

[MS-TRP] Microsoft Corporation, "Telephony Remote Protocol Specification".

[MS-TSCH] Microsoft Corporation, "Task Scheduler Service Remoting Protocol Specification".

[MS-TSGU] Microsoft Corporation, "Terminal Services Gateway Server Protocol Specification".

[MS-TSTS] Microsoft Corporation, "Terminal Services Terminal Server Runtime Interface Protocol
Specification".

[MS-TVTT] Microsoft Corporation, "Telnet: VTNT Terminal Type Format Data Structure".

[MS-UCODEREF] Microsoft Corporation, "Windows Protocols Unicode Reference".

[MS-UNMP] Microsoft Corporation, "User Name Mapping Protocol Specification".

[MS-V40F] Microsoft Corporation, "IPv4 Over IEEE 1394 Protocol Extensions".

[MS-VDS] Microsoft Corporation, "Virtual Disk Service (VDS) Protocol Specification".

[MS-W32T] Microsoft Corporation, "W32Time Remote Protocol Specification".

[MS-WCCE] Microsoft Corporation, "Windows Client Certificate Enrollment Protocol Specification".

[MS-WDSMT] Microsoft Corporation, "Windows Deployment Services Multicast Transport Protocol
Specification".

[MS-WDV] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Client Extensions".

[MS-WDVME] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Microsoft Extensions".

[MS-WDVSE] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Server Extensions".

[MS-WEBOD] Microsoft Corporation, "Web Server Overview Document"”, to be published 2011.

[MS-WFIM] Microsoft Corporation, "Workflow Instance Management Protocol Specification".

[MS-WINSRA] Microsoft Corporation, "Windows Internet Naming Service (WINS) Replication and
Autodiscovery Protocol Specification".

[MS-WKST] Microsoft Corporation, "Workstation Service Remote Protocol Specification".

[MS-WMF] Microsoft Corporation, "Windows Metafile Format".
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%5bMS-SYS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=191429
%5bMS-TDS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=191430
http://go.microsoft.com/fwlink/?LinkId=215227
http://go.microsoft.com/fwlink/?LinkId=207263
http://go.microsoft.com/fwlink/?LinkId=191431
%5bMS-TSCH%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=191432
http://go.microsoft.com/fwlink/?LinkId=191433
http://go.microsoft.com/fwlink/?LinkId=191433
%5bMS-TVTT%5d.pdf
%5bMS-UCODEREF%5d.pdf
%5bMS-UNMP%5d.pdf
%5bMS-V4OF%5d.pdf
%5bMS-VDS%5d.pdf
%5bMS-W32T%5d.pdf
%5bMS-WCCE%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=178398
http://go.microsoft.com/fwlink/?LinkId=178398
%5bMS-WDV%5d.pdf
%5bMS-WDV%5d.pdf
%5bMS-WDVME%5d.pdf
%5bMS-WDVME%5d.pdf
%5bMS-WDVSE%5d.pdf
%5bMS-WDVSE%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=207313
%5bMS-WINSRA%5d.pdf
%5bMS-WINSRA%5d.pdf
%5bMS-WKST%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=157400

[MS-WMHTTP] Microsoft Corporation, "Windows Media HTTP Push Distribution Protocol
Specification".

[MS-WMI] Microsoft Corporation, "Windows Management Instrumentation Remote Protocol
Specification".

[MS-WMIO] Microsoft Corporation, "Windows Management Instrumentation Encoding Version 1.0
Protocol Specification".

[MS-WMSO] Microsoft Corporation, "Windows Management Services System Overview".

[MS-WMSP] Microsoft Corporation, "Windows Media HTTP Streaming Protocol Specification".

[MS-WPRN] Microsoft Corporation, "Web Point-and-Print Protocol Specification".

[MS-WSDS] Microsoft Corporation, "WS-Enumeration: Directory Services Protocol Extensions".

[MS-WSH] Microsoft Corporation, "Windows Security Health Agent (WSHA) and Windows Security
Health Validator (WSHV) Protocol Specification".

[MS-WSMAN] Microsoft Corporation, "Web Services Management Protocol Extensions for Windows
Server 2003".

[MS-WSMV] Microsoft Corporation, "Web Services Management Protocol Extensions for Windows
Vista".

[MS-WSQO] Microsoft Corporation, "Windows System Overview".

[MS-WSOD] Microsoft Corporation, "Windows System Overview Document", to be published 2011.

[MS-WSP] Microsoft Corporation, "Windows Search Protocol Specification".

[MS-WSPELD] Microsoft Corporation, "WS-Transfer and WS-Enumeration Protocol Extension for
Lightweight Directory Access Protocol v3 Controls Specification".

[MS-WSPOL] Microsoft Corporation, "Web Services: Policy Assertions and WSDL Extensions".

[MS-WSRVCAT] Microsoft Corporation, "WS-AtomicTransaction (WS-AT) Version 1.0 Protocol
Extensions".

[MS-WSRVCRM] Microsoft Corporation, "WS-ReliableMessaging Protocol: Advanced Flow Control
Extension".

[MS-WSRVCRR] Microsoft Corporation, "WS-ReliableMessaging Protocol: Reliable Request-Reply
Extension".

[MS-WSSEC] Microsoft Corporation, "Web Services: Security Policy Assertions Format".

[MS-WSSO] Microsoft Corporation, "Windows SharePoint Services Overview".

[MS-WSSFO] Microsoft Corporation, "Windows SharePoint Services (WSS): File Operations Database
Communications Protocol Specification".

[MS-WSSFO2] Microsoft Corporation, "Windows SharePoint Services (WSS): File Operations
Database Communications Version 2 Protocol Specification".

[MS-WSSFOB] Microsoft Corporation, "Windows SharePoint Services (WSS): File Operations
Database Communications Base Protocol Specification".

64/67

[MS-REF] — v20110610
Windows Protocols Master Reference

Copyright © 2011 Microsoft Corporation.

Release: Friday, June 10, 2011


http://go.microsoft.com/fwlink/?LinkId=191435
http://go.microsoft.com/fwlink/?LinkId=191435
%5bMS-WMI%5d.pdf
%5bMS-WMI%5d.pdf
%5bMS-WMIO%5d.pdf
%5bMS-WMIO%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=204857
http://go.microsoft.com/fwlink/?LinkId=191436
%5bMS-WPRN%5d.pdf
%5bMS-WSDS%5d.pdf
%5bMS-WSH%5d.pdf
%5bMS-WSH%5d.pdf
%5bMS-WSMAN%5d.pdf
%5bMS-WSMAN%5d.pdf
%5bMS-WSMV%5d.pdf
%5bMS-WSMV%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=163174
%5bMS-WSP%5d.pdf
%5bMS-WSPELD%5d.pdf
%5bMS-WSPELD%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=207264
http://go.microsoft.com/fwlink/?LinkId=214691
http://go.microsoft.com/fwlink/?LinkId=214691
http://go.microsoft.com/fwlink/?LinkId=207193
http://go.microsoft.com/fwlink/?LinkId=207193
http://go.microsoft.com/fwlink/?LinkId=207194
http://go.microsoft.com/fwlink/?LinkId=207194
http://go.microsoft.com/fwlink/?LinkId=207195
%5bMS-WSSO%5d.pdf
%5bMS-WSSFO%5d.pdf
%5bMS-WSSFO%5d.pdf
%5bMS-WSSFO2%5d.pdf
%5bMS-WSSFO2%5d.pdf
%5bMS-WSSFOB%5d.pdf
%5bMS-WSSFOB%5d.pdf

[MS-WSTC] Microsoft Corporation, "WS-Discovery: Termination Criteria Protocol Extensions".

[MS-WSTEP] Microsoft Corporation, "WS-Trust X.509v3 Token Enrollment Extensions".

[MS-WSTIM] Microsoft Corporation, "WS-Transfer: Identity Management Operations for Directory
Access Extensions".

[MS-WSUSO] Microsoft Corporation, "Windows Server Update Services System Overview".

[MS-WSUSOD] Microsoft Corporation, "Windows Server Update Services Overview Document".

[MS-WSUSSS] Microsoft Corporation, "Windows Update Services: Server-Server Protocol
Specification".

[MS-WUSP] Microsoft Corporation, "Windows Update Services: Client-Server Protocol Specification".

[MS-XCEP] Microsoft Corporation, "X.509 Certificate Enrollment Policy Protocol Specification".

[MS-XOPP] Microsoft Corporation, "XML-binary Optimized Packaging (XOP) Profile".
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http://go.microsoft.com/fwlink/?LinkId=207265
%5bMS-WSTEP%5d.pdf
%5bMS-WSTIM%5d.pdf
%5bMS-WSTIM%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=218373
%5bMS-WSUSOD%5d.pdf
%5bMS-WSUSSS%5d.pdf
%5bMS-WSUSSS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=163985
%5bMS-XCEP%5d.pdf
%5bMS-XOPP%5d.pdf

4 Change Tracking

This section identifies changes that were made to the [MS-REF] protocol document between the May
2011 and June 2011 releases. Changes are classified as New, Major, Minor, Editorial, or No change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

*= The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

» Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

= Protocol syntax removed.

= New content added due to protocol revision.
= Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.
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Protocol syntax updated due to protocol revision.

Protocol syntax removed due to protocol revision.

New content added for template compliance.

Content updated for template compliance.

Content removed for template compliance.

Obsolete document removed.

Editorial changes are always classified with the change type Editorially updated.

Some important terms used in the change type descriptions are defined as follows:

Protocol syntax refers to data elements (such as packets, structures, enumerations, and
methods) as well as interfaces.

Protocol revision refers to changes made to a protocol that affect the bits that are sent over

the wire.

The changes made to this document are listed in the following table. For more information, please
contact protocol@microsoft.com.

Major
Tracking number (if applicable) change

Section and description (Y or N) Change type

3 Added [MS-CERSOD]. Y Content updated.
Internal References

3 Added [MS-WSUSO]. Y Content updated.
Internal References

3 Updated [MC-FPSEWM]. Y Content updated.

Internal References
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