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1 Introduction
This document specifies the Distributed Link Tracking: Central Store Protocol.

Distributed Link Tracking (DLT) refers to a set of protocols used to determine the new location of a
file that has moved, whether the file has moved within a computer or between computers in a
network that shares files with the Server Message Block (SMB) Protocol, as specified in [MS-SMB].

The Distributed Link Tracking: Central Store Protocol is used to store the tables of the Distributed
Link Tracking: Central Manager Protocol, as specified in [MS-DLTM], and to transmit table updates
between instances of the Distributed Link Tracking: Central Store Protocol servers.

This protocol is based on Active Directory (AD), as specified in [MS-ADTS]. Specifically, this
protocol treats the Active Directory (AD) as a transport itself. For example, if a server of the
Distributed Link Tracking: Central Manager Protocol writes an object to the AD according to the
Distributed Link Tracking: Central Store Protocol, the AD replicates that object to another computer,
where it can be read by another instance of a Distributed Link Tracking: Central Manager Protocol
server. This Distributed Link Tracking: Central Store Protocol describes how the AD objects are
defined, updated, and interpreted. The replication mechanism for the AD itself is as specified in [MS-
ADTS].

In addition to the Distributed Link Tracking: Central Store Protocol, there are two other protocols
that make up Distributed Link Tracking:

= The Distributed Link Tracking: Central Manager Protocol, as specified in [MS-DLTM], is an RPC-
based protocol that is used to send information from protocol clients to servers about files that
have been moved between computers or between volumes within a computer, information such
as a unique ID for a file and the ID of the computer on which a file is currently located. This
protocol is also used to query for the identity of the computer that currently holds a file.

»= The Distributed Link Tracking: Workstation Protocol, as specified in [MS-DLTW], is an RPC-based
protocol that is used to determine a file's current UNC location. Clients of this protocol may use
the above Distributed Link Tracking: Central Manager Protocol to determine which computer
currently holds a particular file. This allows the client determine the correct instance of the
Distributed Link Tracking: Workstation Protocol server to contact.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory (AD)
Distinguished Name (DN)
Domain

Domain Controller (DC)

FileID

FileLocation

FileTable
HexConvertedUnicodeString
IntegerConvertedUnicodeString
MachinelID

ObjectID

RefreshTime

Relative Distinguished Name (RDN)
Relative Identifier (RID)
StoreMaster
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%5bMS-SMB%5d.pdf
%5bMS-DLTM%5d.pdf
%5bMS-DLTM%5d.pdf
%5bMS-DLTM%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-ADTS%5d.pdf
%5bMS-DLTW%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf

Unicode

Universal Naming Convention (UNC)
VolumelD

VolumeOwner

VolumeSecret
VolumeSequenceNumber
VolumeTable

The following terms are specific to this document:

CurrentRefreshTime: The current time, in units of days, measuring the time since the value
was initialized.

SystemObject: An object with the AD. This object is always at the DN
"CN=System,DC=DomainName", where DomainName is the name of the domain.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
specified in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References
This section contains the following information:

Normative references specify stable, published documents that must be read to understand or
implement the technology in this document, or whose technology must be present for the
technology in this protocol to work. This includes public specifications that define the relevant
protocols, and documents that describe the Windows behavior (if other than the protocol
specification).

Informative references are published documents that provide additional, optional information
relevant to the protocol. For example, an informative reference might provide background or
historical information. Informative references are not required to implement the technology in this
protocol.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes", July 2006.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification", July 2006.

[MS-DLTM] Microsoft Corporation, "Distributed Link Tracking: Central Manager Protocol
Specification", July 2006.

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary", March 2007.

[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol Specification", July 2006.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt
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1.2.2 Informative References

[MS-DLTWT] Microsoft Corporation, "Distributed Link Tracking: Workstation Protocol Specification",
July 2006.

1.3 Protocol Overview (Synopsis)

The Distributed Link Tracking: Central Store Protocol is designed to be used by the Distributed Link
Tracking: Central Manager Protocol, as specified in [MS-DLTM]. The Distributed Link Tracking:
Central Store Protocol describes how to store the VolumeTable and FileTable tables, as specified
in [MS-DLTM] section 3.1.1, in Active Directory (AD) objects, where the Distributed Link Tracking:
Central Manager Protocol servers are running on ALL DCs of a domain. Because the AD objects are
replicated between servers, this allows updates by one Distributed Link Tracking: Central Manager
Protocol server (as specified in [MS-DLTM]) to table entries to be communicated to other protocol
server instances that are part of the same domain.<1>

As described in the introduction, Distributed Link Tracking is composed of three protocols. The
following is an example of the three protocols working together.

= Afile is created on computer M1. M1 assigns identifiers to the file.
= Computer MO takes note of the file, locally storing its identifiers.

= The file moves from computer M1 to M2, and from there to M3.

= Computer MO finds the file in its new location in one of two ways:

1. Using only the Distributed Link Tracking: Workstation Protocol:

= MO contacts M1, using the identifiers stored previously, and learns that the file was moved
to M2.

= MO contacts M2, and learns that the file was moved to M3.
= MO contacts M3, and learns the file's new name and location.
2. Using all three protocols:

= MO contacts a Distributed Link Tracking: Central Manager Protocol server to query the
current location of the file.

= The Distributed Link Tracking: Central Manager Protocol server queries its tables, which are
stored by the Distributed Link Tracking: Central Store Protocol, and determines that the file
is currently on computer M3.

= MO contacts the Distributed Link Tracking: Workstation Protocol on M3, and learns the file's
new name and location.

1.4 Relationship to Other Protocols

The Distributed Link Tracking: Central Store Protocol is dependent on AD, as specified in [MS-
ADTS], which is the store for its tables.

The Distributed Link Tracking: Central Store Protocol imports conceptual tables used by the
Distributed Link Tracking: Central Manager Protocol (as specified in [MS-DLTM] section 3.1.1 server
implementation. It is used by a Distributed Link Tracking: Central Manager Protocol server to
replicate information to other such servers.
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1.5 Prerequisites/Preconditions

Agents using this protocol must have access to AD, as specified in [MS-ADTS], and the right to

access and modify objects within SystemObject.

1.6 Applicability Statement

The Distributed Link Tracking: Central Store Protocol is applicable in configurations in which the
Distributed Link Tracking: Central Manager Protocol, as specified in [MS-DLTM], is being used.

1.7 Versioning and Capability Negotiation

There is no versioning and capability negotiation in this protocol.

1.8 Vendor-Extensible Fields

This protocol does not define any vendor-extensible fields.

1.9 Standards Assignments

Parameter

Value

Reference

VolumeTable
object

"CN=VolumeTable,CN=FileLinks,CN=System"

As specified in

MS-ADTS] (see also section
2.2.2)

FileTable object

"CN=0ObjectMoveTable,CN=FileLinks,CN=System"

As specified in

[MS-ADTS] (see also section
2.2.4)
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2 Messages

The following sections specify how Distributed Link Tracking: Central Store Protocol messages are
transported, and their syntax.

2.1 Transport
Data MUST be transferred between agents of this protocol by replication of Active Directory (AD), as
specified in [MS-ADTS]. That is, this protocol treats AD itself as a protocol. Writing objects into AD

causes the AD replication mechanism to transfer those objects over the AD underlying protocol
where they can be read by another agent.

2.2 Message Syntax

This section defines the individual objects in AD that make up this protocol. The full schema of these
objects is as specified in [MS-ADTS].

2.2.1 FileLinks Object

The FileLinks object is the container object for all link information and is found at the following
relative distinguished name (RDN) within SystemObject:

CN=FileLinks

The schema definition for the FileLinks object is the fileLinkTracking object, as specified in [MS-
ADSC] section 2.48.

Exactly one FileLinks object MUST exist.

2.2.2 VolumeTable Object

The VolumeTable object represents the VolumeTable, as specified in [MS-DLTM] section 3.1.1, and
MUST be stored in AD as an object at the following RDN within SystemObject.

CN=VolumeTable,CN=FileLinks

The schema definition for the VolumeTable object MUST be the linkTrackVolumeTable object, as
specified in [MS-ADSC] section 2.80.

2.2.3 VolumeTableEntry Object

The VolumeTableEntry object represents an entry in the VolumeTable, as specified in [MS-DLTM
section 3.1.1, and MUST be stored in the VolumeTable object (section 2.2.2).

The schema definition for the VolumeTableEntry object MUST be the linkTrackVolEntry object
specified in [MS-ADSC] section 2.79, and has an RDN of the form:

VolumeTableRDN = "CN=" + VolumeIDString
VolumeIDString = A VolumeID in the form of a HexConvertedUnicodeString
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A sample VolumeTableEntry object DN is shown in the following example where "DomainName" is
the name of the domain:

CN=E3D954B2D0A711D08CB600CO4FDI90F85,
+ CN=VolumeTable,CN=FilelLinks,CN=System,
+ DC=DomainName

There are two special VolumeTableEntry objects with specific RDNs in the VolumeTable object that
are not used as in the preceding example:

= CurrentRefreshTimeEntry: This entry MUST have an RDN of "0000000000000000", as if its
RDN indicated a VolumelID consisting of a string of all "0" characters. Only the seqNotification
attribute of this entry is used. It MUST be a 32-bit unsigned integer value in the form of an
IntegerConvertedUnicodeString. The seqNotification attribute MUST be set to the value of
the CurrentRefreshTime. All other attributes MUST NOT be set and MUST be ignored.

Updates to this value are specified in Timer Events (section 3.1.6).

= FileTableCounterEntry: This entry MUST have an RDN of "QT_Counter". Only the
linkTrackSecret attribute of this entry SHOULD be used. All other attributes MUST NOT be set,
and MUST be ignored. This is an 8-byte binary value, representing a partial count of the number
of entries in the FileTable. Updates to this value are specified in Timers (section 3.1.2).

2.2.4 FileTable Object

The FileTable object represents the FileTable, as specified in [MS-DLTM] section 3.1.1, and MUST be
stored in the AD as an object at the following RDN within SystemObject:

CN=0ObjectMoveTable, CN=FileLinks

The schema definition for the FileTable object MUST be the linkTrackObjectMoveTable object
specified in [MS-ADSC] section 2.77.

2.2.5 FileTableEntry Object

The FileTableEntry object represents an entry in the FileTable, as specified in [MS-DLTM] section
3.1.1, and MUST be stored in the FileTable object (section 2.2.4).

The schema definition for the FileTableEntry object MUST be the linkTrackOMTEntry object
specified in [MS-ADSC] section 2.78, and MUST have an RDN of the form:

FileTableRDN = "CN=" + VolumeIDString + ObjectIDString
VolumeIDString = VolumeID in the form of a HexConvertedUnicodeString
ObjectIDString = ObjectID in the form of a HexConvertedUnicodeString
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A sample FileTableEntry object DN is shown in the following example, where "DomainName" is the
name of the domain:

CN=E3D954B2D0A711D08CB600C0O4FDI90F85

+ 6454147C5A29427F-B7B03982C5202C2A,

+ CN=ObjectMoveTable,CN=FilelLinks,CN=System,
+ DC=DomainName
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3 Protocol Details

This protocol is used to store file link information in a VolumeTable table and a FileTable table within
Active Directory (AD). This protocol is used as a storage implementation by the Distributed Link
Tracking: Central Manager Protocol server, as specified in [MS-DLTM], and is used to coordinate
between instances of such servers.

3.1 Central Store Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This protocol specification does not mandate that
implementations adhere to this model as long as their external behavior is consistent with that
described in this document.

The Distributed Link Tracking: Central Store Protocol maintains information about linked files.
Information is in the form of two conceptual tables imported from (that is, shared with) the
Distributed Link Tracking: Central Manager Protocol, as specified in [MS-DLTM]. Those tables are
called VolumeTable and FileTable, as specified in [MS-DLTM] and detailed in section 2.2.

The fields of VolumeTable MUST map to the linkTrackVolEntry object attributes, as specified in
section 2.2.2, as follows:

Field Attribute name
VolumeSequenceNumber segNotification
VolumeSecret linkTrackSecret

VolumeOwner volTableIdxGUID

RefreshTime timeRefresh

The fields of FileTable MUST map to the linkTrackOMTEntry object attributes, as specified in
section 2.2.4, as follows:

Field Attribute name
FileLocation currentLocation
FileID birthLocation

Flags oMTIndexGuid

RefreshTime timeRefresh

The Flags field provides information on the state of an object:
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U (Flags_Uncounted): This flag indicates that an entry in FileTable is not represented in the
FileTableCounter entry, as specified in section 2.2.3.

D (Flags_Deleted): This flag indicates that an entry in FileTable represents a file that has been
deleted.

Some operations on the tables are performed by a single entity. This entity is called StoreMaster.
The StoreMaster entity is the DC that is the RID Master DC, as specified in [MS-ADTS].

3.1.2 Timers

TableMaintenanceTimer: Causes the StoreMaster agent to perform maintenance on
VolumeTable and FileTable. For VolumeTable and FileTable, see section 2.2.2. For the maintenance
performed, see section 3.1.6. This is a recurring timer and MUST fire once per day.

3.1.3 Initialization

Implementations of this protocol MUST have access to the VolumeTable object and FileTable object.
Access to AD objects is specified in [MS-ADTS].

If the CurrentRefreshTimeEntry object specified in section 2.2.3 does not exist, it MUST be
created with a CurrentRefreshTime value initially set to 0.

Note Because this protocol is used by servers that conform to the standards specified in [MS-
DLTM], which run only on DCs, this protocol MUST only be accessed on DCs as well.

3.1.4 Higher-Layer Triggered Events

Aside from simply querying the entries in the VolumeTable object or FileTable object, agents using
this protocol might need to perform more complex operations on the table. The following sections
explain how to perform some of these operations.

3.1.4.1 An Agent Wants to Add an Entry to FileTable

In this scenario, the entry MUST be added to FileTable, according to the schema definition. In
addition, the Flags field MUST be set to Flags_Uncounted.

3.1.4.2 An Agent Wants to Delete an Entry from FileTable

The entry in FileTable MUST NOT actually be deleted. Rather, the Flags_Deleted flag MUST be added
to the Flags field for the entry in FileTable.

3.1.4.3 An Agent Wants to Know the Size of FileTable

Servers of the Distributed Link Tracking: Central Manager Protocol, as specified in [MS-DLTM], must
have information about the size of the FileTable table to determine whether the FileTable size limit
has been reached during the processing of a MOVE_NOTIFICATION request.
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This value MUST be calculated by incrementing the value of FileTableCounterEntry as specified in
section 2.2.3, once for each entry in the FileTable table that has the Flags_Uncounted flag set in the
Flags field, but that does not have the Flags_Deleted flag set.

3.1.5 Message Processing Events and Sequencing Rules

There are no messages to process in this protocol.

3.1.6 Timer Events

When the TableMaintenanceTimer timer expires, the StoreMaster agent MUST perform the following
operations.

Deleted files are cleaned up in the FileTable table:

When a file is deleted, the Flags_Deleted flag is set in the Flags field of the corresponding
FileTable entry, as specified in section 3.1.4. Any FileTable entry with this flag set MUST be
deleted.

Multiple entries representing a single chain are coalesced in the FileTable:

If multiple entries in the FileTable represent a single chain, they MUST be coalesced into a
single FileTable entry. A chain of FileTable entries is a sequence of two or more consecutive
entries that track a file through multiple moves, beginning with the file's original location in
the first entry's PreviousFileLocation column, and ending in the file's most recent location in
the last entry's NextFileLocation column.

The process of coalescing FileTable entries involves condensing a chain of FileTable entries into
a single entry. The condensed single entry contains the PreviousFileLocation field that was
originally specified in the first FileTable entry and the NextFileLocation field that was
originally specified in the last FileTable entry.

Assume that FileTable contains two entries, and that the NextFileLocation field of the first
entry matches the PreviousFileLocation field of the second entry. The second entry MUST
be deleted from FileTable, and the first entry MUST be updated so that its NextFileLocation
field has the value of the NextFileLocation field of the deleted entry.

3.1.7 Other Local Events

There are no additional local events.
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4 Protocol Examples

Following is an example of the FileTable Coalescence, as specified in section 3.1.6. In this example,
the file's original FileLocation entry (and therefore the file's FileID entry) is "A". Subsequently, the
FileLocation entry changes to "B" and then to "C". FileTable then has the following entries.

PreviousFileLocation NextFileLocation FileID
A B (Unspecified)
B C A

Because these two entries represent a single file's move, they are consolidated into a single entry.

PreviousFileLocation NextFileLocation FileID

A C (Unspecified)

Note that where the PreviousFileLocation entry is the same as FileID, the FileID attribute is not
stored in the entry, causing FileID to be inferred from the PreviousFileLocation value.

As a similar example, a file starts as A, moves to B, and then to C, and then to D. But in this
example, the FileTable entry for the move from B to C has not been recorded yet. This causes the
following entries to be in the FileTable, which cannot be coalesced.

PreviousFileLocation NextFileLocation FileID
A B (Unspecified)
C D A
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5 Security

The following sections specify security considerations for implementers of the Distributed Link

Tracking: Central Store Protocol.

5.1 Security Considerations for Implementers

There are no additional security considerations for implementers.

5.2 Index of Security Parameters

There are no security parameters associated with this protocol.
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6 Appendix A: Windows Behavior
The information in this specification is applicable to versions of Windows as follows:
= Windows 2000 Server
= Windows Server 2003

Exceptions, if any, are noted below. Unless otherwise specified, any statement of optional behavior
in this specification prescribed using the terms SHOULD or SHOULD NOT implies Windows behavior
in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term
MAY implies that Windows does not follow the prescription.

<1> Section 1.3: This protocol is implemented only on Windows 2000 Server and Windows
Server 2003.
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