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1 Introduction

The Background Intelligent Transfer Service (BITS) Peer-Caching: Peer Authentication Protocol
provides authentication for computers in an Active Directory domain in support of the BITS Peer-
Caching: Content Retrieval Protocol, as specified in [MS-BPCR]. Peer authentication exchanges
X.509 certificates between computers and associates each certificate with a Kerberos principal
in the domain.

1.1 Glossary

The following terms are defined in [MS-GLOS]:

Active Directory (AD)
Authentication Service

Certificate

Certificate Authority (CA)

Domain

Dynamic Endpoint

Endpoint

Interface Definition Language (IDL)
Kerberos Principal

Network Data Representation (NDR)
Opnum

Remote Procedure Call (RPC)

RPC Protocol Sequence

RPC Transfer Syntax

Security Identifier (SID)

Security Provider

Self-Signed Certificate

Universally Unique Identifier (UUID)
X.509

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a nhormative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
http://www.opengroup.org/public/pubs/catalog/c706.htm

[MS-DTYP] Microsoft Corporation, "Windows Data Types", March 2007.

[MS-ERREF] Microsoft Corporation, "Windows Error Codes", January 2007.
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%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-BPCR%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90317
mailto:dochelp@microsoft.com
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
http://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-DTYP%5d.pdf
%5bMS-ERREF%5d.pdf

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary", March 2007.

[MS-KILE] Microsoft Corporation, "Kerberos Protocol Extensions", July 2006.

[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions", July 2006.

[RFC1510] Kohl, 1., Neuman, C., "The Kerberos Network Authentication Service (V5)", RFC 1510,
September 1993, http://www.ietf.org/rfc/rfc1510.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt

[RFC2781] Hoffman, P. and Yergeau, F., "UTF-16, an encoding of ISO 10646", RFC 2781, February
2000, http://www.ietf.org/rfc/rfc2781.txt

[RFC3280] Housley, R., Polk, W., Ford, W., and Solo, D., "Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile", RFC 3280, April 2002,
http://www.ietf.org/rfc/rfc3280.txt

[X680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recommendation X.680, July 2002, http://www.itu.int/rec/T-REC-X.680/en

Note There is a charge to download the specification.

[X690] ITU-T, "Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)",
Recommendation X.690, July 2002, http://www.itu.int/rec/T-REC-X.690/en

Note There is a charge to download the specification.

1.2.2 Informative References

[MSDN-BITS] Microsoft Corporation, "Background Intelligent Transfer Service",
http://msdn2.microsoft.com/en-us/library/aa362827.aspx

[MS-BPCR] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Content Retrieval Protocol Specification", April 2007.

[MS-BPDP] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Peer Discovery Protocol Specification", April 2007.

1.3 Protocol Overview (Synopsis)

The BITS Peer-Caching: Peer Authentication Protocol allows hosts in an Active Directory domain to
exchange self-signed X.509 certificates with enough information to associate those certificates
securely with an Active Directory identity.

Peer authentication is intended for use by hosts that implement the BITS Peer-Caching: Content
Retrieval Protocol, as specified in [MS-BPCR].

Peer authentication uses the Kerberos security system for authentication, allowing each host to do
the following:

= Verify that the peer is allowed to participate in content retrieval.

» Associate the received certificate with the peer's Kerberos identity in a trustworthy way.
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This protocol is used as part of a distributed peer-to-peer cache of URL content for use by the
Background Intelligent Transfer Service (BITS) component. (For more information on BITS, see

MSDN-BITS].) Peer authentication ensures that peer clients and servers are members of the same
Active Directory domain.

1.4 Relationship to Other Protocols

A host that implements the client or server role of Peer authentication typically implements the
same role in the BITS Peer-Caching: Content Retrieval Protocol, as specified in [MS-BPCR], and the
BITS Peer-Caching: Peer Discovery Protocol, as specified in [MS-BPDP].

Peer authentication depends upon connection-oriented RPC, as specified in [MS-RPCE] section 3.3,
and relies on the message authentication and security features of the Kerberos Protocol as specified
in [REC1510].

1.5 Prerequisites/Preconditions

The client and server MUST reside in Active Directory domains with bidirectional trust in order for
Kerberos authentication to succeed.

The RPC implementation MUST support the Kerberos security provider.

Both client and server MUST be provisioned with X.509 certificates; the subject field of each
certificate MUST be a SID matching the Kerberos identity of its owner.

The RPC server MUST be fully initialized before the protocol can start.

1.6 Applicability Statement

This protocol is intended for use by hosts that are members of an Active Directory domain and use
self-signed certificates for authentication during content retrieval. In an environment where
certificates are issued from a trusted certificate authority, the content retrieval client and server

should be able to authenticate peers without using the BITS Peer-Caching: Peer Authentication
Protocol.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

Supported Transports: This protocol uses RPC over TCP as its only supported transport (as
specified in section 2.1).

Protocol Version: This protocol interface has a single version humber of 1.0. An RPC client
determines whether a method is supported by attempting to invoke the method; if the method is
not supported, the RPC server MUST return an "opnum out of range" error, as specified in [C706
and [MS-RPCE] section 1.7.<1>

Security and Authentication Methods: Authentication and security are provided as specified in
MS-SMB] and [MS-RPCE]. This protocol supports only the Kerberos authentication method.

1.8 Vendor-Extensible Fields

This protocol uses HRESULT values as defined in [MS-ERREF]. Vendors can define their own
HRESULT values, provided they set the C bit (0x20000000) for each vendor-defined value,
indicating the value is a customer code.
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1.9 Standards Assignments

Parameter

Value

Reference

RPC interface UUID

e3d0d746-d2af-40fd-8a7a-0d7078bb7092

As specified in section 3.1.

RPC interface version

1.0

As specified in section 3.1.
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2 Messages

The following sections specify the message syntax for the BITS Peer-Caching: Peer Authentication
Protocol.

2.1 Transport

This protocol requires the following RPC protocol sequence: RPC over TCP (ncacn_ip_tcp), as
specified in [MS-RPCE] section 2.1.1.1.

This protocol requires RPC dynamic endpoints, as specified in [C706] Part 4.

This protocol uses security information as described in [MS-RPCE]. The server MUST register the
Kerberos security provider.

2.2 Common Data Types

This protocol MUST indicate to the RPC runtime that it is to support both the NDR and NDR64
transfer syntaxes and provide a negotiation mechanism for determining which transfer syntax will
be used, as specified in [MS-RPCE] section 3 .

In addition to RPC base types and definitions specified in [C706] and [MS-DTYP], additional data
types are specified in the following sections.

2.2.1 KEY_LENGTH

The type KEY_LENGTH represents the length of a marshaled certificate. The size is limited to a
maximum of 64 KB.

This type is declared as follows:

typedef [range (0, 65536)] DWORD KEY LENGTH;

2.2.2 CERTIFICATE_BLOB

At the IDL level, certificates are exchanged as opaque arrays of bytes. The format of a marshaled
certificate is described in the following sections.

The certificate MUST consist of zero or more certificate properties, followed by the certificate itself.

The format of certificate properties is specified in section 2.2.2.1. The format of the encoded
certificate is specified in section 2.2.2.2.

2.2.2.1 Certificate Properties

Each property in the certificate blob MUST be formatted as follows:
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2|3|4|5|6|7 456789312345678981
PropertyID
Reserved
Length

Value (variable)

PropertyID: This field MUST identify the property whose value is contained in the Value field.
It MUST be an unsigned 32-bit integer in little-endian format. Valid integer values are shown
in the following table.

Value

Meaning

KEY_PROV_INFO
2

This property is used to provide hints regarding the

handling of the certificate. Its format is specified below.

SHA1_HASH A 20-byte array representing the SHA-1 hash of the

3 certificate.

MD5_HASH A 16-byte array representing the MD5 hash of the

4 certificate.

KEY_SPEC An unsigned 32-bit integer in little-endian format. The
6 only valid value is 1 (also referred to as

AT_KEYEXCHANGE).

ENHKEY_USAGE
9

certificate, in ASN.1 DER encoding. For details on the

4.2.1.13.

The value of the Extended Key Usage extension on the

Extended Key Usage Extension, see [RFC3280] section

FRIENDLY_NAME
11

A null-terminated Unicode string in UTF-16 encoding,
representing the display name for the certificate.

DESCRIPTION
13

A null-terminated Unicode string in UTF-16 encoding,
representing a brief description of the certificate.

SIGNATURE_HASH
15

A 20-byte array containing the SHA-1 hash of the
certificate signature.

KEY_IDENTIFIER
20

A 20-byte array containing the SHA-1 hash of the
certificate subject public key.

AUTO_ENROLL
21

A null-terminated Unicode string in UTF-16 encoding,
containing the name or object identifier used for auto-
enrollment. This is present when the certificate was
obtained through auto-enrollment.
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Value Meaning

PUBKEY_ALG_PARA The algorithm identifier for the public key contained in the

22 certificate, in DER encoding. For details, see [RFC3280
section 4.1.

ISSUER_PUBLIC_KEY_MD5_HASH A 16-byte array containing the MD5 hash of the public key

24 associated with the private key used to sign the
certificate.

SUBJECT_PUBLIC_KEY_MD5_HASH A 16-byte array containing the MD5 hash of the public key

25 contained in the certificate.

DATE_STAMP A date stamp, in the form of an unsigned 64-bit integer in

27 little-endian format, representing the number of 100-

nanosecond intervals since January 1, 1601.

ISSUER_SERIAL_NUMBER_MD5_HASH A 16-byte array containing the MD5 hash of the CAsigning

28 certificate serial number.
SUBJECT_NAME_MD5_HASH A 16-byte array containing the MD5 hash of the subject
29 name in the certificate.

Reserved: Reserved. MUST be set to 0x01 0x00 0x00 0x00.

Length: This field MUST contain the length of the Value field in bytes. It MUST be an unsigned
32-bit number in little-endian format.

Value: This field MUST contain the value of the specified property, in the format specified for the
property associated with the table of possible values for PropertylID.

2.2.2.1.1 KEY_PROV_INFO

The value for the KEY_PROV_INFO property (if this property is present) MUST be in the following
format:
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Offset to Container Name

Offset to Provider Name

Provider Type

Flags

Reserved

Key Specification

Name Data (variable)

Offset to Container Name: This MUST be set to the offset, in bytes, of the Container Name
subfield of the Name Data field from the beginning of this structure. It MUST be an unsigned
32-bit integer in little-endian format.

Offset to Provider Name: This MUST be set to the offset, in bytes, of the Provider Name
subfield of the Name Data field from the beginning of this structure. It MUST be an unsigned
32-bit integer in little-endian format.

Provider Type : This field indicates the class of cryptographic algorithm associated with the
public key in the certificate. It MUST be set to the unsigned 32-bit number 0x00000001 (in
little-endian format), to signify an RSA public key.

Flags: This field SHOULD be set to 0, and its value MUST be ignored by the client.
Reserved: This field is 2 rows total in the preceding diagram and MUST be set to 0.

Key Specification: This field indicates the cryptographic capabilities associated with the public
key in the certificate. It MUST be set to the unsigned 32-bit number 0x00000001 (in little-
endian format), to signify that the key is usable for both signature and encryption operations.

Name Data: This field MUST contain the following items, in any order, at the locations
indicated by the respective preceding Offset fields. These items MUST be completely contained
inside this field and MUST NOT overlap each other. There MUST be no unused areas within this
field that span more than eight contiguous bytes. All unused bytes within this field SHOULD be
set to 0. Unused bytes MUST be ignored by the implementation.

12/27

[MS-BPAU] - v20080207
Background Intelligent Transfer Service (BITS) Peer-Caching: Peer Authentication Protocol Specification

Copyright © 2008 Microsoft Corporation.
Release: Thursday, February 7, 2008



Container Name (variable)

Provider Name (variable)

Container Name: This MUST be a null-terminated Unicode string in UTF-16 encoding,
representing a specific key container in the cryptographic service provider (CSP) referred
to by the provider name.

Provider Name: This MUST be a null-terminated Unicode string in UTF-16 encoding,
representing the CSP associated with the public key contained in the certificate.

2.2.2.2 Certificate Encoding

The encoded certificate MUST be formatted as follows:

Reserved

Length

Value (variable)

Reserved: This MUST be set to the following bytes, in the following order: 0x20 0x00 0x00
0x00 0x01 0x00 0x00 0x00.

Length: This MUST contain the length of the Value field in bytes. It MUST be an unsigned 32-
bit number in little-endian format.

Value: This MUST contain the ASN.1 DER encoding of the X.509 certificate of the sender. The

certificate MUST contain a public key for use with the RSA encryption algorithm, as specified in
RFC3280] section 4.
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3 Protocol Details

This interface defines a single method, ExchangePublicKeys, whose purpose is to declare that the
client and the server have each been configured with a specific X.509 certificate used for
authentication in the BITS Peer-Caching: Content Retrieval Protocol, as specified in [MS-BPCR].

The client calls this method when it needs to initiate a content retrieval session with the server, but
it believes that either the client's or server's certificate is not in the corresponding peer's table of
allowable certificates. For example, a previous content retrieval call may have failed with an error
indicating a certificate problem, or the client may have observed that the server's last known
certificate is no longer valid, or the client may be contacting the server for the first time.

The recipient of each certificate is expected to validate the certificate and then add it to the table of
peer certificates allowed by the BITS Peer-Caching: Content Retrieval Protocol. Either the client or
server MAY send a NULL value instead of its own certificate if it knows through implementation-
defined means that the peer's implementation of content retrieval can validate its certificate through
other means.<2>

For example, an implementation of content retrieval might support both self-signed certificates and
administratively issued certificates signed by a trusted certificate authority (CA). The
implementation might specify that a client with an administratively issued certificate need not send
its certificate to the server through peer authentication.

3.1 BitsPeerAuth Server Details

The version for this interface is 1.0. When a remote call is made, the universally unique identifier
(UUID) and version number of the interface are specified in the abstract_syntax and
abstract_syntax_vers fields of the incoming RPC_BIND packet. To receive the request for
information, the server must register an endpoint by using the UUID "e3d0d746-d2af-40fd-8a7a-
0d7078bb7092". For information on the sequence of RPC packets used in a remote call, see [C706
section 4.2.4.1.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

The following diagram illustrates the server-side data.
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Figure 1: Server-side data

3.1.1.1 Local Certificate

The server has access to a single X.509 certificate that identifies it to peers during content retrieval.
For more information on content retrieval, see [MS-BPCR] sections 2 and 3.

3.1.1.2 Table of Peer Certificates
The server maintains a table of X.509 certificates corresponding to peers that are allowed to
communicate with it via content retrieval. Each certificate is associated with a particular Kerberos
principal.

3.1.2 Timers

No timers are required beyond those specified in [MS-RPCE] section 3.3.2.2.

3.1.3 Initialization

At initialization time, the server MUST register the RPC interface and begin listening on a dynamic
endpoint, as specified in section 2.1. Then, the server MUST wait for client requests.

3.1.4 Message Processing Events and Sequencing Rules

This protocol MUST indicate to the RPC runtime that it is to perform a strict NDR data consistency
check at target level 6.0, as specified in [MS-RPCE] section 3.

This protocol MUST indicate to the RPC runtime that it is to reject a NULL unique or full pointer with
a nonzero conformant value, as specified in [MS-RPCE] section 3.
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Methods in RPC Opnum Order

Method Description
ExchangePublicKeys Exchanges certificates used for content retrieval.
Opnum: 0

3.1.4.1 ExchangePublicKeys (Opnum 0)

HRESULT ExchangePublicKeys (
[in] handle t Binding,
[in] KEY LENGTH ClientKeyLength,
[in, unique, size is(ClientKeyLength) ]
byte* ClientKey,
[out, ref] KEY LENGTH* pServerKeyLength,
[out, ref, size is(, *pServerKeyLength)]
byte** pServerKey
)

Binding: An RPC binding handle parameter as described in [MS-RPCE] section 2.

ClientKeyLength: Length of the client's local certificate, or zero if ClientKey is NULL.

ClientKey: The client's local certificate, encoded as a CERTIFICATE BLOB (section 2.2.2). If
NULL, the client is choosing not to send a certificate.

pServerKeyLength: On output, the length of the server's local certificate. Set to zero if the
return value is nonzero, or if pServerKey is NULL.

pServerKey: On output, the server's local certificate, encoded as a CERTIFICATE_BLOB (section
2.2.2). If NULL, the server is choosing not to return a certificate. Set to NULL if the return
value is nonzero. Ignored on the client if the method returns an error or throws an exception.

Return Values: An HRESULT indicating return status. See [MS-ERREF] for details of the
HRESULT type.

ERROR_SUCCESS (0x00000000)

Exceptions Thrown: No exceptions are thrown beyond those thrown by the underlying RPC
protocol [MS-RPCE].

The server MUST first check whether the client's Kerberos identity is an account in an Active
Directory domain that is trusted by the server, returning 0x80070005 if it is not. The server MAY
apply other implementation-specific criteria to the account.<3>

If ClientKeyLength is nonzero, the server MUST decode the client certificate. If an error occurs
during decoding, the server MUST return an error, which SHOULD be the underlying error code. The
subject of the certificate MUST be a SID string representing the client's Kerberos identity; otherwise,
the server MUST return 0x80070005. If the SID string represents the client's Kerberos identity, the
server MUST add the certificate to its table of peer certificates. The server MAY impose
implementation-specific limits on the size of the table.<4> If the client certificate is not added
because of such a limit, the server MUST return 0x80040006. If the table already contains a
certificate corresponding to this client, the server MAY choose whether to replace or augment the
prior certificate.<5> The server MUST return zero in either case.
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The server SHOULD encode its own certificate as a CERTIFICATE_BLOB, returning the encoded

buffer in pServerKey. Otherwise, it MUST return NULL in pServerKey and zero in

pServerKeylLength.<6>

If an error occurs during encoding, the server MUST return an error, which SHOULD be the
underlying error code. Otherwise, the server MUST return zero.

3.1.5 Timer Events

No timer events are defined for this protocol.

3.1.6 Other Local Events

No local events are defined, beyond those specified in [MS-RPCE].

3.2 BitsPeerAuth Client Details

The topics in this section specify the details of the client-side behavior of this protocol.

3.2.1 Abstract Data Model

The following diagram illustrates the client-side data. It is very similar to the server-side data.

/Llient host

~

RPC server

Peer
certificates

Local
certificate

Content Retrieval Protocol

N

/

Figure 2: Client-side data

3.2.1.1 Local Certificate

The client has access to a single X.509 certificate that identifies it to peers during content retrieval.

For more information on content retrieval, see [MS-BPCR] sections 2 and 3.

[MS-BPAU] - v20080207

Background Intelligent Transfer Service (BITS) Peer-Caching: Peer Authentication Protocol Specification

Copyright © 2008 Microsoft Corporation.
Release: Thursday, February 7, 2008

17/27


%5bMS-RPCE%5d.pdf
%5bMS-BPCR%5d.pdf
%5bMS-BPCR%5d.pdf
%5bMS-BPCR%5d.pdf

3.2.1.2 Table of Peer Certificates

The client maintains a table of X.509 certificates corresponding to peers that are allowed to

communicate with it via content retrieval. Each certificate is associated with a particular Kerberos

principal.

3.2.2 Timers

This protocol uses non-default behavior for the RPC Call Timeout timer defined in [MS-RPCE] section

3.3.2.2.2. The client SHOULD use a timeout of 15,000 milliseconds for the single method of this
interface.

3.2.3 Initialization

The client MUST direct RPC to use the Kerberos security provider and require mutual authentication,

as specified in [MS-KILE] section 3.3.1. The server principal name MUST be the Active Directory
account of the server computer. For example, if the server's DNS name is
"sample.corp.contoso.com", then the corresponding server principal name would be
"sample$.corp.contoso.com".

3.2.4 Message Processing Events and Sequencing Rules

See the preceding section on Message Processing Events and Sequencing Rules for basic
message processing requirements.

Methods in RPC Opnum Order

Method Description
ExchangePublicKeys Exchanges certificates used for content retrieval.
Opnum: 0

3.2.4.1 ExchangePublicKeys (Opnum 0)

HRESULT ExchangePublicKeys (
[in] handle t Binding,
[in] KEY LENGTH ClientKeyLength,
[in, unique, size is(ClientKeyLength) ]
byte* ClientKey,
[out, ref] KEY LENGTH* pServerKeyLength,
[out, ref, size is( , *pServerKeyLength) ]
byte** pServerKey
)i

Binding: An RPC binding handle parameter as specified in [MS-RPCE] section 2.

ClientKeyLength: Length of the client's local certificate, or 0 if ClientKey is NULL.

ClientKey: The client's local certificate, encoded as a CERTIFICATE BLOB (section 2.2.2). If
NULL, the client is choosing not to send a certificate.

pServerKeyLength: On output, the length of the server's local certificate. Set to 0 if the return

value is nonzero, or if pServerKey is NULL.
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pServerKey: On output, the server's local certificate, encoded as a CERTIFICATE_BLOB
(section 2.2.2). If NULL, the server is choosing not to return a certificate. Set to NULL if the
return value is nonzero. Ignored on the client if the method returns an error or throws an
exception.

Return Values: An HRESULT indicating return status. See [MS-ERREF] for details of the
HRESULT type.

ERROR_SUCCESS (0x00000000)

Exceptions Thrown: No exceptions are thrown beyond those thrown by the underlying RPC protocol
[MS-RPCE].

The client SHOULD send its local certificate, unless it knows that this is unnecessary through
implementation-defined means. If the client chooses to send a certificate, it MUST encode the
certificate as a CERTIFICATE_BLOB and send it in ClientKey.

If the method returns an error or throws an exception, the client MUST ignore pServerKey and
pServerKeylLength, abort further processing of the method, and return the error to the higher-layer
protocol.

If pServerKey is non-NULL, the client MUST decode the server certificate. If an error occurs during
decoding, the client MUST abort further processing and return the error to the higher-layer protocol.
The subject of the received certificate MUST be a SID representing the server's Kerberos identity; if
it is not, the client MUST return an error to the higher-layer protocol. If the SID string represents
the server's Kerberos identity, the client MUST add the certificate to its table of peer certificates. The
client MAY impose implementation-specific limits on the size of the table.<7> If the server
certificate is not added because of such a limit, the client MUST return an error to the higher-layer
protocol. If the table already contains a certificate corresponding to this server, the client MAY
choose whether to replace or augment the prior certificate.<8> In either case, the client MUST
indicate success to the higher-layer protocol.

3.2.5 Timer Events

No timers events are defined for this protocol.

3.2.6 Other Local Events

No local events are defined beyond those in [MS-RPCE].

19/27

[MS-BPAU] - v20080207
Background Intelligent Transfer Service (BITS) Peer-Caching: Peer Authentication Protocol Specification

Copyright © 2008 Microsoft Corporation.
Release: Thursday, February 7, 2008


%5bMS-ERREF%5d.pdf
%5bMS-RPCE%5d.pdf

4 Protocol Examples

The following sections provide samples to demonstrate common scenarios of the BITS Peer-Caching:
Peer Authentication Protocol.

4.1 Typical Success Scenario

A common scenario is that the client's table of peer certificates contains a certificate for the server,
but the server's table no longer contains the client's certificate. If the client attempts a discovery
request via content retrieval, the following exchange of messages occurs. (For more information
about content retrieval messages, see [MS-BPCR].)

Assume the client computer has a DNS name of "client.corp.contoso.com", and its account in Active
Directory has an SID of S-1-5-21-10-10-10-44. The server computer has a DNS name of
"server.corp.contoso.com”, and its account in Active Directory has a SID of S-1-5-21-10-10-10-33.

The client's content retrieval layer first opens a TLS connection to the server's content retrieval port.
Client and server exchange certificates during TLS connection setup. The client's certificate contains
the same string in its subject and issuer fields: "S-1-5-21-10-10-10-44". Similarly, the server's
certificate contains "S-1-5-21-10-10-10-33".

The server's content retrieval layer examines the client certificate, discovers it is not in the table of
peer certificates, and returns a status of "CertificateNotFound".

The client's peer authentication layer creates an RPC binding handle to the server, specifying the
Kerberos security provider and enabling mutual authentication. The expected server principal name
is "server$.corp.contoso.com".

The client calls the ExchangePublicKeys method in the BitsPeerAuth RPC interface, passing its
certificate in ClientKey. The client's Kerberos layer verifies that the server process is executing with
the correct identity.

The server's ExchangePublicKeys routine decodes the client certificate. The server's Kerberos
layer identifies the RPC client as "S-1-5-21-10-10-10-44"; the server compares the certificate
subject to this SID and finds that they match. The server checks the size of its table of peer
certificates; the table has only a few entries and so the server adds the certificate to the table
without discarding any other rows. The server then encodes its own certificate and returns it in
pServerKey.

The client decodes the server certificate. It compares the certificate subject ("S-1-5-21-10-10-10-
33") to the SID of the server's Kerberos identity, and finds that they match. The client checks the
size of its table of peer certificates; the table has only a few entries and so the client adds the
certificate to the table without discarding any other rows.

The client retries the content retrieval request; it succeeds this time because the server finds the
client certificate in its table of peer certificates.

4.2 Typical Encoded Certificate from Windows Vista

A sample of an encoded certificate from the computer "jroberts21.ntdev.corp.microsoft.com" is
shown below.

The first property starts at offset 0 and is of type 0x19 (SUBJECT_PUBLIC_KEY_MD5_HASH).

The second property starts at offset Ox1c and is of type 0x0f (SIGNATURE_HASH).
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The third property starts at offset O0x3c and is of type 0x03 (SHA1_HASH).
The fourth property starts at offset Ox5c and is of type 0x09 (ENHKEY_USAGE).

The DER-encoded extension data is as follows:

0060 30 14 06 08 2b 06 01 05 O...+...
0070 05 07 03 01 06 08 2b 06 01 05 05 07 03 02  ...... toooaa..

This is decoded as follows:

30 = Sequence (section 8.9 of [X690])
14 length
06 = object ID (section 8.4 of [X680])
08 = length
2b = { 1.3 } (from section 8.19.4 of [X690])
06 01 05 05 07 03 01 = id-kp-serverAuth
(section 4.2.1.13 of [RFC32801])
06 object ID (section 8.4 of [X680])
08 length
2b = { 1.3 } (from section 8.19.4 of [X690])
06 01 05 05 07 03 02= id-kp-clientAuth
(section 4.2.1.13 of [RFC3280])

The fifth property starts at offset 0x7e and is of type 0x04 (MD5_HASH).
The sixth property starts at offset 0x9a and is of type 0x14 (KEY_IDENTIFIER).

The certificate starts at offset Oxba, with the DER-encoded data starting at offset Oxc6. Note that
the subject and issuer fields near offsets 0x101 and 0x15c each contain the SID of the computer's
Active Directory identity. For better readability, the certificate also contains a Subject Alternative
Name extension at offset 0x232, with the actual name beginning at 0x23e.

0000 19 00 00 00 01 0O 00 00 10 0O 00 00 f4 62 72 22 ... br"
0010 Oa 13 e2 78 ad eb b9 99 e5 39 21 58 0f 00 00 00 ...x..... 91X....
0020 01 00 00 00 14 00 00 00 12 9e b2 86 50 ec 9a 98 ............ P...
0030 61 8f ef 5c 5¢c 8b ¢8 75 22 01 9f 9¢c 03 00 00 00 a..\\..u".......
0040 01 00 00 00 14 00 00 00 98 93 cl 90 82 5a 4a 76 «.vuiviinennn ZJv
0050 a7 d8 2b 6a 22 23 44 1b 4e 09 10 64 09 00 00 00 ..+j"#D.N..d....
0060 01 00 00 00 16 00 00 00 30 14 06 08 2b 06 01 05 ........ 0...+...
0070 05 07 03 01 06 08 2b 06 01 05 05 07 03 02 04 00 ...... toeiiaa,
0080 00 00 01 00 OO 00 10 00 OO0 00 a9 06 e7 80 06 e4d .......vvviunn..
0090 ef d8 44 7e f£7 5f 9d £7 05 41 14 00 00 00 01 00 ..D~. ...A......
00a0 00 00 14 00 00 00 £f5 4b 62 5d bl dd a7 6f 73 f1 ....... Kb]...os.
00b0 51 7d 8a 14 70 84 ca f6 8f cf 20 00 00 00 01 00 Q}..Pev.vuen vun..
00cO 00 00 2d 02 00 00 30 82 02 29 30 82 01 92 a0 03 ..-...0..)0.....
00d0 02 01 02 02 10 03 88 1c 65 49 2a cd ac 4b d7 de ........ el*..K..
00e0 2c bf ec 8b cl 30 0d 06 09 2a 86 48 86 £7 0d 01 ,....0...*.H....
00f0 01 05 05 00 30 39 31 37 30 35 06 03 55 04 03 13 ....091705..U...

0100 2e 53 2d 31 2d 35 2d 32 31 2d 33 39 37 39 35 35 .5-1-5-21-397955
0110 34 31 37 2d 36 32 36 38 38 31 31 32 36 2d 31 38 417-626881126-18
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5 Security

The following sections specify security considerations for implementers of the BITS Peer-Caching:

Peer Authentication Protocol.

5.1 Security Considerations for Implementers

No additional security considerations are known.

5.2 Index of Security Parameters

Security parameter Section

Kerberos security provider required As specified in section 1.5.
Security parameters in encoded certificate properties As specified in section 2.2.2.1.
Mutual authentication required As specified in section 3.2.3.
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6 Appendix A: Full IDL

For ease of implementation, the full IDL is provided, where "ms-rpce.idl" is the IDL found in [MS-

DTYP] Appendix A.

import "ms-dtyp.idl";

[
uuid(e3d0d746-d2af-40£fd-8a7a-0d7078bb7092) ,
pointer default (unique) ]

interface BitsPeerAuth

{

version(1.0),

typedef [range (0, 65536)] DWORD KEY LENGTH;

HRESULT ExchangePublicKeys (
[in] handle t Binding,
[in] KEY LENGTH ClientKeyLength,
[in, unique, size is(ClientKeyLength)] byte * ClientKey,
[out, ref] KEY LENGTH * pServerKeyLength,
[out, ref, size is( ,

*pServerKeyLength) ] byte ** pServerKey
)i
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7 Appendix B: Windows Behavior
The information in this specification is applicable to the following versions of Windows:
= Windows Vista
= Windows Server 2008

Exceptions, if any, are noted below. Unless otherwise specified, any statement of optional behavior
in this specification prescribed using the terms SHOULD or SHOULD NOT implies Windows behavior
in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term
MAY implies that Windows does not follow the prescription.

<1> Section 1.7: Windows RPC protocol returns RPC_S_PROCNUM_OUT_OF_RANGE to notify the
client that an RPC method is out of range, as specified in [MS-RPCE].

<2> Section 3: Windows client and server always send a certificate.

<3> Section 3.1.4.1: Windows verifies that the identity is a computer account, not a user account.

<4> Section 3.1.4.1: Windows limits the table to 100 entries. If the table already contains a
certificate for the client SID, that certificate is deleted and the new one is inserted into the table.
Otherwise, the server sorts the certificates according to the time they were inserted into the table
and chooses the oldest. If more than one minute has elapsed since its insertion, the server deletes
that row of the table and inserts the new certificate. Otherwise, the server returns 0x80040006.

<5> Section 3.1.4.1: Windows replaces the prior certificate.

<6> Section 3.1.4.1: Windows always returns a certificate.

<7> Section 3.2.4.1: Windows limits the table to 100 entries. If the table already contains a
certificate for the server SID, that certificate is deleted and the new one is inserted into the table.
Otherwise, the client sorts the certificates according to time they were inserted in the table and
chooses the oldest. If more than one minute has elapsed since its insertion, the client deletes that
row of the table and inserts the new certificate. Otherwise, the server certificate is discarded and an
error is reported to the higher-layer protocol.

<8> Section 3.2.4.1: Windows replaces the prior certificate.
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