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Thisisapreliminary draft of a spedficaion of a proposed new version of the CIFS authenticaion protocol. It is sipplied here &
a standalone document for ease of review; if accepted and implemented, it may be incorporated into a future release of the CIFS
spedficaion. (This gedficaion may change without notice, and should not be mnstrued as a product commitment from
Microsoft Corporation.)

There aetwo sedions: one éout the authentication protocols themselves; and one @out how the protocol to use is negotiated
and the protocol messages transported in CIFSrequests and responses.

1. CIFS Authentication Protocols

This edion defines the CIFS sesdon and message authenticaion protocols. Sesgon authenticaion isdone via a dallenge
response protocol based upon the shared knowledge of the user's password. Message authentication is done by attaching a
message authentication code (MAC) to eat message.

1.1 Overview

There ae several variations on one basic session authentication scheme: To gain authenticated accessto server resources, the
server sends a " challenge” to the dient, which the dient respondsto in away that provesit knows the dient's passvord: a
"response” is creaed from the challenge by encrypting it (and possbly a nonce of the dient's choice) with a168 it "sesson
key" computed from the user's passwvord. The response, or a subset of it, and client nonce ae then returned to the server, which
can validate the response by performing the sasme computation. The dient and server negotiate which variation to use by a
medhanism described in the next sedion (being careful to not permit a downgrade dtad).

We describe the sesson authentication protocol asif the CIFS server kegps a dient’s passvord, but an implementation might
acdually store the passwvords on a key distribution server (KD S) and have servers use aprotocol outside the scope of this
spedficaion to enable them to perform the steps required by this protocol.

Oncethe session is authenticaed, subsequent messages may be authenticated by computing a MAC for ead message and
attachingit to the message. The MAC used is a keyed MD5 construction similar to that used in IPSec[RFC 182§, usinga
"MAC key" computed from the sesson key, and the resporse to the server's challenge. The MAC is over both the message text
and an implicit sequence number, to prevent replay.

1.2 Definitions
Let

E(K, D)
denote the DES block mode encryption function [FIPS 81] , which accepts a seven byte key (K) and an eight byte data block
(D) and produces an eight byte encrypted data block asits value.

Ex(K,D)
denote the extension of DES to longer keys and data blocks. If the datato be encrypted is longer than eight bytes, the
encryption function is applied to ead block of eight bytes in sequence and the results are mncatenated together. If the key
islonger than seven bytes, eadt 8 byte block of datais first completely encrypted using the first seven bytes of the key, then
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the second seven bytes, etc., appending the results ead time. For example, to encrypt the 16 hbyte quantity DOD1 with the
14 byte key KOK 1,

Ex(KOK1,D0D1) = concat(E(K0,D0),E(K0,D1),E(K1,D0),E(K1,D1))

concat(A, B, ..., 2)
is the result of concatenating the byte strings A, B, ... Z

head(S, N)
denote the first N bytes of the byte string S.

swab(S)
denote the byte string obtained by reversing the order of the bitsin ead byte of S, i.e., if Sisbyte string of length one, with
the value 0x37 then swab(S) is OxEC.

zeros(N)
denote a byte string of length N whose bytes all have value O (zero).

ones(N)
denote a byte string of length N whose bytes all have value 255,

xor(A, B)
denote abyte string formed by the bytewise logicd "xor" of ead of the bytesin A and B.

and(A, B)
denote abyte string formed by the bytewise logicd "and" of eadt of the bytesin A and B.

substr(S, A, B)

denote abyte string of length N obtained by taking N bytes of S starting at byte A. Thefirst byte isnumbered zero. I.e., if S
isthe string "NONCE" then substr(S, 0, 2) is"NO".

1.3 Session Keys

The sesson authentication protocol isthe same for all dialeds, but the computation of the session keysis diff erent depending on
the dialed and the authenticaion negotiation described below.

1.3.1 NT Session Key
The sesson key S21and partial MAC key S16 are computed as

S16 = MD4(U(PN))
S21 = concat(S16, zeros(5))

where
o PN isastring containing the user’s password in clea text, case sensitive, no maximum length
0 U(x) of an ASCII string"Xx" isthat string converted to Unicode

0 MD4(x) of an byte string "x" isthe 16 byte MD4 message digest [RFC 132Q of that string
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132 LM Session Key

The sesson key S21 and partial MAC key S16 are computed as
S16X = Ex(swab(P14),N8)
S21 = concat(S16X, zeros(5))
S16 = concat(head(S16X, 8), zeros(8))

where

0 Pl4disal4 byte string containing the user’s password in clea text, upper cased, padded with spaces

0 NB8isan 8 hyte stringwhose value is available from Microsoft upon request.

1.4 Session Authentication Protocol
The sesson authentication protocol has the foll owing steps:

0 The server chooses a unique 8 byte dhallenge C8 (a"nonce' that has never been used before and will not be reused) and
sends it to the dient

0 The dient computes
RN = Ex(S21,C8)
0 The dient sends the 24 byte response RN to the server

0 The server computes RN as above and compares the recaved response with its computed value for RN; if equal, the dient
has authenticated.

1.6 Message authentication code
The MAC isthe keyed MD5 construction:

MAC(K, text) = head(MD5(concat(K, text)), 8)
Where:

MD5
isthe MD5 hash function; seeRFC 1321

K
isthe key

text
is the message whose MAC is being computed

SeeRFC 1828for an example of Keyed-MD5 applied to |P seaurity. If not used properly, keyed MD5 may have weaknesses as a
MAC. Iterative hashes such as MD5 may be subjed to message extension attadks and to cryptanalysis[Kal 95]. This
construction is not subjed to the problems identified there, because the text contains an expli cit length, which prevents message
extension attads; and because there ae dways two iterations of the compresson function, and only 64 hts of the hash are
output, which prevents known cryptanalysis techniques.
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1.7 MAC key
The MAC key is computed as foll ows:
K = concat(S16, RN)

Where S16 and RN are & above. K iseither 40 a 44 byteslong, depending on the length of RN.

1.8 Message Authentication Protocol

Oncethe session has been authenticated, eac message can be aithenticated as well. Thiswill prevent MITM attads, replay
attacks, and adive message modification attacks. (See Security Considerations, below.)

Let

SN
be arequest sequence number, initialy set to 0. Both client and server have one SN for ead connection between them.

RSN
is the sequence number expeded on the response to a request.

req_msg
be aregquest message

rsp_msg
be aresponse message

The SN islogicdly contained in each message, as defined below in the sedion on authenticated message transport, and
participates in the computation of the MAC, as defined in that sedion.

Then for or ead message sent in the session the foll owing procedure is foll owed:

e Client computes MAC(req_msg) using SN, and sendsit to the server in the request message. If there ae multiple messages
in the request, ead uses the same SN. If there ae multiple requestsin the message (using the "AndX" fadlity) , then the
MAC iscdculated asif it were asingle large request.

e Client incrementsits SN and savesit as RSN

* Client incrementsits SN —thisisthe SN it will usein its next request

*  Server recaves eah req_msg, validates MAC(req_msg) using SN, and responds ACCESS DENIED if invalid

e Server incrementsits SN and savesit as RSN

e Server incrementsits SN —thisisthe SN it will exped in the next request

»  For ead response message for this request, computes MAC(rsp_msg) using RSN, and sendsit to client in the response
message. |f there ae multi ple resporses in the message (using the "AndX" fadlity) , then the MAC is cdculated asif it were
asingle large resporse.

e Clientrecevesead rsp_msg, validates MAC(rsp_msg) using RSN, and dscards the response message if invalid
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2. Security Level and Authentication Protocol Negotiation
The SMB_COM_NEGPR@Eponse from a server has the following bitsin its SecurityMode field:

#define NEGOTIATE_SECURITY_USER_LEVEL 0x01
#define NEGOTIATE_SECURITY_CHALLENGE_RESPONSE 0x02
#define NEGOTIATE_SECURITY_SIGNATURES_ENABLED 0x04
#define NEGOTIATE_SECURITY_SIGNATURES_REQUIRED  0x08

If NEGOTIATE_SECURITY_USER _LEVEL is s, then "user level" seaurity isin effed for al the shares on the server. This
means that the dient MUST establish a sesgon (with SMB_COM_SESSON_SETUP_ANX) to authenticae the user before
conneding to a share, and the passvord to use in the aithentication protocol described above is the user's password. If
NEGOTIATE_SECURITY_USER LEVEL isclea, then "sharelevel" seaurity isin effed for all the sharesin the server. This
means that a session need not be establi shed, and the password to use in the authentication protocol is a password for the share.

If NEGOTIATE_SECURITY_CHALLENGE_ RESPONSE isclea, then the server is requesting plaintext passwords. Clients
MUST be aleto be configured to refuse requests for plaintext passwords (in order to prevent downgrade atacks by rogue or
spoding servers); this SHOULD be the default. Servers MUST be ale to be onfigured to refuse plaintext passwords (in order
to make password guessing attacks harder).

If NEGOTIATE_SECURITY_CHALLENGE RESPONSE is st, then the server supparts the thallenge/response session
authentication protocol described above, and clients SHOULD use it. Servers MAY refuse mnnedionsthat do not use it, and
MUST be aleto be configured to doso.

If thedialed isealier than "NTLM 0.12" then the dient computes the response using the "L M session key". If the didled is
"NTLM 0.12" then the dient MAY compute the response dther using the "L M session key", or the "NT sesson key", or bath.
The server MAY choose to refuse responses computed usingthe "LM sesdon key", and MUST be &leto be onfigured to doso
(in order to proted against downgrade dtacks).

If NEGOTIATE_SECURITY_SIGNATURES ENABLED is set, then the server supparts the message aithentication protocol
described above, and the dient MAY useit. Thisbit may only be set if NEGOTIATE_SECURITY _CHALLENGE RESPONSE
is %t. Clientsthat suppart seaurity signatures MUST be configurable to refuse to conned to serversthat do not have
NEGOTIATE_SECURITY_SIGNATURES ENABLED set. Clientsthat are so configured MUST refuse to conned to servers
that have NEGOTIATE_SECURITY_CHALLENGE_RESPONSE set and donot have

NEGOTIATE_SECURITY_USER _LEVEL st (i.e., they must not use chall enge/response authentication to a server using
"share-level" seaurity).

If NEGOTIATE_SECURITY_SIGNATURES REQUIRED is st, then the server requires the use of the message aithentication
protocol described above, and the dient MUST use it. This bit may only be set if

NEGOTIATE_SECURITY_SIGNATURES ENABLED is t. Thisbit MUST NOT be set. if
NEGOTIATE_SECURITY_USER LEVEL isclea (i.e, for serversusing "share level" seaurity).

The SMB_COM_SESSON_SETUP_ANDX request has the foll owing bit in the Flags? field:

#define SMB_FLAGS2_SMB_SECURITY_SIGNATURE 0x0004

To use message aithenticaion, the dient sets SMB_FLAGS2_SMB_SECURITY_SIGNATURE a
SMB_COM_SESYON_SETUP_ANDX reguest to the server, and includes a MAC cdculated as described above. If the
resulting session is non-null and non-guest, then the SMB_COM_SESJON_SETUP_ANDX response and all subsequent SMB
reguests and responses MUST include aMAC cdculated as described above. The first non-null, non-guest sesson determines
the key to be used for the MAC for all subsequent sessions.

Message aithentication may only be requested when the "NTML 0.12" dialed has been negotiated. If message authentication is
used, raw mode MUST not be used (because some raw mode messages have no headers in which to carry the MAC).

No matter which authentication protocol is negotiated, servers MUST be ale to be onfigured to "lock out" acmunts that make
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too many fail ed authentication attempts, in order to foil brute force dtadks on the protocol.

2.1 Plaintext password transport
If plaintext password authenticaion was negotiated, clients snd the plaintext password in the first SMB_COM_TREE_CONNECT
SMB_COM_TREE_CONNECT_AN#@/or SMB_COM_SESSION_SETUP_ANEquest which follows the SMB_COM_NEGPROT
message exchange. The SMB field used to contain the resporse depends upon the request:

e Passwordin SMB_COM_TREE_CORDIT

+ Passwordin SMB_COM_TREE_CORDI_ANDX

e AccountPassword in SMB_COM_SESSION_SETUP_AND#M dialeds prior to "NTLM 0.12"

+  CaselnsensitivePassword in SMB_COM_SESSION_SETUP_ANiDXhe "NTLM 0.12" dialeat

e CaseSensitivePassword in SMB_COM_SESSION_SETUP_ANDXthe "NTLM 0.12' dialea

2.2 Challenge/response transport

The challenge C8 from the server to the dient is contained in the EncryptionKey field in the SMB_COM_NEGPR@Bponse.
(Note: the name "EncryptionKey" is historicd -- it doesn't acually hold an encryption key.)

Clients £nd the deartext passvord, or the response to the challenge, in the first SMB_COM_TREE_CONNECT
SMB_COM_TREE_CONNECT_AN#@/or SMB_COM_SESSION_SETUP_ANEquest which follows the SMB_COM_NEGPROT
message exchange. The SMB field used to contain the response depends upon the request:

e Passwordin SMB_COM_TREE_CORDI

«  Passwordin SMB_COM_TREE_CORDI_ANDX

*  AccountPassword in SMB_COM_SESSION_SETUP_ANDM dialeds prior to "NTLM 0.12"

e CaselnsensitivePassword in SMB_COM_SESSION_SETUP_ANIDKXa response omputed using the "LM sessonkey" in the
"NTLM 0.12" didled

e CaseSensitivePassword in SMB_COM_SESSION_SETUP_ANfmX aresponse amputed usingthe "NT sesson key" in
the"NTLM 0.12" didea

(Note: again, the names are historicd, and donot refled this usage.)

2.3 MAC transport

In eadh message that contains a MAC, the following bit is st in the flags2 field:
#define SMB_FLAGS2_SMB_SECURITY_SIGNATURES 0x0004

The SMB header has been modified to include aplacefor the MAC:

typedef struct _ SMB_HEADER {
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UCHAR Protocol[4]; /I Contains OxFF,'SMB'
UCHAR Command; /I Command code
UCHAR ErrorClass; /I Error class
UCHAR Reserved; /I Reserved for future use
USHORT Error ; /I Error code
UCHAR Flags; /I Flags
USHORT Flags2 ; /I More flags
union {

USHORT Reserved?2[6]; /I Reserved for future use

struct {

USHORT PidHigh; /I High part of PID

/I Client must send the correct Signature
/I for this SMB to be accepted.
UCHAR SecuritySignature[8];

h
h
} SMB_HEADER,;
The sender of a message inserts the sequence number SSN into the message by putting it into the first 4 bytes of the
SeauritySignature field and zeroing the last 4 bytes, computes the MAC over the entire message, then putsthe MAC in the field.
Therecaver of amessage validates the MAC by extrading the value of the SeauritySignature field, putting its ESN into the first
4 bytes of the SeauritySignature field and zeroing the last 4 bytes, computing the MAC, and comparing it to the extraded value.

Oplock break messages from the server to the dient may not use message aithentication, even if it has been negotiated.

3. Security considerations
(These ae dready in the main CIFS spec, of which this will eventually become apart.) Relevant additi ons:

Clients that require the use of message authentication will be proteded against man-in-the-middle dtacks and downgrade

attadks by rogue or counterfeit servers. Serversthat require the use of message authentication will be proteded against man-in-
the-midde dtadks and downgrade atadks by rogue dients.

4. References
[FIPS 81] DES, FIPS PUB xxx

[RFC 1320 RFC 132Q R. Rivest, The MD4 Message-Digest Algorithm
[RFC 1327 RFC 1321, R. Rivest, The MD5 Message-Digest Algorithm
[RFC 1828 RFC 1828 P. Metzger, W. Simpson, "IP Authentication using Keyed MD5", August 1995

{Kal 95] B. Kaliski, M.Robshaw, "Messge Authenticaion with MD5", CryptoBytes, Sping 1995 RSA Inc,
(http://www.rsa.com/rsal abs/pubs/cryptobytes/springd5/md5.htm)

Paul Leach Page 7 03/25/97



