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Thisisapreliminary draft of a portion of spedfication of a propcsed new version of the CIFS authentication protocol. It is
supplied here & a standalone document for ease of review; if acceted and implemented, it may be incorporated into afuture
release of the CIFS spedficaion. (This gpedficaionis subjed to change without notice and should not be cnstrued as a product
commitment from Microsoft Corporation.)

The original protocol from which this version descends was designed more than a decale ayo; recently, quite afew weaknesses
have been found in previous versions. This latest revision is an attempt to repair those weaknesses with as snall a change to the
protocol as posshle, so that it can be incrementally and rapidly deployed. In particular, it must not be necessary for all usersto
change their passvords to deploy the upgraded protocol, or to deploy new key server software. Also, efficiency isan issue, so
some more robust MAC schemes that could have been used werentt.

This portion of the spedfication describes the authentication protocol abstraded from the implementation detail s, in order to
make scrutiny of its saurity properties easier. It also only describes the strongest of several variants of the authentication
protocol; abrief summary of the other variantsis at the end of the document, together with a description of how the red protocols
vary from this abstracion. The full detail s of the protocol are in the mmpanion CIFS Authentication Protocols Spedficaion
document; a broader discusson of the seaurity properties, including other attadks, may be found in the CIFS Saurity
Considerations document.

1.1 Overview

Sesdon authenticaion is done via a hall enge response protocol based upon the shared knowledge of the user's passvord.
Message althentication is done by attaching a message aithenticaion code (MAC) to ead message.

The responseis computed by DES encrypting a challenge (a nonce) seleded by the server with threekeys derived from the user's
passwvord.

The MAC isakeyed-MD5 construction (see[RFC 1828), using a key derived from the user's password and the dient and server
nonces. Each message is either of known fixed length or contains an explicit length, and islonger than an MD5 block, which
avoids the known wegnesses of MD5 asa MAC (see[Kal 95]). Each message includes an impli cit sequence number, to avoid

replay.

We describe the authentication protocols as if the CIFS server communicaes over some seaure (private, authenticated) channel to
akey server (KS) which keeps a database of hashes of clients' passvords, but a server might adually store the hashed passwvords
itself and beits own KS. Also, either type of server could store the passvordsinstead of a hash of the passwvords. We mnsider
these topicsto be outside the scope of this protocol. One of the design goals for this version of the protocol wasto leave the
server to key server protocol and the hashed passwvord format unchanged from the previous version.

1.2 Definitions

Let

U be the user's name, blank padded to 16 kytes
P) be U's passvord

Ks, Ks' be a128 hit sesson key
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Ka, Ka'
Kb, Kb'
Kc, Kc'
SN, SN’
Km, Km'
[s]<n:m>
[s]<n>
ab,...z
{m}K
MD4(m)
MD5(m)
Z(n)

CS
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be a56 bt DES key extraded from the first seven bytes of Ks

be another 56 kit DES key extraded from the second seven bytes of Ks
be another 56 hit DES key extraded from the last two bytes of Ks, padded with zeros
be a32 kit sequence number

be a40 byte key for akeyed-MD5 MAC

bethe"n" bytes of s garting at byte"m" (the first byte is numbered 0).
be thefirst "n" bytes of s

be the mncaenation of the byte stringsa, b, ... z

be the DES encryption [FIPS] of the byte string m with key K

be the MD4 message digest [RFC 132( of the byte stringm

be the MD5 message digest [RFC 1327 of the byte stringm

be abyte string of zeros of length n

be an 8 byte nonce dosen by the server, used asa dhallenge

1.3 Application protocol messages

The gplicaion protocol being seaured is a request/response protocol that has the foll owing charaderistics. Authenticdion is
caried out in the processof setting yp a sesson, during which sesgon feaures are negotiated, the exad detail s of which do not
affed the authentication protocol. Each of the dements of protocol messages is either afixed length byte string, or contains an
explicit length, and is at least 32 byteslong;, and requests are guaranteed to be distinguishable from responses.

Mneg
Mnegr
Msess
Msessr
Mreq
Mrsp

be asesdon negotiation request containing supparted feaures
be anegotiation response indicaing seleded feaures
be a sesson request

b e asesson response

be asubsequent protocol request
be asubsequent protocol response

1.4 Session authentication protocol

1. The dient computes the sesson keys from the user's password, initi ali zes its guence number, and sends a sesson negotiation
request to the server.

C:

C->S:

Ks = MD4(P(U))

Ka = [Ks]<7>
Kb = [Ks]<7:7>
Kc = [Ks]<2:14>, Z(5)

Mneg

2. The server responds with the feaures negotiated, and a chall enge:

S->C:

Mnegr, CS

3. The dient computes aresponse to the challenge. It computes the MAC key, and the MAC of the message, and send the user
name, chall enge response, and sesson request parameters to the server. Its message uses a sequence number of 0, and it expeds
a sequence number of 1 to be used in the response.

C:
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R = {CS}Ka, {CS}Kb, {CS}Kc

Km =Ks, R
SN=0
MC = [MD5(Km, SN, Msess, U, R)]<8>
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SN=1
C->S: Msess, U, R, MC

4. The server send the user's name, the challenge, and the response to akey server (KS) over a seaure (private, authenticated)
chanrel.

S'>KS. U, CS! R

5. The key server looks up the sesson key by looking up the user's name in a database mntaining the MD4 hash of users
passwvords, and from the key and the dient's challenge, computes the expeded response. If the expeded response matches the
adua response (R ==R)), then it sends Ks' to the server, otherwise it tell sthe server to deny access

KS: Ks' = MD4(P(U))

Ka' = [Ks']<7>

Kb' = [Ks']<7:7>

Kc' = [Ks']<2:14>, Z(5)

R' ={CS}Ka', {CS}Kb', {CS}Kc'
KS->S: Ks'

6. The server computes the MAC key, and the MAC for the request. If MC' == MC, then the dient has authenticated to the
server. The server computes the MAC of its response, then sends the sesson adknowledgment message, then sets its squence
number to 2, the expeded value in the next request.

S: Km'=Ks', R
MC' = [MD5(Km, SN', Msess, U, R)]<8>
MS = [MD5(Km', SN', Msessr)]<8>
S->C: Msessr, MS
S: SN'=2

7. The dient chedksif MS == MS; if so, then the server has authenticaed to the dient, and the dient's squence number is st to
the value to be used in the next request.

C: MS' = [MD5(Km, SN, Msessr)]<8>
SN =2

1.5 Message authentication protocol
For eat request/response interadion theredter the foll owing procedure is used:

1. The dient send the request together with a MAC of the request computed using the aurrent sequence number, then bumpsits
sequence number to the one expeded in the response:

C->S: Mreq, [MD5(Km, SN, Mreq)]<8>
C: SN=SN+1

2. The server checksthe MAC, and if corred, sends the response with a sequence number one higher, then bumps its ssquence
number by 2 to the expeded value in the next request:

S->C: Mrsp, [MD5(Km', SN'+1, Mrsp)]<8>

S: SN'=SN'+ 2
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3. The dient chedksthe MAC and if corred accepts the response and bumpsits sequence number:

C: SN =SN +1

1.6 Summary of other variants and differences

There ae variants of the authentication protocols; they exist for badkwards compatibility. The variants are aeding by taking
certain all owed combinations of the foll owing diff erences:

* Thesesdon key Ksis computed differently.
e The message aithentication protocol is omitted.
* A plaintext passwvord may be sent

The fedure negotiation step (the exchange of Mneg and Mnegr above) iswhere the exad variant is sleded. Both client and
server can forcethe use of as grong a variant as they require to mee their seaurity palicy.

The acual authentication protocols differ from the one described in the foll owing ways:
e Theorder of fieldsin messages may be different

« TheMAC vaueiscdculated by inserting the implicit sequence number into afield of the message, and computing the MAC;
then that field is overwritten with the MAC value for transmisgon.

e Multiple requests or responses may be "batched" together into one message; single requests or responses may be spread out
over multi ple messages; and some requests have no response.

It is not believed that any of these diff erences affed the seaurity of the protocol. The full detail s of the protocol arein the CIFS

Authentication Spedfication document; a broader discusson of the seaurity properties, including other attacks, may be found in
the CIFS Saurity Considerations document.
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