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Summary of major types of references (in descending order):

Microsoft Protocol Specifications

Links to Public Standards

IETF Standards

Microsoft Web Resources

W3.org References

Nist.gov Standards

Itu.int Standards ($ - online publication fee or direct purchase)
IEEE Standards

Iana.org Standards

Books ($ - available through online or local booksellers)
ISO Standards ($ - online fee for one item)
Opengroup.org Standards

Oasis-open Standards

Intellectual Property Rights Notice for Protocol Documentation

This protocol documentation is covered by Microsoft copyrights. Regardless of any other terms
that are contained in the terms of use for the Microsoft website that hosts this documentation,
you may make copies of it in order to develop implementations of the protocols, and may
distribute portions of it in your implementations of the protocols or your documentation as
necessary to properly document the implementation. This permission also applies to any
documents that are referenced in the protocol documentation.

Microsoft does not claim any trade secret rights in this documentation.

Microsoft has patents that may cover your implementations of the protocols. Neither this notice
nor Microsoft's delivery of the documentation grants any licenses under those or any other
Microsoft patents. If you are interested in obtaining a patent license, please contact
protocol@microsoft.com.

The names of companies and products contained in this documentation may be covered by
trademarks or similar intellectual property rights. This notice does not grant any licenses under
those rights.
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= All other rights are reserved, and this notice does not grant any rights other than specifically
described above, whether by implication, estoppel, or otherwise.

This protocol documentation is intended for use in conjunction with publicly available standard

specifications, network programming art, and Microsoft Windows distributed systems concepts, and
assumes that the reader either is familiar with the aforementioned material or has immediate access

to it.

A protocol specification does not require the use of Microsoft programming tools or programming

environments in order for you to develop an implementation. If you have access to Microsoft

programming tools and environments you are free to take advantage of them.

Revision Summary

Date Revision History Revision Class Comments

12/18/2006 0.1 MCPP Milestone 2 Initial Availability
01/19/2007 1.0 Monthly release

02/22/2007 1.1 Monthly release

03/02/2007 1.2 Monthly release

04/03/2007 1.3 Monthly release

05/11/2007 1.4 Monthly release

06/01/2007 1.5 Minor Monthly release

07/03/2007 1.6 Minor Monthly release

07/20/2007 1.7 Minor Monthly Release

08/10/2007 1.8 Minor Monthly Release

09/28/2007 1.9 Minor Monthly Release

10/23/2007 2.0 Minor Monthly Release

11/30/2007 2.1 Minor Monthly Release

01/25/2008 2.2 Minor Updated the technical content.

[MS-REF] - v20080207
Windows Protocols Master Reference

Copyright © 2008 Microsoft Corporation.

Release: Thursday, February 7, 2008

2/ 81



Table of Contents

B I 5 o T 1 o e - |

2 EXternal ReferENCeS . . it it sununs s snss s s s s s s s s s s s s s s e s aa R aRannnnaE 5

3 Internal References....icciiiiiiiiinisnnnsssnsssnssnnssmsssssssssassannsssnsssnnsssnssssssnnnsnnnsssnnssnnsnnnns©®9

3/81

[MS-REF] - v20080207
Windows Protocols Master Reference

Copyright © 2008 Microsoft Corporation.
Release: Thursday, February 7, 2008



1 Support

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/bb608236.aspx, as an additional source.
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http://msdn.microsoft.com/msdnmag/issues/05/09/SecurityBriefs/default.aspx

[ADFOLDING] Microsoft Corporation, "CompareString Function", http://msdn2.microsoft.com/en-
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[ASF] Microsoft Corporation, "Advanced Systems Format Specification", December 2004,
http://download.microsoft.com/download/7/9/0/790fecaa-f64a-4a5e-a430-0bccdab3fib
4/ASF Specification.doc

If you have any trouble finding [ASF], please check here.
[ASPNET] Microsoft Corporation, "The Official Microsoft ASP.NET 2.0 Site", http://www.asp.net/

[ASPNETDC] Microsoft Corporation, "ASP.NET Developer Center", http://msdn2.microsoft.com/en-
us/asp.net/default.aspx

[AT] Sidhu, G., Andrews, R., and Oppenheimer, A., "Inside AppleTalk, Second Edition", New York:
Addison Wesley, 1990, ISBN: 0201550210,
http://developer.apple.com/MacOs/opentransport/docs/dev/Inside AppleTalk.pdf

If you have any trouble finding [AT], please check here.

[ATMA] Technical Committee, ATM Forum, "ATM Name System Specification Version 1.0",
http://www.ipmplsforum.org/ftp/pub/approved-specs/af-saa-0069.000.pdf

[AUPOLICY] Microsoft Corporation, "Configure Automatic Updates by Using Group Policy",
http://technet2.microsoft.com/WindowsServer/en/Library/51c8a814-6665-4d50-a0d8-2
ae27e69ca7c1033.mspx

[BAND] Black, R., Donnelly, A., Gavrilescu, A., and Thaler, D., "Fast Scalable Robust Node
Enumeration", http://research.microsoft.com/~dthaler/BAND.pdf

[BELL] Bellovin, S. and Merrit, M., "Limitations of the Kerberos Authentication System", 1991,
http://www.cs.columbia.edu/~smb/papers/kerblimit.usenix.pdf

[Box98] D. Box, "Essential COM", Addison-Wesley, 1998, ISBN: 0201634465

[C193] The Open Group, "Distributed TP: The XA Specification", February 1992,
http://www.opengroup.org/publications/catalog/c193.htm

[C311] The Open Group, "DCE 1.1: Authentication and Security Services--Document Number C311",
October 1997, http://www.opengroup.org/onlinepubs/9668899/

[C311D] The Open Group, "DCE 1.1: Authentication and Security Services", August 1997,
http://www.opengroup.org/bookstore/catalog/c311.htm
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http://www.opengroup.org/public/pubs/catalog/c706.htm

[CAECCRYPT] Barbosa, M., Moss, A., and Page, D., "Compiler Assisted Elliptic Curve Cryptography",
http://eprint.iacr.org/2007/053.pdf

[CAML] INRIA, "The Caml Language", 2005, http://caml.inria.fr/

[CANONHUFF] Sayood, K., "Lossless Compression Handbook, First Edition", Academic Press, August
2002, ISBN: 0126208611.

[CAP] Gilbert, S., and Lynch, N., "Brewer's Conjecture and the Feasibility of Consistent, Available,
Partition-Tolerant Web Services", Sigact News, 33(2), June 2002,
http://citeseer.ist.psu.edu/cache/papers/cs/26764/http:zSzzSztheory.Ics.mit.eduz
SztdszSzpaperszSzGilbertzSzBrewer6.pdf/brewer-s-conjecture-and.pdf.

[CC] International Organization for Standardization, "Information Technology -- Security Techniques
-- Evaluation Criteria for IT Security -- Part 3: Security Assurance Requirements", ISO/IEC 15408-3,
October 2005, http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40614

Note There is a charge to download the specification.

[CIFS] Leach, P. and Naik, D., "A Common Internet File System (CIFS/1.0) Protocol", March 1997,
http://www.microsoft.com/about/legal/intellectualproperty/protocols/BSTD/CIFS/dr aft-leach-cifs-
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If you have any trouble finding [CIFS], please check here.

[CIFSPRINT] Leach, P. and Naik, D., "CIFS Printing Specification Preliminary Draft", January 1997,
http://hegel.ittc.ku.edu/topics/internet/internet-drafts/draft-I/draft-leach-cif s-print-spec-00.txt
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Microsoft Network Access Protection Interoperability Architecture”,
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns617/c654/cdccont 0900a
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[CODEPG] Microsoft Corporation, "Code Pages",
http://www.microsoft.com/globaldev/reference/cphome.mspx

If you have any trouble finding [CODEPG], please check here.

[CORBA] Object Management Group, "Common Object Request Broker Architecture (CORBA/IIOP)
Specification", http://www.omg.org/technology/documents/formal/corba iiop.htm

[CRYPTO] Menezes, A., Vanstone, S., and Oorschot, P., "Handbook of Applied Cryptography", 1997,
http://www.cacr.math.uwaterloo.ca/hac/

[CSS-LEVEL1] Lie, H. and Bos, B., "Cascading Style Sheets: W3C Recommendation", REC CSS1-
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November 1982.
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http://www.iana.org/assignments/ianaiftype-mib

[IANAIMA] Internet Assigned Numbers Authority, "Internet Multicast Addresses", March 2007,
http://www.iana.org/assignments/multicast-addresses

[IANAIPSEC] Internet Assigned Numbers Authority, "Attribute Assigned Numbers", November 2006,
http://www.iana.org/assignments/ipsec-registry

[IANAISAKMP] Internet Assigned Numbers Authority, ""Magic Numbers' for ISAKMP Protocol",
October 2006, http://www.iana.org/assignments/isakmp-registry

[IANAPORT] Internet Assigned Numbers Authority, "Port Numbers", November 2006,
http://www.iana.org/assignments/port-numbers

[IANASCHEME] Internet Assigned Numbers Authority, "Uniform Resource Identifier (URI) Schemes
per RFC4395", November 2006, http://www.iana.org/assignments/uri-schemes.html
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http://www.citrix.com/lang/English/ps2/technology/index.asp

[ICC] International Color Consortium, "Image Technology Colour Management - Architecture, Profile
Format, and Data Structure", Specification ICC.1:2004-10, May 2006,
http://www.color.org/icc specs2.xalter

[IDFF] Liberty Alliance Project, "Liberty ID-FF Protocols and Schema Specification, Version: 1.2-
errata-v2.0", 2004, http://www.projectliberty.org/liberty/content/download/1992/13890/file/draft-
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[IEC60908] International Electrotechnical Commission, "Audio Recording - Compact Disc Digital
Audio System", IEC 60908 Ed. 2.0, 1999.

If you have any trouble finding [IEC60908], please check here.

[IEEE EtherType] IEEE Standards Association, "IEEE EtherType Field Registration Authority",
February 2007, http://standards.ieee.org/regauth/ethertype/eth.txt
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Arithmetic", IEEE 754-1985, October 1985, http://grouper.ieee.org/groups/754/

[IEEE802.1D] Institute of Electrical and Electronics Engineers, "IEEE Standards for Information
Technology - Telecommunications and Information Exchange Between Systems - Local and
Metropolitan Area Networks - Common Specifications - Part 3: Media Access Control (MAC) Bridges-
Description"”, ANSI/IEEE Std 802.1D, 1998, http://standards.ieee.org/getieee802/
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(MAC) and Physical Layer (PHY) Specifications", 11-2007,
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Note There is a charge to download this document.

[IEEE802.11i] Institute of Electrical and Electronics Engineers, "IEEE Standards for Information
Technology - Telecommunications and Information Exchange Between Systems - Local and
Metropolitan Area Networks - Specific Requirements - Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications, Amendment 6: Medium Access Control (MAC)
Security Enhancements", IEEE Std 802.11i, 2004,
http://standards.ieee.org/getieee802/download/802.11i-2004.pdf
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[IEEE802.3] Institute of Electrical and Electronics Engineers, "Part 3: Carrier Sense Multiple Access
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IEEE Std 802.2, 2002, http://standards.ieee.org/getieee802/download/802.3-2002.pdf

[IEEE802.3-WS] See [IEEE802.3].

[IEEE854] Institute of Electrical and Electronics Engineers, "Standard for Binary Floating-Point
Arithmetic", IEEE 854-1987, October 1987,
http://ieeexplore.ieee.org/iel1/2502/1121/00027840.pdf?tp=&arnumber=27840&isnumber=1121

[IEEE1003.1] The Open Group, "IEEE Std 1003.1, 2004 Edition", 2004,
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[IEEE1363] Institute of Electrical and Electronics Engineers, "Standard Specifications for Public-Key
Cryptography", 1363-2000, August 1999, http://grouper.ieee.org/groups/1363/

[IEEE1394] Institute of Electrical and Electronics Engineers, "IEEE Standard for a High Performance
Serial Bus-Description", IEEE Std 1394, 1995,
http://www.1394ta.org/Technology/Specifications/index.htm

Note You can download the IEEE Std 1394 at
http://www.1394ta.org/Technology/Specifications/StandardsOrientationV5.0.pdf.

Note You can purchase the IEEE Std 1394 at
http://shop.ieee.org/ieeestore/Product.aspx?product no=5594364.

[IMPORTKEY] Microsoft Corporation, "CryptImportKey", http://msdn2.microsoft.com/en-
us/library/aa380207.aspx

[IPX] Microsoft Corporation, "Internetwork Packet Exchange (IPX)", http://msdn2.microsoft.com/en-
us/library/ms817906.aspx

[IRCOM] Infrared Data Association, "'IrCOMM': Serial and Parallel Port Emulation over IR (Wire
Replacement) v.1.0", November 1995, http://irda.org/displaycommon.cfm?an=1&subarticlenbr=7

Note There is a charge to download the specification.
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Note There is a charge to download the specification.
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Note There is a charge to download the specification.

[IROBEX] Infrared Data Association, "IrDA Object Exchange Protocol v1.2", March 1999,
http://irda.org/displaycommon.cfm?an=1&subarticlenbr=7
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[IRTTP] Infrared Data Association, "IrDA Tiny TP v1.1", October 1996,
http://irda.org/displaycommon.cfm?an=1&subarticlenbr=7

Note There is a charge to download the specification.

[ISO] International Organization for Standardization, "ISO - International Organization for
Standardization - Homepage", 2006, http://www.iso.org/iso/en/ISOOnline.frontpage
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Languages", ISO 639, http://www.loc.gov/standards/iso639-2/

[ISO-3166] International Organization for Standardization, "Codes for the Representation of Names
of Countries and Their Subdivisions", ISO 3166,
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=24591

Note There is a charge to download the specification.
[ISO-3309] See [ISO/IEC 13239]

[ISO-7816-3] International Organization for Standardization, "Identification Cards -- Integrated
Circuit Cards -- Part 3: Cards with Contacts -- Electrical Interface and Transmission Protocols",
ISO/IEC 7816-3, October 2006,
http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38770

Note There is a charge to download the specification.

[ISO-7816-4] International Organization for Standardization, "Identification Cards -- Integrated
Circuit Cards -- Part 4: Organization, Security, and Commands for Interchange", ISO/IEC 7816-4,
January 2005, http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=36134

Note There is a charge to download the specification.

[ISO-8601] International Organization for Standardization, "Data Elements and Interchange Formats
- Information Interchange - Representation of Dates and Times", ISO 8601:2004, December 2004,
http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40874&ICS
1=1&ICS2=140&ICS3=30

Note There is a charge to download the specification.

[ISO-8859-1] International Organization for Standardization, "Information Technology -- 8-Bit
Single-Byte Coded Graphic Character Sets -- Part 1: Latin Alphabet No. 1", ISO/IEC 8859-1, 1998,
http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?lCSNUMBER=28245&ICS
1=35&ICS2=40&ICS3=

Note There is a charge to download the specification.

[ISO-9899] International Organization for Standardization, "Programming Languages - C", ISO/IEC
9899:TC2, May 2005, http://www.open-std.org/jtcl/sc22/wgl4/www/docs/n1124.pdf

[ISO-10646] International Organization for Standardization, "Information Technology - Universal
Multiple-Octet Coded Character Set (UCS)", ISO/IEC 10646:2003, December 2003,
http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39921&ICS1

[ISO-15924] International Organization for Standardization, "ISO 15924 Registration Authority",
http://www.unicode.org/iso15924/

[ISO/IEC 13239] International Organization for Standardization, "Information technology --
Telecommunications and information exchange between systems -- High-level data link control
(HDLC) procedures",
(http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37010&IC
S1=35&ICS2=100&ICS3=20&showrevision=y&scopelist=CATALOGUE), ISO/IEC 13239:2002, July
2007.

Note There is a charge to download the specification.
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Assigned Country Codes", May 2005, http://www.itu.int/itudoc/itu-t/ob-lists/icc/e164 763.pdf

[ITU-T120] See [T120].
[ITU-T123] See [T123].
[ITU-T124] See [T124].
[ITU-T125] See [T125].
[ITU-T128] See [T128].
[ITU-X224] See [X224].
[ITU-X501] See [X501]

[ITU-X501-1988] ITU-T, "The Directory: Models", CCITT Recommendation X.501 ISO/IEC JTC
1/SC21, International Standard 9594-2, 1988.

If you have any trouble finding [ITU-X501-1988], please check here.

[ITUX660] ITU-T, "Open Systems Interconnection-Procedures for the Operation of OSI Registration
Authorities: General Procedures and Top Arcs of the ASN.1 Object Identifier Tree", Recommendation
X.660, August 2004, http://www.itu.int/ITU-T/studygroups/com17/0id/X.660-E.pdf

[ITUX680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recommendation X.680, July 2002, http://www.itu.int/ITU-T/studygroups/com17/languages/X.680-

0207.pdf

[ITUX690] ITU-T, "ASN.1 Encoding Rules: Specification of Basic Encoding Rules (BER), Canonical
Encoding Rules (CER) and Distinguished Encoding Rules (DER)", Recommendation X.690, July 2002,
http://www.itu.int/ITU-T/studygroups/com17/languages/X.690-0207.pdf

[JFIF] Hamilton, E., "JPEG File Interchange Format, Version 1.02", September 1992,
http://www.w3.0org/Graphics/JPEG/jfif.txt

[JIS X 208] http://koba.jp/network/mail/JIS-X-0208.html

[JIS X 212] http://www.asahi-net.or.jp/~AX2S-KMTN/ref/jisx0212/index.html

[JONES] Sparck Jones, K., Walker, S., and Robertson, S.E., "A Probabilistic Model of Information and
Retrieval: Development and Status", September 1998, University of Cambridge Technical Report
UCAM-CL-TR-446.

[KAUFMAN] Kaufman, C., Perlman, R., and M. Speciner, "Network Security: Private Communication
in a Public World, Second Edition", Prentice Hall, 2002, ISBN: 0130460192.

[KERBKEY] Microsoft Corporation, "KERB_CRYPTO_KEY", http://msdn2.microsoft.com/en-
us/library/aa378058.aspx

[KERBPAC] Brezak, J., "Utilizing the Windows 2000 Authorization Data in Kerberos Tickets for Access
Control to Resources", February 2002, http://msdn2.microsoft.com/en-us/library/aa302203.aspx

[KNUTH1] Knuth, D., "The Art of Computer Programming: Volume 1/Fundamental Algorithms
(Second Edition)", Reading, MA: Addison-Wesley, 1973, ASIN: BOOONV8YOA.

[KSC 6501] http://www.standard.go.kr/upload/simsa/C/C 6501.htm
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http://msdn2.microsoft.com/en-us/library/ms814176.aspx

If you have any trouble finding [LANMAN], please check here.

[LAVY-MEGGITT] Lavy, M. and Meggitt, A., "Windows Management Instrumentation (WMI)", Sams,
2001, ISBN: 1578702607.

If you have any trouble finding [LAVY-MEGGITT], please check here.

[LDAP] Microsoft Corporation, "About Lightweight Directory Access Protocol”,
http://msdn2.microsoft.com/en-us/library/aa366075.aspx

If you have any trouble finding [LDAP], please check here.

[LDAP-ERR] Microsoft Corporation, "Return Values", http://msdn2.microsoft.com/en-
us/library/aa367014.aspx

[LISP15] McCarthy, J., Abrahams, P., Edwards, D., Hart, T., and Levin, M., "LISP 1.5 Programmers
Manual", Cambridge, MA: The M.I.T. Press, 1965, ISBN-10: 0262130114.

[LSAPOLICY] Microsoft Corporation, "LSA Policy", http://msdn2.microsoft.com/en-
us/library/ms721831.aspx

[LU62APPC] IBM Corporation, "APPC Programmer's Guide SC31-8590-01", June 2000, http://www-
306.ibm.com/software/network/commserver/library/publications/csaix 60 /dyzlimst.htm

[LU62Peer] IBM Corporation, "SNA LU 6.2 Peer Protocols SC31-6808-02", October 1996,
http://www.elink.ibmlink.ibm.com/publications/servlet/pbi.wss?CTY=US&FNC=SRX&PBL =SC31-
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[MAXURL] Microsoft Corporation, "Maximum URL Length Is 2,083 Characters in Internet Explorer",
December 2006, http://support.microsoft.com/default.aspx?scid=KB;en-us;q208427

[MD5Collision] Klima, V., "Tunnels in Hash Functions: MD5 Collisions Within a Minute", March 2006,
http://eprint.iacr.org/2006/105.pdf

[MENEZES] Menezes, A., Vanstone, S., and Van Oorschot, P., "The Handbook of Applied
Cryptography", CRC Press, 1997, ISBN: 0849385237.

[MIDLINF] Microsoft Corporation, "MIDL Language Reference", http://msdn2.microsoft.com/en-
us/library/aa367088.aspx
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[MITKERB] MIT Project Athena, Kerberos Papers and Technical Reports,
http://web.mit.edu/kerberos

[MMRK] Microsoft Corporation, "Multimedia Registration Kit Revision 3.0",
http://support.microsoft.com/default.aspx?scid=KB;EN-US;Q120253

[MS-330904] See [MS330904].

[MS-ACL] See [MSDN-ACL].

[MS-ADOVRVW] See [MSDN-ADOVRVW].
[MS-ANSI-CODEPAGE] See [MSDN-ANSI-CODEPAGE].
[MS-ARCHIVE] See [MSFT-ARCHIVE].

[MS-ASRT] Microsoft Corporation, "Active Directory Sorting Weight Table", June 2006. Available
upon request.

[MS-AUTHN] See [MSDN-AUTHN].
[MS-AUTOENROLLMENT] See [MSFT-AUTOENROLLMENT].
[MS-CAB] See [MSDN-CAB].

[MS-COM-MSDN] See [MSDN-COM].
[MS-CRL] See [MSFT-CRL].

[MS-CROSSCERT] See [MSFT-CROSSCERT].
[MS-CRYPTO] See [MSDN-CRYPTO].

[MS-CSP] See [MSDN-CSPR].

[MS-CSPCTX] See [MSDN-CSPCTX].
[MS-DATA] See [MSDN-DATA].
[MS-DISKMANRESKIT] See [MSFT-DISKMANRESKIT].
[MS-DPAPI] See [MSDN-DPAPI].

[MS-EFS] See [MSFT-EFS].

[MS-FILE] See [MSDN-FILE].

[MS-FILETIME] See [MSDN-FILETIME].
[MS-FMT] See [MSDN-FMT].

[MS-FONTS] See [MSDN-FONTS].
[MS-HOWARD] See [HOWARD].

[MS-INF] See [MSDN-UINF].
[MS-ISOLATION-1] See [MSFT-ISOLATION-1].
[MS-ISOLATION-2] See [MSFT-ISOLATION-2].
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[MS-ISOLATION-3] See [MSFT-ISOLATION-3].
[MS-KEY] See [MSDN-KEY].

[MS-LATIN1] See [MSFT-LATIN1].

[MS-META] See [MSDN-META].

[MS-MSDN-CI] See [MSDN-CI].
[MS-MSDN-IRecordInfo] See [MSDN-IRecordInfo].
[MS-MSDN-IRecordInfo2] See [MSDN-IRecordInfo2].
[MS-MSDN-IStorage:IUnknown] See [MSDN-IStorage:IUnknown].
[MS-MSDN-ITypeLib] See [MSDN-ITypeLib].
[MS-MSDN-WSI] See [MSDN-WSI].

[MS-MUI] See [MSDN-MUI].
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If you have any trouble finding [WGFX], please check here.
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ompressing sound files.mspx?mfr=true
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http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/h
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[WindowsBridge2] Microsoft Corporation, "Network Bridge", January 2005,
http://technet2.microsoft.com/WindowsServer/en/Library/8c6c4acb-49db-4d8a-844f-1
fe31c4b2ded1033.mspx

[WININTERNALS] Russinovich, M. and Solomon, D., "Microsoft Windows Internals, Fourth Edition",
Microsoft Press, 2005, ISBN: 0735619174.http://www.microsoft.com/MSPress/books/6710.aspx

If you have any trouble finding [WININTERNALS], please check here.

[WMESDK] Microsoft Corporation, "Windows Media Encoder 9 Series SDK",
http://www.microsoft.com/downloads/details.aspx?familyid=000a16f5-d62b-4303-bb22 -
f0c0861be25b&displaylang=en

[WMSSDK] Microsoft Corporation, "Windows Media Services 9.0 Series SDK",
http://msdn2.microsoft.com/en-us/library/ms738748.aspx

[WPA] Wi-Fi Alliance, "Wi-Fi Protected Access: Strong, Standards-based, Interoperable Security for
Today’s Wi-Fi Networks", April 2003, http://www.wi-fi.org/files/wp 8 WPA%20Security 4-29-03.pdf

[WPA2] Wi-Fi Alliance, "Q&A: WPA2", March 2005,
http://www.wifialliance.com/files/kc 11 WPA2%20QandA 3-23-05.pdf
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Recommendation, May 2006, http://www.w3.0org/TR/ws-addr-core/

[WS-Discovery] Beatty, J. et. al, "Web Services Dynamic Discovery (WS-Discovery)", April 2005,
http://www1.webmethods.com/PDF/WS-Discovery.pdf

If you have any trouble finding [WS-Discovery], please check here.

[WS-Policy] Don Box, Chris Kaler, et al, "Web Services Policy 1.2 - Framework (WS-Policy)", April
2006, http://www.w3.0rg/Submission/2006/SUBM-WS-Policy-20060425/

If you have any trouble finding [WS-Policy], please check here.

[WSAddressing] Box, D. et. al, "Web Services Addressing (WS-Addressing)", August 2004,
http://www.w3.0rg/Submission/ws-addressing/

If you have any trouble finding [WSAddressing], please check here.

[WSD-Schemal] Microsoft Corporation, "WS-Discovery Specification Schema", 2004,
http://schemas.xmlsoap.org/ws/2004/10/discovery/

If you have any trouble finding [WSD-Schema], please check here.
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[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[WSDLExt] Nielsen, H.F., Christensen, E., and Farrell, J., "WS-Attachments", June 2002,
http://xml.coverpages.org/draft-nielsen-dime-soap-01.txt

If you have any trouble finding [WSDLExt], please check here.

[WSENUM] Alexander, 1., et al., "Web Services Enumeration (WS-Enumeration)", March 2006,
http://www.w3.0org/Submission/WS-Enumeration/

If you have any trouble finding [WSENUM], please check here.

[WSFederation] Kaler, C., Nadalin, A., Bajaj, S., et al., "Web Services Federation Language", July
2003, http://www-128.ibm.com/developerworks/library/specification/ws-fed/

If you have any trouble finding [WSFederation], please check here.

[WSFedPRP] IBM, BEA Systems, Microsoft, VeriSign, RSA Security, "WS-Federation: Passive
Requestor Profile Version 1.0", July 2003, http://msdn2.microsoft.com/en-
us/library/ms951223.aspx and http://www-128.ibm.com/developerworks/library/specification/ws-

fedpass/
If you have any trouble finding [WSFedPRP], please check here.

[WSPolicyAtt] BEA Systems, IBM, Microsoft Corporation, SAP, Sonic Software, VeriSign, "Web
Services Policy 1.2 - Attachment (WS-PolicyAttachment)", April 2006,
http://www.w3.org/Submission/WS-PolicyAttachment/

If you have any trouble finding [WSPolicyAtt], please check here.

[WSTrust] IBM, Microsoft, Nortel, VeriSign, "WS-Trust V1.0", December 2005, http://www.oasis-
open.org/committees/download.php/15980/0asis-wssx-ws-trust-1.0.pdf

[WSUS] Microsoft Corporation, "Windows Server Update Services",
http://www.microsoft.com/windowsserversystem/updateservices/default.mspx

[WTSREF] Microsoft Corporation, "Windows Time Service Technical Reference", March 2003,
http://technet2.microsoft.com/WindowsServer/en/Library/a0fcd250-e5f7-41b3-b0e8-2
40f8236€2101033.mspx

If you have any trouble finding [WTSREF], please check here.

[WXFR] Alexander, J., et al., "Web Services Transfer (WS-Transfer)", September 2006,
http://www.w3.0org/Submission/WS-Transfer/

If you have any trouble finding [WXFR], please check here.
[X.509] See [X509].
[X.660] See [X660].
[X.690] See [X690].

[X121] ITU-T, "Public data networks - Network aspects - International numbering plan for public
data networks", Recommendation X.121, October 2000, http://www.itu.int/rec/T-REC-X.121/en
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[X224] ITU-T, "Information technology - Open Systems Interconnection - Protocol for Providing the
Connection-Mode Transport Service", Recommendation X.224, November 1995,
http://www.itu.int/rec/T-REC-X.224-199511-I/en

Note There is a charge to download the specification.

[X400] ITU-T, "Message handling systems - Message handling system and service overview",
Recommendation F.400/X.400, June 1999, http://www.itu.int/rec/T-REC-X.400/en

[X500] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: Overview
of Concepts, Models and Services", Recommendation X.500, August 2005, http://www.itu.int/rec/T-
REC-X.500-200508-1/en

Note There is a charge to download the specification.

[X501] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: The
Models", Recommendation X.501, November 1993, http://www.itu.int/rec/T-REC-X.501-199311-
S/en

[X509] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: Public-Key
and Attribute Certificate Frameworks", Recommendation X.509, August 2005,
http://www.itu.int/rec/T-REC-X.509/en

Note There is a charge to download the specification.

[X521] ITU-T, "Information Technology - Open Systems Interconnection - The Directory: Selected
Object Classes", Recommendation X.521, February 2001, http://www.itu.int/rec/T-REC-X.521-

200102-I/e

Note There is a charge to download the specification.

[X660] ITU-T, "Information Technology - Open Systems Interconnection - Procedures for the
Operation of OSI Registration Authorities: General Procedures and Top Arcs of the ASN.1 Object
Identifier Tree", Recommendation X.660, August 2004, http://www.itu.int/rec/T-REC-X.660/en

Note There is a charge to download the specification.

[X680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recommendation X.680, July 2002, http://www.itu.int/rec/T-REC-X.680/en

Note There is a charge to download the specification.

[X690] ITU-T, "Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)",
Recommendation X.690, July 2002, http://www.itu.int/rec/T-REC-X.690/en

Note There is a charge to download the specification.

[X9.42] X9, "X9 Standards News", http://www.x9.0org

[X9.62] American National Standards Institute, "Public Key Cryptography for the Financial Services
Industry, The Elliptic Curve Digital Signature Algorithm (ECDSA)", ANSI X9.62:2005, 2005,
http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+X9%2E62%3A2005

Note There is a charge to download the specification.

[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C
Recommendation, September 2006, http://www.w3.0rg/TR/REC-xml
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[XML-INFOSET] Cowan, John, and Tobin, Richard, "XML Information Set (Second Edition)", W3C
Recommendation, February 2004, http://www.w3.0rg/TR/2004/REC-xml-infoset-20040204

[XML Namespaces] Bray, T., Hollander, D., and Layman, A., "Namespaces in XML", W3C
Recommendation, January 1999, http://www.w3.0rg/TR/1999/REC-xml-names-19990114/

[XML Namespaces1.0] Bray, T., Hollander, D., and Layman, A., "Namespaces in XML 1.0 (Second
Edition)", August 2006, http://www.w3.0org/TR/REC-xml-names

[XML1.0] Bray, T., Paoli, J., Sperberg-McQueen, C.M., and Maler, E., "Extensible Markup Language
(XML) 1.0 (Second Edition)", W3C Recommendation, October 2000,
http://www.w3.0rg/TR/2000/REC-xmI-20001006

[XML10] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Third Edition)",
February 2004, http://www.w3.0rg/TR/REC-xml

[XMLDSig] Bartel, M., Boyer, J., Fox, B., LaMacchia, B., and Simon, E., "XML-Signature Syntax and
Processing", February 2002, http://www.w3.0rg/TR/xmldsig-core/

[XMLNS] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August 2006,
http://www.w3.0rg/TR/REC-xml-names/

[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

[XMLSCHEMA1] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures", W3C Recommendation, May 2001,
http://www.w3.0rg/TR/2001/REC-xmlschema-1-20010502/

[XMLSCHEMA1.1/1] Thompson, H.S., Ed., Sperberg-McQueen, C.M., Ed., Mendelsohn, N., Ed.,
Beech, D., Ed., and Maloney, M., Ed., "XML Schema 1.1 Part 1: Structures", W3C Recommendation,
March 2006, http://www.w3.0rg/TR/2006/WD-xmlschemal1-1-20060330/

[XMLSCHEMA1.1/2] Peterson, D., Ed., Biron, P.V., Ed., Malhotra, A., Ed., and Sperberg-McQueen,
C.M., Ed., "XML Schema 1.1 Part 2: Datatypes", W3C Recommendation, February 2006,
http://www.w3.0rg/TR/xmlschemalil-2/

[XMLSCHEMA1/2] Thompson, H.S., Ed., Beech, D., Ed., Maloney, M., Ed., and Mendelsohn, N., Ed.,
"XML Schema Part 1: Structures Second Edition", W3C Recommendation, October 2004,
http://www.w3.0rg/TR/xmlschema-1/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

[XMLSCHEMAZ2/2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes Second
Edition", W3C Recommendation, October 2004, http://www.w3.0rg/TR/xmlschema-2

[XOPEN-DTP] The Open Group, "Distributed Transaction Processing: The XA Specification”,
December 1991, http://www.opengroup.org/bookstore/catalog/c193.htm

[XOPEN-SMB] The Open Group, "Protocols for X/Open PC Interworking: SMB, Version 2", The Open
Group, 1992, ISBN: 1872630456.

If you have any trouble finding [XOPEN-SMB], please check here.

[XPATH] Clark, J. and DeRose, S., "XML Path Language (XPath), Version 1.0", W3C
Recommendation, November 1999, http://www.w3.0org/TR/xpath
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[XRML] ContentGuard, Inc., "XrML... eXtensible rights Markup Language", 2005,
http://www.xrml.org/XrML 12.asp

If you have any trouble finding [XRML], please check here.
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3 Internal References

[MC-BUP] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Upload Protocol
Specification" October 2007.

[MC-CCFG] Microsoft Corporation, "Server Cluster: Configuration (ClusCfg) Protocol Specification"
October 2007.

[MC-COMQC] Microsoft Corporation, "Component Object Model Plus (COM+) Queued Components
Protocol Specification" October 2007.

[MC-DPL4CS] Microsoft Corporation, "DirectPlay 4 Protocol: Core and Service Providers
Specification" September 2007.

[MC-DPL4R] Microsoft Corporation, "DirectPlay 4 Protocol: Reliable Specification" September 2007.

[MC-DPL8CS] Microsoft Corporation, "DirectPlay 8 Protocol: Core and Service Providers
Specification" September 2007.

[MC-DPL8R] Microsoft Corporation, "DirectPlay 8 Protocol: Reliable Specification" September 2007.

[MC-DPLHP] Microsoft Corporation, "DirectPlay 8 Protocol: Host and Port Enumeration Specification"
September 2007.

[MC-DPLNAT] Microsoft Corporation, "DirectPlay 8 Protocol: NAT Locator Specification" September
2007.

[MC-DPLVP] Microsoft Corporation, "DirectPlay Voice Protocol Specification" September 2007.

[MC-DTCXA] Microsoft Corporation, "MSDTC Connection Manager: OleTx XA Protocol Specification"
October 2007.

[MC-FPSEWM] Microsoft Corporation, "FrontPage Server Extensions: Website Management
Specification" October 2007

[MC-IISA] Microsoft Corporation, "Internet Information Services (IIS) Application Host COM Protocol
Specification", October 2007.

[MC-IISIAQ] Microsoft Corporation, "Internet Information Services (IIS) IAQ AdminRPC Protocol
Specification", October 2007.

[MC-MQACT] Microsoft Corporation, "Message Queuing (MSMQ): ActiveX Client Protocol
Specification", October 2007.

[MC-MQPGM] Microsoft Corporation, "Message Queuing (MSMQ): Pragmatic General Multicast (PGM)
Reliable Messaging Protocol Specification", October 2007.

[MC-MQSRM] Microsoft Corporation, "Message Queuing (MSMQ): SOAP Reliable Messaging Protocol
(SRMP)", October 2007.

[MC-MQSRMH] Microsoft Corporation, "Message Queuing (MSMQ): SOAP Reliable Messaging Over
HTTP Protocol Specification", October 2007.

[MC-NBF] See, [MC-NBFX].
[MC-NBFS] Microsoft Corporation, "..NET Binary Format: SOAP Data Structure", July 2007.

[MC-NBFSE] Microsoft Corporation, ".NET Binary Format: SOAP Extension", July 2007.
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%5bMC-DTCXA%5d.pdf
%5bMC-FPSEWM%5d.pdf
%5bMC-FPSEWM%5d.pdf
%5bMC-FPSEWM%5d.pdf
%5bMC-IISA%5d.pdf
%5bMC-IISA%5d.pdf
%5bMC-IISA%5d.pdf
%5bMC-IISIAQ%5d.pdf
%5bMC-IISIAQ%5d.pdf
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%5bMC-MQAC%5d.pdf
%5bMC-MQSRM%5d.pdf
%5bMC-MQSRM%5d.pdf
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%5bMC-NBFS%5d.pdf
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[MC-NBFX] Microsoft Corporation, ".NET Binary Format: XML Data Structure", July 2007.

[MC-NMF] Microsoft Corporation, ".NET Message Framing Protocol Specification", October 2007.

[MC-NNS] See [MS-NNS].

[MC-NPR] Microsoft Corporation, ".NET Packet Routing Protocol Specification", October 2007.

[MC-PRCH] Microsoft Corporation, "Peer Channel Protocol Specification"”, October 2007.

[MC-PRCR] Microsoft Corporation, "Peer Channel Custom Resolver Protocol Specification", July 2007

[MC-SMP] Microsoft Corporation, "Session Multiplex Protocol Specification", October 2007.

[MC-SQLR] Microsoft Corporation, "SQL Server Resolution Protocol Specification", October 2007.

[MC-WMDRMND] Microsoft Corporation, "Windows Media Digital Rights Management: Network
Devices Protocol Specification", October 2007.

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L", June 2007.

[MS-ADAZ2] Microsoft Corporation, "Active Directory Schema Attributes M", June 2007.

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z", June 2007.

[MS-ADLS] Microsoft Corporation, "Active Directory Lightweight Directory Services Schema", June
2007.

[MS-ADSC] Microsoft Corporation, "Active Directory Schema Classes", June 2007.

[MS-ADTG] Microsoft Corporation, "Remote Data Services (RDS) Transport Protocol Specification",
August 2007.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification", June 2007.

[MS-AIPS] Microsoft Corporation, "Authenticated Internet Protocol Specification", January 2007.

[MS-APDS] Microsoft Corporation, "Authentication Protocol Domain Support Specification", June
2007.

[MS-ASP] Microsoft Corporation, "ASP.NET State Server Protocol Specification", March 2007.

[MS-AUIP] See [MS-AIPS].
[MS-BCDI] See [MS-BPCR].
[MS-BCDO] See [MS-BPCR].

[MS-BKRP] Microsoft Corporation, "BackupKey Remote Protocol Specification", July 2007.

[MS-BPAU] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Peer Authentication Protocol Specification", June 2007.

[MS-BPCR] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Content Retrieval Protocol Specification", June 2007.

[MS-BPDP] Microsoft Corporation, "Background Intelligent Transfer Service (BITS) Peer-Caching:
Peer Discovery Protocol Specification", June 2007.
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%5bMS-ADA1%5d.pdf
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%5bMS-BKRP%5d.pdf
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[MS-BRWS] Microsoft Corporation, "Common Internet File System (CIFS) Browser Protocol
Specification", July 2007.

[MS-BRWSA] Microsoft Corporation, "Common Internet File System (CIFS) Browser Auxiliary
Protocol Specification", September 2007.

[MS-CER] Microsoft Corporation, "Corporate Error Reporting Version 1.0 Protocol Specification,
August 2007.

[MS-CHAP] Microsoft Corporation, "Extensible Authentication Protocol Method for Microsoft
Challenge Handshake Authentication Protocol (CHAP) Specification", January 2007.

[MS-CMOM] Microsoft Corporation, "MSDTC Connection Manager: OleTx Management Protocol
Specification", September 2007.

[MS-CMP] Microsoft Corporation, "MSDTC Connection Manager: OleTx Multiplexing Protocol
Specification", July 2007.

[MS-CMPO] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transports Protocol
Specification", July 2007.

[MS-CMRP] Microsoft Corporation, "Failover Cluster: Management API (ClusAPI) Protocol
Specification", July 2007.

[MS-COM+] See [MS-COM].

[MS-COM] Microsoft Corporation, "Component Object Model Plus (COM+) Protocol Specification",
March 2007.

[MS-COMA] Microsoft Corporation, "Component Object Model Plus (COM+) Remote Administration
Protocol Specification", September 2007.

[MS-COMPLUS] See [MS-COM].

[MS-COMEV] Microsoft Corporation, "Component Object Model Plus (COM+) Event System Protocol
Specification", September 2007.

[MS-COMT] Microsoft Corporation, "Component Object Model Plus (COM+) Tracker Service Protocol
Specification", July 2007

[MS-CPSP] Microsoft Corporation, "Connection Point Services: Phonebook Data Structure",
September 2007.

[MS-CRTD] Microsoft Corporation, "Certificate Templates Structure Specification", March 2007.

[MS-CSRA] Microsoft Corporation, "Certificate Services Remote Administration Protocol
Specification", March 2007.

[MS-CSSP] Microsoft Corporation, "Credential Security Support Provider (CredSSP) Protocol
Specification", March 2007.

[MS-CSVP] Microsoft Corporation, "Failover Cluster: Setup and Validation Protocol (ClusPrep)
Specification", January 2008.

[MS-DCOM] Microsoft Corporation, "Distributed Component Object Model (DCOM) Remote Protocol
Specification", March 2007.
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%5bMS-CMRP%5d.pdf
%5bMS-COM%5d.pdf
%5bMS-COMA%5d.pdf
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[MS-DFSC] Microsoft Corporation, "Distributed File System (DFS): Referral Protocol Specification",
June 2007.

[MS-DFSNM] Microsoft Corporation, "Distributed File System (DFS): Namespace Management
Protocol Specification", September 2007.

[MS-DHCPE] Microsoft Corporation, "Dynamic Host Configuration Protocol (DHCP) Extensions",
March 2007.

[MS-DHCPM] Microsoft Corporation, "Microsoft Dynamic Host Configuration Protocol (DHCP) Server
Management Protocol Specification", January 2008.

[MS-DHCPN] Microsoft Corporation, "Dynamic Host Configuration Protocol (DHCP) Extensions for
Network Access Protection (NAP)", March 2007.

[MS-DLTM] Microsoft Corporation, "Distributed Link Tracking: Central Manager Protocol
Specification", January 2007.

[MS-DLTW] Microsoft Corporation, "Distributed Link Tracking: Workstation Protocol Specification",
January 2007.

[MS-DMDP] See [MS-DMRP].

[MS-DMRP] Microsoft Corporation, "Disk Management Remote Protocol Specification", August 2007.

[MS-DNSP] Microsoft Corporation, "Domain Name Service (DNS) Server Management Protocol
Specification", January 2008.

[MS-DOCO] Microsoft Corporation, "Windows Protocols Documentation Roadmap", January 2007.

[MS-DPDX] Microsoft Corporation, "DirectPlay DXDiag Usage Protocol Specification", September
2007.

[MS-DPL4] See [MS-DPDX]
[MS-DPLP] See [MS-DPDX]

[MS-DPSP] Microsoft Corporation, "Digest Protocol Extensions", January 2007.

[MS-DRM] Microsoft Corporation, "Digital Rights Management License Acquisition Data Structure",
August 2007.

[MS-DRSR] Microsoft Corporation, "Directory Replication Service (DRS) Remote Protocol
Specification", July 2007.

[MS-DSSP] Microsoft Corporation, "Directory Services Setup Remote Protocol Specification", January
2007.

[MS-DTCLU] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Protocol Logical
Unit Mainframe Extension", September 2007.

[MS-DTCM] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Internet
Protocol Specification", August 2007.

[MS-DTCQ] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Protocol
Specification", July 2007.

[MS-DTYP] Microsoft Corporation, "Windows Data Types", January 2007.
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%5bMS-DSSP%5d.pdf
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%5bMS-DTCLU%5d.pdf
%5bMS-DTCM%5d.pdf
%5bMS-DTCM%5d.pdf
%5bMS-DTCM%5d.pdf
%5bMS-DTCO%5d.pdf
%5bMS-DTCO%5d.pdf
%5bMS-DTCO%5d.pdf
%5bMS-DTYP%5d.pdf

[MS-EERR] Microsoft Corporation, "ExtendedError Remote Data Structure", January 2007.

[MS-EFSG] See [MS-GPEF].

[MS-EFSR] Microsoft Corporation, "Encrypting File System Remote (EFSRPC) Protocol Specification",
January 2007.

[MS-EMF] Microsoft Corporation, "Enhanced Metafile Format Specification", July 2007.

[MS-EMFPLUS] Microsoft Corporation, "Enhanced Metafile Format Plus Extensions Specification",
June 2007.

[MS-EMFSPOOL] Microsoft Corporation, "Enhanced Metafile Spool Format Specification", July 2007.

[MS-ERREF] Microsoft Corporation, "Windows Error Codes", January 2007.

[MS-EVEN] Microsoft Corporation, "EventLog Remoting Protocol Specification", January 2007.

[MS-EVENG6] Microsoft Corporation, "EventLog Remoting Protocol Version 6.0 Specification", January
2007.

[MS-FASP] Microsoft Corporation, "Firewall and Advanced Security Protocol Specification", July 2007.

[MS-FAX] Microsoft Corporation, "Fax Server and Client Remote Protocol Specification", March 2007.

[MS-FPSE] Microsoft Corporation, "FrontPage Server Extensions Remote Protocol Specification",
March 2007.

[MS-FSCC] Microsoft Corporation, "File System Control Codes", July 2007.

[MS-FSRM] Microsoft Corporation, "File Server Resource Manager Protocol Specification", January
2008.

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary", March 2007.

[MS-GPCP] See [MS-GPDPC].

[MS-GPDPC] Microsoft Corporation, "Group Policy: Deployed Printer Connections Extension", August
2007.

[MS-GPEF] Microsoft Corporation, "Group Policy: Encrypting File System Extension", March 2007.

[MS-GPFR] Microsoft Corporation, "Group Policy: Folder Redirection Protocol Extension", June 2007.

[MS-GPIE] Microsoft Corporation, "Group Policy: Internet Explorer Maintenance Extension", August
2007.

[MS-GPIPSEC] Microsoft Corporation, "Group Policy: IP Security (IPSec) Protocol Extension", June
2007.

[MS-GPMP] See [MS-GPIE].

[MS-GPOL] Microsoft Corporation, "Group Policy: Core Protocol Specification", June 2007.

[MS-GPPC] See [MS-GPOL].

[MS-GPPREF] Microsoft Corporation, "Group Policy: Preferences Extension Data Structure", July
2007.
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%5bMS-GPIE%5d.pdf
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[MS-GPREG] Microsoft Corporation, "Group Policy: Registry Extension Encoding", August 2007.

[MS-GPRS] See [MS-GPREG].

[MS-GPSB] Microsoft Corporation, "Group Policy: Security Protocol Extension", August 2007.

[MS-GPSCR] Microsoft Corporation, "Group Policy: Scripts Extension Encoding", August 2007.

[MS-GPSI] Microsoft Corporation, "Group Policy: Software Installation Protocol Extension", August
2007.

[MS-GPSP] See [MS-GPSB].

[MS-GPWL] Microsoft Corporation, "Group Policy: Wireless/Wired Protocol Extension"”, August 2007.
[MS-GPWP] See [MS-GPWL].

[MS-GSSA] Microsoft Corporation, "Generic Security Service Algorithm for Secret Key Transaction
Authentication for DNS (GSS-TSIG) Protocol Extension", August 2007.

[MS-H245] Microsoft Corporation, "H.245 Protocol: Microsoft Extensions", September 2007.

[MS-HCEP] Microsoft Corporation, "Health Certificate Enrollment Protocol Specification", January
2007.

[MS-ICERT] See [MS-ICPR].

[MS-ICPR] Microsoft Corporation, "ICertPassage Remote Protocol Specification", August 2007.

[MS-IISS] Microsoft Corporation, "Internet Information Services (IIS) ServiceControl Protocol
Specification", September 2007.

[MS-IKEE] Microsoft Corporation, "Internet Key Exchange Protocol Extensions", January 2007.

[MS-IKEY] Microsoft Corporation, "Key Service Remote (IKeySvcR) Protocol Specification",
September 2007.

[MS-IMSA] Microsoft Corporation, "Internet Information Services (IIS) IMSAdminBaseW Remote
Protocol Specification", September 2007.

[MS-IOI] Microsoft Corporation, "IManagedObject Interface Protocol Specification", September 2007.

[MS-IRDA] Microsoft Corporation, "IrDA Object Exchange (OBEX) Protocol Profile", September 2007.

[MS-IRP] Microsoft Corporation, "Internet Information Services (IIS) Inetinfo Remote Protocol
Specification", September 2007.

[MS-KERB] See [MS-KILE].

[MS-KILE] Microsoft Corporation, "Kerberos Protocol Extensions", January 2007.

[MS-LCID] Microsoft Corporation, "Windows Language Code Identifier (LCID) Reference", July 2007.

[MS-LDAP] See [MS-ADTS].

[MS-LLTD] Microsoft Corporation, "Link Layer Topology Discovery (LLTD) Protocol Specification",
March 2007.

[MS-LMAP] See [MS-NLMP].
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[MS-LSAD] Microsoft Corporation, "Local Security Authority (Domain Policy) Remote Protocol
Specification", June 2007.

[MS-LSAT] Microsoft Corporation, "Local Security Authority (Translation Methods) Remote Protocol
Specification", June 2007.

[MS-MAIL] Microsoft Corporation, "Remote Mailslot Protocol Specification", March 2007.

[MS-MCIS] Microsoft Corporation, "Content Indexing Services Protocol Specification", August 2007.

[MS-MMSP] Microsoft Corporation, "Microsoft Media Server (MMS) Protocol Specification", June
2007.

[MS-MNPR] Microsoft Corporation, "Microsoft NetMeeting Protocol Specification", September 2007.

[MS-MQBR] Microsoft Corporation, "Message Queuing (MSMQ): Binary Reliable Messaging
Algorithm", September 2007.

[MS-MQCN] Microsoft Corporation, "Message Queuing (MSMQ): Directory Service Change
Notification Protocol Specification", September 2007.

[MS-MQDS] Microsoft Corporation, "Message Queuing (MSMQ): Directory Service Protocol
Specification", July 2007.

[MS-MQDS] for "Message Queuing Protocol (MSMQ): Message Queuing Definitions and Data
Structures" See [MS-MQMQ].

[MS-MQMA] Microsoft Corporation, "Message Queuing (MSMQ): Architecture Protocol Specification",
August 2007.

[MS-MQMP] Microsoft Corporation, "Message Queuing (MSMQ): Queue Manager Client Protocol
Specification", August 2007.

[MS-MQMQ] Microsoft Corporation, "Message Queuing (MSMQ): Data Structures", August 2007.

[MS-MQMR] Microsoft Corporation, "Message Queuing (MSMQ): Queue Manager Management
Protocol Specification", August 2007.

[MS-MQQB] Microsoft Corporation, "Message Queuing (MSMQ): Message Queuing Binary Protocol
Specification", August 2007.

[MS-MQQP] Microsoft Corporation, "Message Queuing (MSMQ): Queue Manager to Queue Manager
Protocol Specification", August 2007.

[MS-MQRP] for "Message Queuing Protocol (MSMQ): RemoteRead Remote Procedure Call Protocol
Specification" See [MS-MQRR].

[MS-MQRR] Microsoft Corporation, "Message Queuing (MSMQ): Queue Manager Remote Read
Protocol Specification", June 2007.

[MS-MQSD] Microsoft Corporation, "Message Queuing (MSMQ): Directory Service Discovery Protocol
Specification", August 2007.

[MS-MSB] Microsoft Corporation, "Media Stream Broadcast (MSB) Protocol Specification", January
2007.

[MS-MSBD] Microsoft Corporation, "Media Stream Broadcast Distribution (MSBD) Protocol
Specification", January 2007.
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[MS-MSRP] Microsoft Corporation, "Messenger Service Remote Protocol Specification", August 2007.

[MS-MSSR] See [MS-MSRP].

[MS-MWBE] Microsoft Corporation, "Microsoft Web Browser Federated Sign-On Protocol Extensions",
January 2007.

[MS-MWBF] Microsoft Corporation, "Microsoft Web Browser Federated Sign-On Protocol
Specification", January 2007.

[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Protocol Specification”,
June 2007.

[MS-NLRP] See [MS-NRPC].
[MS-NLRS] See [MS-NRPC].

[MS-NNS] Microsoft Corporation, ".NET NegotiateStream Protocol Specification", September 2007.

[MS-NNTP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Network News Transfer
Protocol (NNTP) Extension", September 2007.

[MS-NRBF] Microsoft Corporation, ".NET Remoting: Binary Format Data Structure", July 2007.

[MS-NRLS] Microsoft Corporation, ".NET Remoting: Lifetime Services Extension", July 2007

[MS-NRPC] Microsoft Corporation, "Netlogon Remote Protocol Specification", March 2007.

[MS-NRPT] See [MS-NRTP].

[MS-NRTP] Microsoft Corporation, ".NET Remoting: Core Protocol Specification", September 2007.

[MS-NTHT] Microsoft Corporation, "NTLM Over HTTP Protocol Specification", January 2007.

[MS-NTLM] See [MS-NLMP].
[MS-NTP] See [MS-SNTP].
[MS-NTPE] See [MS-SNTP].

[MS-OAUT] Microsoft Corporation, "OLE Automation Protocol Specification", March 2007.

[MS-OCSP] Microsoft Corporation, "Online Certificate Status Protocol (OCSP) Extensions", March
2007.

[MS-OCSPA] Microsoft Corporation, "Microsoft OCSP Administration Protocol Specification", January
2008.

[MS-PACA] See [MS-PAC].

[MS-PAC] Microsoft Corporation, "Privilege Attribute Certificate Data Structure", January 2007.

[MS-PAN] Microsoft Corporation, "Print System Asynchronous Notification Protocol Specification",
January 2007.

[MS-PAR] Microsoft Corporation, "Print System Asynchronous Remote Protocol Specification", June
2007.
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[MS-PASS] Microsoft Corporation, "Passport Server Side Include (SSI) Version 1.4 Protocol
Specification", August 2007.

[MS-PCQ] Microsoft Corporation, "Performance Counter Query Protocol Specification", June 2007.

[MS-PEAP] Microsoft Corporation, "Protected Extensible Authentication Protocol (PEAP)
Specification", January 2007.

[MS-PKCA] Microsoft Corporation, "Public Key Cryptography for Initial Authentication (PKINIT) in
Kerberos Protocol Specification", January 2007.

[MS-PLA] Microsoft Corporation, "Performance Logs and Alerts Protocol Specification", July 2007.

[MS-PNPR] Microsoft Corporation, "Plug and Play Remote (PNPR) Protocol Specification", March
2007.

[MS-PNRP] Microsoft Corporation, "Peer Name Resolution Protocol (PNRP) Version 4.0 Specification",
July 2007.

[MS-POP3] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Post Office Protocol -
Version 3 (POP3) Extension", September 2007.

[MS-PPPI] Microsoft Corporation, "PPP Over IrDA Dialup Protocol Specification", August 2007.

[MS-PROTOQO] Microsoft Corporation, "Windows Protocols Overview", June 2007.

[MS-PSDP] Microsoft Corporation, "Proximity Service Discovery Protocol Specification", June 2007.

[MS-RA] Microsoft Corporation, "Remote Assistance Protocol Specification", June 2007.

[MS-RAI] Microsoft Corporation, "Remote Assistance Initiation Protocol Specification", June 2007.

[MS-RADU] See [MS-RNAP].

[MS-RAP] Microsoft Corporation, "Remote Administration Protocol Specification", March 2007.

[MS-RASA] Microsoft Corporation, "Remote Access Server Advertisement (RASADV) Protocol
Specification", September 2007.

[MS-RBS] See [MS-GPREG].

[MS-RCMP] Microsoft Corporation, "Remote Certificate Mapping Protocol Specification", September
2007.

[MS-RCRT] See [MS-RCMP].

[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting Specification", June 2007.

[MS-RDPC] See [MS-RDPCR].

[MS-RDPEA] Microsoft Corporation, "Remote Desktop Protocol: Audio Output Virtual Channel
Extension", September 2007.

[MS-RDPECLIP] Microsoft Corporation, "Remote Desktop Protocol: Clipboard Virtual Channel
Extension", July 2007.

[MS-RDPEDYC] Microsoft Corporation, "Remote Desktop Protocol: Dynamic Channel Virtual Channel
Extension", June 2007.
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[MS-RDPEFS] Microsoft Corporation, "Remote Desktop Protocol: File System Virtual Channel
Extension", September 2007.

[MS-RDPEGDI] Microsoft Corporation, "Remote Desktop Protocol: Graphics Device Interface (GDI)
Acceleration Extensions", June 2007.

[MS-RDPELE] Microsoft Corporation, "Remote Desktop Protocol: Licensing Extension", September
2007.

[MS-RDPEMC] Microsoft Corporation, "Remote Desktop Protocol: Multiparty Virtual Channel
Extension", June 2007.

[MS-RDPEPC] Microsoft Corporation, "Remote Desktop Protocol: Print Virtual Channel Extension",
September 2007.

[MS-RDPEPNP] Microsoft Corporation, "Remote Desktop Protocol: Plug and Play Devices Virtual
Channel Extension", June 2007.

[MS-RDPEPS] Microsoft Corporation, "Remote Desktop Protocol: Session Selection Extension", July
2007.

[MS-RDPERP] Microsoft Corporation, "Remote Desktop Protocol: Remote Programs Virtual Channel
Extension", July 2007.

[MS-RDPESC] Microsoft Corporation, "Remote Desktop Protocol: Smart Card Virtual Channel
Extension", June 2007.

[MS-RDPESP] Microsoft Corporation, "Remote Desktop Protocol: Serial Port Virtual Channel
Extension", September 2007.

[MS-RDPEXPS] Microsoft Corporation, "Remote Desktop Protocol: XML Paper Specification (XPS)
Print Virtual Channel Extension", July 2007.

[MS-REF] Microsoft Corporation, "Windows Protocols Master Reference", March 2007.

[MS-RMA] See [MS-RASA].

[MS-RMPR] Microsoft Corporation, "Rights Management Services (RMS): Client-to-Server Protocol
Specification", March 2007.

[MS-RNAP] Microsoft Corporation, "Vendor-Specific RADIUS Attributes for Network Access Protection
(NAP) Data Structure", January 2007.

[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions", January 2007.

[MS-RPCH] Microsoft Corporation, "Remote Procedure Call Over HTTP Protocol Specification",
January 2007.

[MS-RPCL] Microsoft Corporation, "Remote Procedure Call Location Services Extensions", January
2007.

[MS-RPRN] Microsoft Corporation, "Print System Remote Protocol Specification", June 2007.

[MS-RRP] Microsoft Corporation, "Windows Remote Registry Protocol Specification", August 2007.

[MS-RSMP] Microsoft Corporation, "Removable Storage Manager (RSM) Remote Protocol
Specification", September 2007.
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[MS-RSP] Microsoft Corporation, "Remote Shutdown Protocol Specification", July 2007.

[MS-RTSP] Microsoft Corporation, "Real-Time Streaming Protocol (RTSP) Windows Media
Extensions", July 2007.

[MS-S4U] See [MS-SFU].

[MS-SAMR] Microsoft Corporation, "Security Account Manager (SAM) Remote Protocol Specification
(Client-to-Server)", June 2007.

[MS-SCMR] Microsoft Corporation, "Service Control Manager Remote Protocol Specification", August
2007.

[MS-SDP] Microsoft Corporation, "Session Description Protocol (SDP) Extensions", August 2007.

[MS-SECO] Microsoft Corporation, "Windows Security Overview", January 2007.

[MS-SFU] Microsoft Corporation, "Kerberos Protocol Extensions: Service for User and Constrained
Delegation Protocol Specification", January 2007.

[MS-SIP] Microsoft Corporation, "Session Initiation Protocol Extensions", August 2007.

[MS-SLOT] See [MS-MAIL].

[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol Specification", July 2007.

[MS-SMB1] See [MS-SMB].

[MS-SMB2] Microsoft Corporation, "Server Message Block (SMB) Version 2.0 Protocol Specification”,
July 2007.

[MS-SMTP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication: Simple Mail Transfer
Protocol (SMTP) Extension", September 2007.

[MS-SNTP] Microsoft Corporation, "Network Time Protocol (NTP) Authentication Extensions", March
2007.

[MS-SOH] Microsoft Corporation, "Statement of Health for Network Access Protection (NAP) Protocol
Specification", January 2007.

[MS-SPNEGO] See [MS-SPNG].

[MS-SPNG] Microsoft Corporation, "Simple and Protected Generic Security Service Application
Program Interface Negotiation Mechanism (SPNEGO) Protocol Extensions", January 2007.

[MS-SRVS] Microsoft Corporation, "Server Service Remote Protocol Specification", January 2007.

[MS-SSDP] Microsoft Corporation, "Simple Service Discovery Protocol (SSDP) Extensions",
September 2007.

[MS-SSTP] Microsoft Corporation, "Secure Socket Tunneling Protocol (SSTP) Specification", June
2007.

[MS-SYS] Roadmap If reference is in [MS-SYS] section 1, see [MS-DOCO].
If reference is in [MS-SYS] section 1.1 through 1.1.25, see [MS-GLOS].

If reference is in [MS-SYS] section 1.2, see [MS-REF].
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If reference is in [MS-SYS] section 2, see [MS-DTYP].

If reference is in [MS-SYS] section 3, see [MS-PROTO].
If reference is in [MS-SYS] section 4, see [MS-ERREF].
If reference is in [MS-SYS] section 5, see [MS-INDEX].

[MS-TAIL] Microsoft Corporation, "Telephony API Internet Locator Service Data Structure",
September 2007.

[MS-TEMPLATE] See [MS-CRTD].

[MS-TERE] Microsoft Corporation, "Teredo Extensions", July 2007.

[MS-TIPP] Microsoft Corporation, "Transaction Internet Protocol (TIP) Extensions", September 2007.

[MS-TNAP] Microsoft Corporation, "Telnet: NT LAN Manager (NTLM) Authentication Protocol
Specification", June 2007.

[MS-TRP] Microsoft Corporation, "Telephony Remote Protocol Specification", August 2007.

[MS-TSCH] Microsoft Corporation, "AT Service Remote Protocol Specification", July 2007.

[MS-TSGS] See [MS-TSGU].

[MS-TSGU] Microsoft Corporation, "Terminal Services Gateway Server Protocol Specification", June
2007.

[MS-TSTS] Microsoft Corporation, "Terminal Services Terminal Server Runtime Interface Protocol
Specification", September 2007.

[MS-TVTT] Microsoft Corporation, "Telnet: VTNT Terminal Type Format Data Structure", August
2007.

[MS-UCODEREF] Microsoft Corporation, "Windows Protocols Unicode Reference", July 2007.

[MS-UNMP] Microsoft Corporation, "User Name Mapping Protocol Specification", September 2007.

[MS-V40F] Microsoft Corporation, "IPv4 Over IEEE 1394 Protocol Extensions", September 2007.

[MS-VDS] Microsoft Corporation, "Virtual Disk Service (VDS) Protocol Specification", March 2007.

[MS-VUVP] Microsoft Corporation, "VT-UTF8 and VT100+ Protocols Specification", August 2007.

[MS-W32T] Microsoft Corporation, "W32Time Remote Protocol Specification", September 2007.

[MS-WCCE] Microsoft Corporation, "Windows Client Certificate Enrollment Protocol Specification",
June 2007.

[MS-WCCS] See [MS-WCCE].
[MS-WCSS] See [MS-WCCE].
[MS-WDAV] See [MS-WDV].

[MS-WDV] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Client Extensions", August 2007.
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[MS-WDVME] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Microsoft Extensions", September 2007.

[MS-WDVSE] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol:
Server Extensions", September 2007.

[MS-WKST] Microsoft Corporation, "Workstation Service Remote Protocol Specification", January
2007.

[MS-WMF] Microsoft Corporation, "Windows Metafile Format Specification", June 2007.

[MS-WMHTTP] Microsoft Corporation, "Windows Media HTTP Push Distribution Protocol
Specification", July 2007.

[MS-WMI] Microsoft Corporation, "Windows Management Instrumentation Remote Protocol
Specification", September 2007.

[MS-WMIO] Microsoft Corporation, "Windows Management Instrumentation Encoding Version 1.0
Protocol Specification", September 2007.

[MS-WMLOG] Microsoft Corporation, "Windows Media Log Data Structure", July 2007.

[MS-WMSP] Microsoft Corporation, "Windows Media HTTP Streaming Protocol Specification", March
2007.

[MS-WPRN] Microsoft Corporation, "Web Point-and-Print Protocol Specification", August 2007.

[MS-WPSR] See [MS-RPRN].
[MS-WSEC] See [MS-SECO].

[MS-WSH] Microsoft Corporation, "Windows Security Health Agent (WSHA) and Windows Security
Health Validator (WSHV) Protocol Specification", July 2007.

[MS-WSMAN] Microsoft Corporation, "Web Services Management Protocol Extensions for Windows
Server 2003", March 2007.

[MS-WSMV] Microsoft Corporation, "Web Services Management Protocol Extensions for Windows
Vista", July 2007.

[MS-WSRM] Microsoft Corporation, "Windows System Resource Manager (WSRM) Protocol
Specification", January 2008.

[MS-WSP] Microsoft Corporation, "Windows Search Protocol Specification", March 2007.

[MS-WSQP] See [MS-WSP].

[MS-WUSP] Microsoft Corporation, "Windows Update Services: Client-Server Protocol Specification",
September 2007.
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