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About This Document
The scope of this document is to layout a specification for a serial communication protocol. 
This protocol is to be used for communication between a gaming machine (EGM) and an 
external Master device such as a PC (generally a portable computer). The main purpose of 
this protocol is to standardize the information and commands needed for software 
authentication and verification of the software in a gaming machine.

Acknowledgements
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creation of this standard.
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1  Introduction
The communication protocol is simple in order to reduce complexity of design, 
implementation, testing and usage. Due to the simplicity of this protocol, a standard layered 
approach is not necessary. Only the physical layer and the application layer command set are 
specified.



SVC Serial Protocol v1.0 Chapter 2 - Physical Layer

gsa-p0011.001.01   Released: August 22, 2005 Page 2

© 2000-2005 Gaming Standards Association (GSA)

2  Physical Layer
The physical layer between the EGM and the Master is point-to-point, full duplex, no 
handshaking, 3 wire (Tx/Rx/Gnd) RS232C. The connector on the EGM is undefined. The 
EGM is a DCE that transmits on line 2 and receives on line 3 with line 5 being ground. The 
default communication speed is 9600 baud with eight data bits, no parity and one stop bit.

The physical connector within the EGM is undefined; however, a cable capable of being 
plugged into the EGM port and with a standard DB9 connector at the other end, suitable for 
connection to a PC serial communications port shall be provided by the manufacturer of the 
EGM.

NOTE

This standard does not specify whether a dedicated physical port is (or is not) required. This 
leaves the option open to the manufacturer as to whether port sharing is an acceptable 
solution within the particular jurisdiction that it will be used. It is up to the manufacturer to 
determine whether the jurisdiction will allow port sharing, if that is the preferred choice.
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3  Application Command Layer
At the Application Layer, the Master sends a Query to the EGM and waits for the Response 
before sending another command. The EGM always responds to a Query with a Response. 
As a consequence no more than one Query / Response may be pending at the Master / 
EGM side at any given time.

The following timeouts will be in affect:

1. The slave must respond within 200msec of receiving a complete packet from the 
master.

2. The inter-byte timeout value is 5msec.

3. The master will wait at least 10msec upon receipt of a response before transmitting 
again.

3.1  Application Layer Frame

This frame consists of the following fields:

Command [1 byte in length] This is a command byte that indicates the packet format 
and it’s purpose.

Length [1 byte in length] The total number of bytes in frame (including 
Command, Length, Data and CRC bytes). Note: The maximum packet 
length is arbitrarily restricted to 255 bytes.

Message Data [1 - 251 bytes in length] This field contains any data relevant to the 
command.

CRC [2 bytes in length] CRC-16 check sum of all fields. Each frame is protected 
with a 16-bit Cyclic Redundant Check sequence. The CRC uses the 
industry standard CRC-16 polynomial generator of x16 + x15 + x2 + 1 
starting with a seed of 0xFFFF(hex). See A-Link specification for further 
details on correct implementation of this CRC.

3.2  Commands - Query / Response Pairs
All Queries are from Master to Slave (Master to EGM)

All Responses are from Slave to Master (EGM to Master)

Each Query has one corresponding Response. The appropriate matched Response pair 
should be returned by the EGM when a Query is received and processed. The command byte 
for a Response is the same the same as that of the Query, except the high bit is set (ie. 0x02-
0x82).

Command
1 byte

Length
1 byte

Message Data
1 to 251 bytes

CRC
2 bytes
gsa-p0011.001.01   Released: August 22, 2005 Page 3
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3.2.1  Status Query [0x01 – SQ]
Request the current status information from the EGM. [Master  EGM]

3.2.2  Status Response [0x81 – SR]
Return the current status information. [EGM  Master]

Version ID: 2 bytes to indicate version number. The version is a 4-digit number stored as 
packed BCD, where the first byte is 2-digit major revision number, second 
byte is 2-digit minor revision number. For example; [0x02,0x17] would 
indicate a version of 2.17. The initial version will be 1.00, encoded as 
[0x01,0x00]. Then incrementing to 1.01 [0x01,0x01]

Status Data1: General Status

Bit 0 – Calculation Status [‘0’ - Idle, ‘1’ - Calculating]
Bit 1 – Last Authentication Results [‘0’ - Not Available, ‘1’ - Available]
Bit 2 & 3 – Current Calculation:

‘0’ & ‘0’ – Requested,
‘0’ & ‘1’ – Calculating,
‘1’ & ‘0’ – Finished,
‘1’ & ‘1’ – Error, cannot complete or failed.

Bit 4 to 7 –Reserved [Always Off]
Data Format: Data formats supported

‘0’ – Reserved, Do not used,
‘1’ – Plain ASCII text,
‘2’ – XML format,
‘3’ to ‘255’ – Reserved for future use.

3.2.3  Last Authentication Status Query [0x02 – LASQ]
Request the Last Results status information. [Master  EGM]

Cmd = Status Query (0x01)  Length = (0x04) CRC

1 byte  1 byte 2 bytes

Cmd = Status Response (0x81) Length = (0x08) Version ID 
Status 
Data1 

Data 
Format CRC

1 byte 1 byte 2 bytes 1 byte 1 byte 2 bytes

Cmd = Last Results Authentication Query (0x02) Length = (0x04) CRC

1 byte 1 byte 2 bytes
© 2000-2005 Gaming Standards Association (GSA)



SVC Serial Protocol v1.0 Chapter 3 - Application Command Layer
3.2.4  Last Authentication Status Response [0x82 – LASR]
Return the Last Results status information. [EGM  Master]

Authentication Level: This number indicates the level or type of authentication that was 
calculated. A value of 0x01 refers to Level 1 Authentication, 0x02 
refers to Level 2 Authentication, and so on. A value of 0x00 is 
illegal.

Time Stamp: Time (in seconds) since last results were calculated.

3.2.5  Last Authentication Results Query [0x03 – LARQ]
Request the previous / currently available Authentication results. [Master  EGM]

Data Format: The format of the data

0x01 – Plain text format
0x02 – XML format

Frame Number: A 2-byte number with most significant byte first. Used to indicate the 
Data Frame that should be returned as data in the Last Authentication 
Results Response (0x83). The frame number data is indexed from ‘1’, so 
a value of ‘0’ is illegal. The range is large enough to handle a file 
containing up to 65535 frames.

NOTE

It is important to note that this mechanism of accessing the authentication results is linear, 
not random access. The rule exists in order to reduce any possible load or restrictions on the 
implementation within the EGM. The implications of this are that the master can only 
request frame ‘1’ the first time. After that the master can only request either the first frame, 
frame ‘n’, or frame ‘n+1’, where ‘n’ was the previous frame requested. This results in a linear 
request process, with the ability to reset back to the first frame, or request a retransmit of the 
current frame, or request that the next frame be transmitted.

Cmd = Last Results 
Authentication Response (0x82) Length = (0x09) 

Authentication 
Level Time Stamp (sec) CRC

1 byte 1 byte 1 byte 4 bytes 2 bytes

Cmd = Last Authentication 
Results Query (0x03) Length = (0x07) Data Format Frame Number CRC

1 byte 1 byte 1 byte 2 bytes 2 bytes
gsa-p0011.001.01   Released: August 22, 2005 Page 5
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3.2.6  Last Authentication Results Response [0x83 – LARR]
Return a data frame of the previous or currently available Authentication results. [EGM  Master]

Status Data: General Status

Bit 0 – Error Status [‘0’ – No error, ‘1’ – Error] Note: Error would 
usually indicate either no data available, or and invalid frame.

Bit 1 – Frame Status [‘0’ – Not Last Frame, ‘1’ – Last Frame]
Frame Number: A 2-byte number with most significant byte first. Used to indicate the 

frame that is being returned in Data field.

Data: Contains requested Authentication information (formatted as requested). 
Refer to the following section regarding the formatting of this data, and 
how it is generated.

NOTE

Authentication Results are not available while an Authentication Calculation is in progress.

3.2.7  Initiate Authentication Calculation Query [0x04 – IACQ]
Request that the EGM start authentication calculation. [Master  EGM]

Authentication Level: This number indicates the level or type of authentication calculation 
that should be returned. A value of 0x01 refers to Level 1 
Authentication, 0x02 refers to Level 2 Authentication, and so on. A 
value of 0x00 is illegal.

Authentication Seed: The Authentication Seed value is used as the starting value, or seed, 
for some Authentication Methods. If an Authentication Method 
requires a seed and one is not sent in the Initiate Authentication 
Calculation Query the seed value defaults to 0. The same seed value 
is used for all modules and authentication methods. If the seed 
value is longer than required by an Authentication Method it is 
truncated, the high order bytes discarded.

NOTE

If an Authentication Calculation is in progress when this command is received by the EGM 
the EGM aborts the calculation and starts the new Authentication Calculation. Issuing a new 
Authentication Calculation while the EGM is calculating is not recommended. The Master 
can determine the state of the EGM using the Status Response [0x01 – SQ] command.

Cmd = Last Authentication 
Results Response (0x83)

Length = 
(7 to 255) 

Status 
Data 

Frame 
Number Data CRC

1 byte 1 byte 1 byte 2 bytes  0 to 248 bytes 2 bytes

Cmd = Initiate Authentication 
Calculation Query (0x04)

 Length = 
(0x05) 

Authentication 
Level 

Authentication 
Seed CRC

1 byte 1 byte 1 byte 0 to 250 bytes 2 bytes
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3.2.8  Initiate Authentication Calculation Response [0x84 – IACR]
Indicate that the EGM has received Start Authentication request. [EGM  Master]

Status:

0x01 – ACK/NACK [Off – Cannot Acknowledge, On – Acknowledged]

0x02 – Calculation Started [Off – Not started, On – Started]

0x04 – Level Compliance Error [Off – Valid Level, On – Invalid Level requested]

Cmd = Initiate Authentication 
Calculation Response (0x84) Length = (0x04) Status CRC

1 byte 1 byte 1 byte 2 bytes
gsa-p0011.001.01   Released: August 22, 2005 Page 7
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4  Authentication File Format
The authentication file data has a minimum of information to make its parsing easier. The 
essential information includes the following:

• Information to allow identification of EGM software (manufacturer, game 
version, …)

• Authentication level

• Authentication method used

• File(s) verified and their authentication data (hash, signature, …)

• Elapsed time (in seconds) since the file authentication was last performed

Each line is an arbitrary length, which may be split over several 248 byte application data 
frames. The byte data are standard printable ASCII characters, and each line of data is 
terminated with the PC carriage return and line feed (0x0D 0x0A.).

The proposed file format is divided into sections. Some of the sections are standard while 
others are manufacturer-specific. The order of the sections is not specified. It is, however, 
preferable that the authentication file data section be at the top of the file to allow for early 
resource allocation. The predefined section headers are:

[Authentication File Data]

[Module List]

[Manufacturer Specific Section]

The [Module List] section is the list of modules on the game. These can be any logical 
grouping of information. The format for this section is: 

[Name]

[Elapsed time since authentication was last performed on this module (in seconds)]

[Authentication method]

[Authentication seed]

[Authentication data]

Each module is given a unique name [Name]. This name will be used by an application on the Master 
to look up the proper authentication value for comparison.

The [Manufacturer Specific Section] data may be a convention between the manufacturer and the 
regulatory agency used to improve the efficiency of the authentication process. This field can 
also be used to produce additional information when an error is detected.
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4.1  Sample Format [Plain ASCII text]
[Authentication File Data]

Authentication Level : 3
Authentication Seed : 0123456789ABCDEF
Manufacturer : Killer Games Inc.
Game Version : Super Duper Poker

[Module List]

\Super Duper Poker\Game1\Bitmap1.bmp
24
SHA-1
0123456789ABCDEF

\Super Duper Poker\Game1\Main.exe
200
MD5
0123456789ABCDEF

\Super Duper Poker\Game1\Movie.mpg
32567
MD5
0123456789ABCDEF

\Super Duper Poker\Verification\Check.exe
25966
CRC16
0123

\Super Duper Poker\Xfiles\Molder\UFO.exe
5
SHA-1
0123456789ABCDEF

[Manufacturer Specific Section]

Graphics data signature : 0123456789ABCDEF
Executable data signature : 0123456789ABCDEF
Paytable data signature : 0123456789ABCDEF
Game1 data signature : 0123456789ABCDEF
Game2 data signature : 0123456789ABCDEF
gsa-p0011.001.01   Released: August 22, 2005 Page 9
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5  Operational Scenarios
It is assumed that the Master is correctly connected to the EGM via an appropriate cable, and 
that the EGM is configured correctly (if required).

• The Master should poll the EGM with the SQ and wait for a SR from the EGM.

• If any results are available, then an LASQ can be sent to retrieve the level and 
time the results were calculated.

• Then a LARQ can be sent to retrieve the last results.

• If the EGM is ‘idle’, then the Master can send an IACQ to start a new calculation, 
and then check the IACR to ensure that the calculation was actually started.

• If a calculation is in progress, then continue polling with SR waiting for Current 
Calculation to ‘Finish’, then request the results (LASQ & LARQ).

During each Query, the Response should be checked for various errors, and a modified 
Query should be resent.
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